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LO1 CAM ON

Sw phét trién cta khoa hoc théng tin lién lac
ngay nay dd mé ra mot ki nguyén moi cho nhén
loai, trong dé cé vai tro cuia mang may tinh, luan
van xin trinh bay nhitng khai niém va céch xay
dung mét mang Lan phé bién ngay nay.

Déu tién em xin g l6i cdm on dén cé Lé Anh
Uyén Vd, nguoi tric tiép hudng dédn em hoan
thanh luan van nay.Nhing chi d&n va y kién dong
gop ctia ¢b fa vé cung hiu ich, gitp em nhan ra
nhitng khuyét diém ctia luén van.

Du rét cb gdng nhung nhitng tim hiéu ban dau
vé céng nghé khéng trénh khéi nhing thiéu sét
nhét dinh, kién thirc con han ché, kinh mong duoc
céc thdy c6 va cac ban chi bdo nhiéu hon dé Iap
nhitng 16 héng kién thirc nay. Xin chan thanh cdm
on céc thdy cé va céac ban trong khoa dién-dién t
vién théng d4 nhiét tinh gitp d& dé em c6 thé hoan
thanh tét luan van nay!

Tp HCM, ngay19 thang 7 ném 2009
SVTH
Chéau Phwéc Béo Thién

/
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Gidi thiéu tém tat dé tai

Su phat trién manh mé cda may vi tinh trong thoi dai bing nd théng tin dd mo rong
nhu cdu sir dung khéng chi con & dang ca nhén riéng r& nhu trude diy nita. Ngay nay,
tang cudng kha ning bdo mét trong ndi bd ciing nhu trudce internet, sir dung linh hoat cho
cbng vige, chimg thyc ngudi sir dyng, dy trlt, du phong dit lidu dé c6 thé phuc hdi nhanh
chong, chinh xdc 1a mét nhu cau thiét yéu, Chinh vi vy, viéc xdy dyng mot hé théng dap
ting tbt cac yéu cau trén da dan dén vige tu xdy dung mot hé théng mang Lan vi mot s6
hrong mdy tinh 16n 14 tit yeu P2 tai thiét k& mot hé théng Lan tiéu bidu cho mdt trudmg
dai hoc voi sy turong ddi dly da cac phong ban.

Thiét bi két ndi cac may tinh cn c6 su thong minh, linh hoat, tin dung trigt aé
chirc ning dé giam chi phi diu tu x4y dung va phai dam béo dugc chét luong. Mét hiing
chuyén san xuéit cac thiét bi nay vdi tén goi 1a CISCO cua USA da dép tmg duge cac yéu
clu d6. Pé tai sir dung cdc switch va cdc router cia CISCO dé phan chia mang con cho
cdc phong ban trong trudng. Lan hay con goi 12 mang cuc b dugce chia thanh 7 mang
Vlan cho 10 phong va khoa truc thude la:

Phong dao tao, phong khoa hoc va hgp tac qudc té, khoa khoa hoc co ban, khoa
dién-dién tr, phong hiéu trudng, khoa kinh 1é, phong hénh chinh, phong céng tac hoc
sinh-sinh vién, phong ké toan thi quy, phong hé théng IT. Trong do6, phong hé thong IT
13 ndo bd ctia toan hé thong, chita cdc server quan trong.

Phin diu cia d& tai 12 cac kién thic tdng quan ciia CCNA, mdt chuong trinh dao
tao clia chinh hang CISCO dua ra trén the gidi.

Phén nédi dung chinh cia dé tai duge dya trén chuong trinh kién thite CCNA: Cac
Vlan duoc chia trén céc Switch 2950 series cia CISCO, loai Switch nay thé hién sy
théng minh & chd n6 khong chi phan chia tir mét mang Lan théng thudng thanh nhleu
mang Lan (ma ta goi 1a Vlan), Switch con co thé chi dinh PC nao duoc phép két ndi vao
cong nao trén Switch bang céch dinh nghia dia chi MAC cho chinh cong d6. Mét Switch
thudng ¢6 s6 luong cong khodng 24x trd 1&n. Vi nhu céu st dyng ctia ching ta c6 luc
nhleu ltic it hon con s6 trén Switch nén viée chia Vlan s& gitip giam thiéu sy phirc tap khi
gén nhidu Switch thudng ( céc Switch thudng chi ¢6 mét Lan khi dugc két ndi). Nho
phén chia Vlan, cic PC thudc 2 phong khoa khéac nhau di két ndi toi cing mot Switch
nhung thye té vin hoat déng nhu trén hai Switch thudc hai mang Lan khac nhau. Giam
chi phl mua céc Router. D& tai sir dung phan mém m6 phong Boson Netsim dé giai quyet
yeu cau dat ra. Mic di khong dat duge nhar lam viée véi thiét bj that nhung no cling da
dé ta c6 thé tim hiéu, nghién ctru va dat duge myc dich trong dé tai nay. D& kidm tra mot
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két ndi thanh cong, lénh Ping dugc st dung, Dé tai cling néu cac cach di day cép, kidm
tra két ndi cap, gan dia chi trén may thét (chi yéu 13 hé diéu hanh thoéng dyng cua
Microsoft : window vista, XP, server 2k3)

Phan md rong cua dé tai cht yeu tdp trung trén nén tang ciia Microsoft : H théng
mang Lan gdm 50 PC dugc thiét ké theo md hinh chent/server dé tao kha ning bao méat
cao va quan 1y trung tdm hod. Trong d6 c6 vai tro rit 16n cia mdt may tinh goi 1a domain
controller, may tinh nay thyc hién céc dich vu thim dinh nguoi dung bang cach theo déi
va kiém tra username, password. Kha ning bao mét hé théng con dwoc thé hién rd & vai
trd cta hai tudng Ira 13 gidi han va phén quyen truy cép tai nguyén tir cac server fuu tri
dit liéu nhu: FTP server luu trit data, mail server luu trit mail ciia céc ngudi ding trong
truomg... Hai tuong Itra ndy sé& danh chin cac tn cong tir bén trong (ndi bo) va cic hiém
hoa rit 16n tir bén ngodi internet vao hé thong mang, ldy cap stra d61 dir liéu quan trong
cia trudng. Hinh dudi déy thiét ké md hinh tdng quan cta dé tai:
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Muc tiéu, yéu cAu va hwéng giai quyét dé tai:
A.Muc tiéu:
- NAm bit c4c kién thirc va ki thuét ciia CCNA.
- Xay dyng hé théng mang Lan s& dyng 50 PC ¢6 phén chia Vlan cho cdc phong
ban (vi dy: cdc phong ban trudng dai hoc)
B. Yéu chu:
- C6 kha nang cdu hinh thanh céng cac Switch, Router
- Céc Vian du cung mét Switch nhung khong thé trao ddi dir lidu truc tiép voi
nhau ma chi co thé trao d6i dit liéu trong Vlan ctia minh,
C.Hwong giai quyet
- Str dung phan mém mé phong hé thong Lan
- CAu hinh cdc thiét bi dugc mé phong dé giai quyét yéu cu dé tai.
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Danh séch bang biéu, hinh v&

Hinh 1: Cdu triic Router

Hinh 1.1: Tién trinh déng goi di¥ ligu

Hinh 3: Giao thitc ARP

Hinh 4: Giao thitc ARP (it)

Hinh 5: Phdn gidi dia chi ding proxy ARP.

Bdng 6: Vi du vé routing table.

Hinh 7: Qud trinh chuyén packet qua mdt hé théng bao gom nhiéu router
Hinh 8: Thudt todn Distance Vector

Hinh 2.1

Hinh 2.2

Hinh 9: Mot s6 mode config ciia Cisco Router

Bang 10

Hinh 11

Hinh 12: Quy trinh cdp nhdt 10S image

Hinh 13: Configuration register

Hinh 14: M hinh co bdn ciia mot k&t ndi leased line

Hinh 15: Cdc loai cdp két néi gtﬁ‘a router va NTU (CSU/DSU)
Hinh 5.1: Giao dién ctia phdn mém Bosson Netsim_

Hinh 5.2: Cdc lénh hé tro trén Switch ciia phdn mém

Hinh 5.3: Giao dién Netsim Designer

Hinh 5.4: Hé thong Lan 50 PCs duwoc thiét ké bdng phdan mém Designer
Hinh 6.1: Hé rhong mang Lan phdn chia cdc phong ban trong dé tai
Hinh 6.2: Vpn két noi dén mot mdy tinh trong trudng

Hinh 6.3: Cdc két néi VPN

Hinh 6.4: Tién trinh déng goi chi tiét

Hinh 7.1: Cap UTP

Hinh 7.2 Chudn két néi T5684 va T568B

Hinh7.3: Pédu nél RJ45 (male

Hinh 7.4: Pdu néi RJ45 (female)

Hinh 7.5: Sor do noz cdp théing

Hinh 7.6: So dé néi cdp chéo

Hinh 7.7: So dé néi cap ddo

Hinh 7.8: Chudn kiém thir cdp
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Hinh 8.1: Hoat djng ctia Bridge

Hinh 8.2: Hoat ddng cria Switch

Hinh 8.3: Ludng diF liéu xuyén qua mét mang

Hinh 9.1: Cdc tién 16 16p dia chi

Hinh 9.2: Dja chi lép A

Hinh 9.2 Bia chi lép B

Hinh 9.3: Dia chilép C

Hinh 9.4: Cac dia chi IP private

Hinh 10.1: Gdn tinh IP trén hé diéu hanh Windows Vista (PC)
Hinh 10.2: Gan iinh IP trén hé diéu hanh Windows Vista (1)
Hinh 10.3: Gén tinh ip trén phdn mém mé phong Bosson Netsim
Hinh 11.1: Pinh tuyén di qua mang

Hinh 11.2: Piéu khién toc 3o

Hinh 12.1: So dé hé théng mang (Visio)

Hinh 12.2: So do hé thong mang (designer)

Bdng 12.3: Théng ké cdc thiét bj duoc sir dung

Hinh 13.1: So dé hé théng twdng lira va khu viee phi quédn sy cia dé tai theo mé hinkh
Screened-Subnet

Hinh 13.2: Cdc dia chi IP ciia mgt s6 server hay dimng
Hinhl15.1: Lénh Ping

Hinh 15.2: Ping cung VLAN va khdc VLAN

Hinhl15.3: Ping [én router cua vian 1
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Phan 1

Téng quan vé CCNA

;_WAN ~ ROUTER

‘Mang dién rong (WAN) 12 myng truyén dit liéu qua nhitng ving dia 1y rét 16n.
Mang WAN hoat dong chli yéu & 16p Vat Iy va 16p Lién két dit liéu mo hinh OSL
WAN két noi cdc mang LAN lai v&i nhau. Do d6, WAN thuc hién chuyen doi céc
“g6i dit liéu giita cdc router, switch va cdc mang LAN ma né ket néi. Céc thiét bi duge st

dung trong WAN:

«Router: cung cép nhiéu dich vu khc nhau, bao gém Internet va céc giao ti€p
WAN.

« Loai switch dugc st dung trong WAN cung cép két ndi cho hoat dong thong
tin lién lac bang thoai video va dit ligu.

'« Modem: bao gém: giao tiép v6i dich vu truyén thoai; CSU/DSU (Chanel
service units/ Digital service units) dé giao ti€p véi dich vu T1/E1; TA/NT1

- (Terminal Adapters /Network Terminal 1) dé giao tiép véi dich vu ISDN

| (Integrate Services Digital Network).

* » Server thong tin lién lac: tap trung xir Iy cude goi cia ngudi ding

1. Giéi thiéu vé router trong mang WAN:
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P Bupgdy Elgah SN BoctBOM RAN DIMMS

Hinh 1: Céu tric Router

1.1.Nhiém vu:

Router I3 thi€t bi mang hoat déng & tAng thit 3 clia m6 hinh OSI-ting network.
Router dugc ch€ tao vdi hai myc dich chinh:

Phin cdch cdc mang mdy tinh thanh cdc segment ri€ng biét dé gidm hién tugng
dung d6, gidm broadcast hay thyc hién chifc ning bdo mit.

K&t ndi cdc mang may tinh hay k€t n6i cdc user véi mang mdy tinh & cdc
khoang cdach xa véi nhau thdéng gua cdc dudng truyén thong: dién thoai, ISDN, TI,
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X.25..Cng v6i sy phét trién clia switch, chitc ndng diu tién clia router ngdy nay da
dugc switch ddm nhin mdt cdch hiéu qud. Router chi con phdi ddm nhén viéc thuc
hién cick&l ndi truy cdp ¥ xa (remote access) hay cdc k&t n6i WAN cho hé théng
mang LAN.

Do hoat déng § ting thit 3 ciia md hinh OSI, router sé€ hiéu dudc c4c protocol
quy€t dinh phudng thitc truyén dit Jigu. Cdc dia chi ma router hi€u 12 cdc dia chi “gid”
duge quy dinh bdi cdc protocol. Vi du nhit dia chi 1P ddi véi protocol TCP/IP, dia chi
IPX d6i véi protocol IPX... Do d6 tity theo cdu hinh, router quyét dinh phuong thic va
dich d&n clia viéc chuyén cdc packet tif noi ndy sang ndi khidc. Mot cdch tong quat
router sé chuy&n packet theo cdc bude saw:

- Poc packet.

- G& bd dang format quy dinh bdi protocol ctia ndi giri.

_ Thay thé& phin g& b d6 biing dang format clia protocol ctia dich dén.

- Cap nhit thong tin vé viéce chuyén dit liéu: dia chi, trang thdi clia noi gdi, noi nhén.
- Giti packet d€n noi nhin qua dudng truyén t8i wu nhat.

Hinh 1.1: Tién trinh déng géi dit liéu

1.2 Phén loai:

Router ¢6 nhiéu cdch phan loai khdc nhau. Tuy nhién nguwdi ta thuSng cd hai
cdch phén loai chi y€u sau:

Dua theo cong dung clia Router: theo cdch phén loai ndy ngudi ta chia router
thanh

remote access router, ISDN router, Serial router, router/hub...

Duya theo ciu triic clia router: fixed configuration router, modular router.
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Tuy nhién khéng ¢é su phin loai rd rang router: mbi mot hing sin Xudt ¢é thé
¢6 cdc tén goi khdc nhau, cdch phin loai khédc nhau.
I1. C4c khai niém cd ban vé Router va cd ch€ routing:
I1.1 Nguyén tic heat dong ciia Router — ARP Protocol:

Nhu ta d3 biét tai ting network clia mo hinh OS], chiing ta thudng sit dung cédc
loai dia chi mang tinh chit quy uéc nhu IP, IPX... Cdc dia chi nay 13 cdc dia chi c6
hudng, nghia 1a ching duge phin thinh hai phdn riéng biét 13 phin dia chi network va
phdn dia chi host. C4ch ddnh s& dia chi nhe vy nhdm giip cho viéc tim ra cdc duSng
k&t n6i i hé thOng mang ndy sang hé théng mang khdc duge dé dang hon. Cdc dia
chi nay ¢6 th€ dudc thay d8i theo tiy ¥ ngudi st dung. Trén thyc &, cdc card mang
chi ¢6 thé k&t ndi voi nhau theo dia chi MAC, dia chi ¢§ dinh v duy nh4lt clia phin
cting. Do vdy ta phdi c6 mdt phudng phép d€ chuyén ddi cdc dang dia chi nay qua lai
véi nhau. Tlr d6 ta c6 giao thidc phin gidi dia chi: Address Resolution Protocol (ARP).

- ARP I3 mdt protocol dua trén nguyén tfc: Khi mot thi€t bi mang mudn biét dia
chi MAC cda mdt thi€t bi mang ndo dé6 mi né di bict dia chi & ting network

(IP, IPX..) né s& giti mdt ARP request bao gdm dia chi MAC address clia né va

dia chi IP clia thiét bi ma n6 cdn bi€t MAC address trén todn by mot mién

broadcast. M&i mot thiét bi nhin duwdc request ndy sé& so sanh dia chi IP trong
request vdi dia chi ting network cia minh. N&u tring dia chi thi thi&t bi d6 phai
gl nguge lai cho thist bi giti ARP request mdt packet (trong d6 ¢ chifa dia chi

MAC ctia minh). Trong mét hé th6ng mang don gidn nhu hinh 3, vi du nhu mdy

A mudn gii packet d€n mdy B va né chi biét duge dia chi IP ciia mdy B. Khi

d6 mdy A sé& phai giri m6t ARP broadcast cho toan mang dé hdi xem “dia chi

MAC clia mdy c6 dia chi IP nay 12 gi”. Khi mdy B nhin dudc broadcast nay, c6

s& so sdnh dia chi IP trong packet nay véi dia chi IP cda né. Nhin thdy dia chi

dé 13 dia chi clia minh, mdy B s& gifi lai mdt packet cho mdy B trong dé cé

chtva dia chi MAC cita B. Sau d6 mdy A mdi bdt ddu truyén packet cho B.

ARP regquast

; ———""—"'—"“% :
for B1P -

o ARP reply.
. I B-IP => B-hard

Hinh 3
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Trong m&t mdi trudng phc tap hon: hai hé théng mang gin v4i nhau théng qua
mdt router C. Mdy A thudc mang A mudn gl packet d€n may B thudc mang B. Do
cdc broadcast khong thé truyén qua router nén khi d6 mdy A s& xem router C nhu mét
cAu n8i dé truyén dit lidu. Trudc d6, mdy A s& bit duge dia chi IP cla router C (port
X) vi bi&t dude ring d€ truyén packet tdi B phai di qua C. Tl cd cdc thong tin nhu
vy s& dudc chita trong mot bdng goi 12 bang routing (routing table). Béng routing
table theo cd ché& nay dugc lwu gilf trong m&i mdy. Routing table chita thong tin vé cdc
gateway d€ truy cdp vao mot hé théng mang ndo d6. Vi du trong trudng hop trén
trong bang s& chi ra ring d€ di t¢i LAN B phai qua port X ctia router C. Routing table
$& ¢6 chita dia chi IP cla port X. Qué trinh truyén dif liéu theo ting budc sau:

- M4y A giti mdt ARP request (broadcast) d€ tim dia chi MAC cda port X.

- Router C tra 131, cung cAp cho mdy A dia chi MAC ciia port X.

- M4y A truyén packet d&n port X ctia router.

- Router nhin dugc packet ty mdy A, chuyén packet ra port Y ctia router. Trong
packet cé chita dia chi IP ctia mdy B.

- Router s& gri ARP request dé€ tim dia chi MAC cla mdy B.

- M4y B s& tra 13i cho router biét dia chi MAC ctia minh.

- Sau khi nhin duge dia chi MAC cia méy B, router C giti packet ciia A dén B.

AR regust
o XAP
Fotite 4RIP reply Fien sz
(=D vid X "" o B S —— . TRy =
1.9. ) X Py o ArlP via
: IP datagram

T by AR 10 B -

ARP tuest
foor BofP

F{u!m o

.‘_‘_ﬁ___::_ o ARP N.!Fée}’ 3 R Ak ‘ n ‘ _‘
faaching & sy S Manhiive ©
l' :,)‘_3:; P Yeii P anEs b ' B-IPF B

Anard s-harg Yhad [# dzagram _ B-hard
o A o B »
Hinh 4

Trén thuc t&€ ngodi dang routing table nay ngudi ta con diing phuong phap proxy ARP,
trong d6 ¢6 mot thi€t bi ddm nhén nhiém vu phan gidi dia chi cho tat ¢4 cdc thiét bi
khéc.

Qu4 trinh ndy dugc trinh bay trong hinh 5.
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AHP reguesl _
Aoul for B4P ol
Roule oute
g im G LEP raply _ N awlie
2ya Y s Kii A WP via vl
A B.|F=zsi.hard pfﬂ«(fi ne AP via v Ie
SRyt

iP datagram
“ trom AP 10 B P T

e o -Ql}mﬁ'f &
Maching A
AP
A

24P Al
Ahad  hard

AHF raquest .

tor B-1F A .
™ B iPeshard (BJ;&
P datagram , B.fard

T rem AP 0 BP

Hinh 5: Phdn gidi dia chi diing proxy ARP.
Theo d6 cdc mdy tram khéng cin gilt bang routing table nita router C s& c¢6 nhi¢m vy
thyc hién, tra 18i t4t c4 cdc ARP request ciia tit cd cdc mdy trong cdc mang két ni
véi né. Router s& ¢6 mdt bang routing table riéng biét chifa tit cd cdc thong tin cin

thi€t d€ chuyén dit lidu.

Network
10.1.2.0 Network

10.8.3.0

40,110
v

Network

: d. 1.4 Eﬂ
10110 §  To0

Network
10.1.3.0

& Address-to-port association table

Bdng 6: vi du vé routing table.
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Trong bang, ddong ddu tién c¢6 nghia 1a 8t cd cdc packet glfi cho mot mdy bat ky
thuéc mang 10.1.2.0 subnet mask 255.255.255.0 s& thong qua port ethenet 0 (eth0) ¢6
dia chi IP 1a 10.1.2.1. Flag = U ¢6 nghia 13 port trong trang thdi hoat dong (“up”).
11.2.Mot s6 khdi niém co ban:

Path determination:

Nhu di duge dé cdp 8 phén trén, router ¢6 nhiém vu chuyén dit liéu theo mét
dudng Lién k&t 151 wu. DI v6i mot hé thdng gdm nhiéu router k&t ndi v4i nhau, trong
d6 cde router ¢6 nhidu hdn hai dudng lién k&t vdi nhau, vin dé x4c dinh dudng truyén
dit lidu (path determination) t8i wu d6éng vai trd rdt quan trong. Router phédi c6 kha
niing lya chon dudng lién k&t t8i wu nhat trong it ca cdc dudng cb thé€, ma dit lidu c6
thé truyén dé€n dich nhanh nhit. Viéc xdc dinh dudng dua trén cdc thudt todn routing,
cdc routing protocol, tif d6 rit ra dudc mot s& do goi 1a metric d€ so sdnh giffa cic
duong véi nhau.

Sau khi thyc hién viéc ki€m tra trang thdi clia cdc dudng li€n k&t biing cdc thuét
todn dya trén routing protocol, router s& rit ra duge cdc metric twong Gng cho mdi
dudng, cip nhit vao routing table. Router s&€ chon dudng nao ¢6 metric nhé nhit dé
truyén dit liéu.

Switching:

Qué trinh chuyén dit liéu (switching) 12 qud trinh co bdn cua router, dugc dua
trén ARP protocol. Khi mdt mdy mudn giti packet qua router cho mdt mdy thudce
mang khdc, né giti packet d6 dén router theo dia chi MAC cua router, kem theo dia
chi protocol (network address) ctia mdy nhin. Router s€ xem xét network address cia
m4y nhan d€ bi€t xem nd thudc mang nio. N&u router khong biét duge phdi chuyén
packet di dau, nd s& loai bé (drop) packet. N&u router nhén thiy c6 thé chuyén packet
d&n dich, n6 sé bd sung MAC address ciia mdy nhén vao packet va gdi packet di.
Vide chuyén dif liéu c6 thé phai di qua nhidu router, khi d6 mdi router phéi biét dudc
thong tin v& 14t ¢4 cdc mang ma né cé thé truyén dit lidu téi. Vi vy, cdc thong tin clia
m3i router vé céc mang ndi truc ti€p vdi nd s& phai duge giti d€n cho tdt cd cdc router
trong ciing mot hé thdng. Trong qud trinh truyén dia chi MAC ciia packet ludn thay
d6i nhung dia chi network khong thay ddi. Hinh 7 trinh bay qud trinh chuyén packet
qua mot hé théng bao gdm nhiéu router.
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Physical

Hinh 7: Qué4 trinh chuyén packet qua
m6t hé théng bao gdm nhiéu router.

Thudt todn routing:
-~ Muc dich va yéu cau:
o Tinh t6i wu: 12 kha ning chon dudng truyén t&t nhat cla thuit todn. MOi mot
thuét todn c6 thé c6 cdch phin tich dudng truyen riéng, khdc biét vdi céc
thuit téan khéc, tuy nhién muc dich chinh van 12 d€ xdc dinh dudng truyén
nao 1 dudng truyén tt nhit.
o Tinh don gidn: Mot thuit todn doi hoi phdi don gian, d& thyc hién, it chi€m
dung bing thong qudng truyén.
0 On dinh, nhanh chéng, chinh xdc: Thult todn phai 6n dinh va chinh xdc dé
bdo dAm hoat dong 16t khi xdy ra cdc rudng hdp hu héng phan ciing, qué tai
duding truyén... Mat khdc thudt todn phdi bdo ddm sy nhanh chéng d€ tranh
tinh trang lap trén dudng truyén nhu hinh 5 do khdng cép nhat kip trang thdi
dudng truyén.
o Sy linh hoat: Tinh niing a2y bdo dam sy thay d8i kip thoi va linh hoat trong
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bét cf moi trudng hdp x4y ra trong hé thdng.

- Phén loai:

Thuit todn routing ¢6 thé thudc mdt hay nhiu loai sau déy:
o Static hay dynamic.

_Static routing: 13 ¢d ch& trong d6 ngudi quan tri quyét dinh, gdn sin protocol
ciing nhu dia chi dich cho router: dén mang nao thi phai truyén qua port nao, dia chi
14 gl... Cdc thdong tin ndy chifa trong routing table va chi dugc cip nhat hay thay doi
b3 ngudi quan tri.

Static routing thich hgp cho cdc hé thng don gidn, ¢6 k&t ndi don giita hai router,
trong d6 dudng truyén dif lidu d& dudc xdc dinh trude.

-Dynamic routing: dding cdc routing protocol dé tw dong cdp nhdt cdc théng tin
vé cdc router xung quanh. Ty theo dang thuit todn ma cd ch& cip nhit thong tin cla
céc router s& khdc nhau. Dynamic routing thuSng diing trong cdc hé thdng phic tap
hon, trong d6 cdc router dugc lién k&t véi nbau thanh mGt mang lwdi, vi du nh cac hé
théng router cung cAp dich vu internet, hé thdng cda cdc cong ty da qudc gia,

o Single-Path hay Multipath.

Thuét todn multipath cho phép viéc da hdp dif li€u trén nhiéu lién k&t khdc nhau cOn
thut todn single path thi khong. Multi path cung cip mét lun lugng dit liéu va do tin
cdy cao hon single path.

o Flat hay Hierarchical. ‘

Thuat todn flat routing ding trong cdc hé thdng c6 cdu tric ngang hang v4i nhau,
dudc trdi rong véi chitc ning va nhiém vy nhu nhau. Trong khi d6 thudt todn
hierachical 13 thudt todn phan ¢4p, ¢6 cdu tric ciy nhu mo hinh phén cdp cla mot
domain hay clia m6t cong ty. Tuy theo dang hé th6ng ma ta ¢6 thé lwa chon thuit
todn thich hdp.

o Link State or Distance Vector,

Thudt todn link state (con dude goi 12 thudt todn shortest path first) cip nhit tit ca
cdc thong tin v€ cd ché routing cho tit ¢4 cdc node trén hé théng mang. M&i router
s& glti mot phin cla routing table, trong d6 mo ta trang thdi cla cdc lién k&t riéng
cfia minh 1&n trén mang. Chi c6 cdc thay d6i mdi dugc giri di.
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Hinh 8: Thuit todn Distance Vector.

“Thut todn distance vector: (con goi 1a thudt todn Bellman-Ford) bit budc mbi
router phdi gdi toan by hay mdt phan routing table ciia minh cho router két ndi trye
ti€p vdi né theo mdt chu ky nhat dinh (Hinh 8)

V& mit bin chat, thuit todn link state gifi bang cdp nhét c6 kich thude nhd dén
khdp ndi trong mang, trong khi thudt todn distance vector glti cdc bang cdp nhat co
kich thudc I6n hon chi cho router k&t ndi vdi né.

Thuit todn distance vector ¢ uu di€m 1a d& thyuc hién, dé kiém tra, tuy nhién n6 ¢6
m6t s& han ché 14 thdi gian cip nhét 14y, chi€m dung bang thong I6n trén mang.
Ngoai ra né ciing 1am lang phi bing théng do tinh chét cip nhit theo chu k¥ clia
minh.

Thuit todn distance vector thudng diing trong cdc routing protocol: RIP(IP/IPX),
IGRP (IP), RTMP(AppleTalk)... va thudng 4p dung cho hé thdng nhd.

-Thuét todn link state: cé uvu diém 13 ¢6 t8c dd cao, khong chiém dung bing thong
nhidu nhu thuit todn distance vector. Tuy nhién thudt todn nay doi héi cao hdn vé bd
nhd, CPU ciing nhy viéc thyc hién khd phitc tap.

Thuét todn link state dugc st dung trong routing protocol: OSPF, NLSP... va thich hgp
cho cdc hé thdng ¢d trung va 16n. Ngoai ra con ¢o sy k&t hop hai thuit todn nay trong
mdt s& routing protocol nhu: IS-IS, EIGRP.

— Céc s6 do ¢d bdn trong thuit todn routing:

Metric 14 56 do ciia thudt todn routing € t d6 quyé&t dinh dudng di t8i vu nhét cho dit
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lién. M6t thuét todn routing cé thé st dung nhiéu metric khdc nhau. Cdc metric dugc
két hop véi nhau d€ thinh mdt metric tdng qudt, dic trung cho lién k&t. Mbi thuat
todn cé thé st dung kiéu st dung metric khac nhau. Cdc metric thudng dugc dung 14.
o Path Length:
L3 metric cd ban, thudng diing nhit. Path length trong router cdn dude xéc dinh bing
s& hop giita ngudn va dich. Mot hop duge hiéu 1a mot lién k&t gilta hai router.
o Reliability:
Li Khai niém chi d6 tin ciy cda mdt li€én két. Vi du nhu dd tin cdy dudc th€ hién
théng qua bit error rate.. Khdi niém nay nhim chi kha ning hoat ddng 8n dinh cla
lién két.
o Delay:
Khai niém delay ding d€ chi khodng thdi gian cAn dé chuyén packet ti ngudn dén
dich trong hé thdng. Delay phu thudc vao nhiéu y&u 16: khodng cdch vat 1y, bing
thong ctia lién k&t, dung do, tranh ch&p dudng truyén. Chinh vi the yéu 6 nay 12 mot
metric d6ng vai trd rit quan trong trong thudt todn routing.
o Bandwidth
L4 m6t metric quan trong d€ ddnh gid dudng truyén. Bandwidth chi hru lugng
dit lidu t61 da c6 thé truyén trén lién két.
o Load
Load nhiim chi phin trim network resource dang trong trang thai ban {busy). Load c6
thé 12 Ivu lugng dit liéu trén lién k&, 12 dd chi€m dung bd nhd, CPU...

Routed protocol va Routing Protocol
— Phan biét gitta hai khai niém:
Routed protocol quy dinh dang format va céch st dung clia cdc truding trong packet
nhim chuyén cdc packet tif ndi niy sang ndi khdc (dén tdn ngudi st dyng) Vi du: IP,
IPX..
Routing protocol: cho phép cdc router k€t ndi vdi nhau va cip nhit cic thong tin cua
nhau nhd c4c bang routing. Routing protocol ¢6 thé sit dung céc routed protocol dé
truyén thong tin gifta céc router. Vi du: RIP (Router Information Protocol), IGRP
(Interior Gateway Routing Protocol)..Routing protocol quyé&t dinh:
o Router nio cAn bi&t théng tin vé céc router khic.
o0 Viéc cdp nhat théng tin nhy thé nao.
I1.3.Céc routing protocol tiéu biéu:
Céc routing protocol dudc trinh bay trong bang 1.3.
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Sang 1.3 Cde routing srotocol Béw By

o RIP:

RIP 14 chit vi&t tit ctia Routing Information Protocol, 1a 1 trong nhitng routing protocol
diu tién duge st dung. RIP dua trén thudt todn distance vector, dudc st dung rit rong
rdi tuy nhién chi thich hgp cho cdc hé thong nhd va it phitc tap. RIP tr ddng cip nhét
théng tin v& cdc router biing cdch gifi cdc broadcast 1én mang mdi 30 gidy. RIP xdc
dinh dudng biing hop count (path length). S¢' lugng hop t5i da 13 15.

o IGRP:

La loai routing protocol hién nay dang thuGng dung nh4t, duge phét trién bdi Cisco, ¢6
cdc dic diém sau:

¢ Ding co ch& advanced distance vector. Chi c¢ip nhat théng tin khi c6 sy thay ddi cau
truc.

# Viec xdc dinh dudng dude thuc hién linh hoat thong qua nhiéu y&u t8: s hop, bang
thong, d6 tri hodn, d tin cy...

¢ C6 kha ndng vudt gidi han 15 hop.

# C6 kha ning h3 trg cho nhidu dudng lién k&t v6i kha ning cén bing tdi cao.
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¢ Linh hoat, thich hdp cho cdc hé thong 16n, do dya trén cd ché link state k&t hgp véi
distance vector.

o OSPF:

La loai routing protocol tién ti€n, dua trén co ch& link-state ¢6 kha ndng cdp nhat sy
thay d8i mot cdch nhanh nhdt. Sit dung IP multicast lam phuong phap truyén nhén
thong tin. Thich hgp vdi cdc hé th6ng I6n, gdm nhiéu router lién k&t v&i nhau.

III. Khai niém vé ciu hinh Router.

C&u hinh router 1a s dung cdc phuong phdp khdc nhau d€ dinh cdu hinh cho
router thuc hi€n cdc chifc ndng cu thé&: lién k&t leased line, lién k&t dial-up, firewall,
Voice Over IP.trong t¥ng trudng hgp cu th€. P81 vdi Cisco Router thudng cé 03
phudng phip dé dinh cu hinh cho router:

Stt dung CLIL:

CLI 12 chif viét tit cia Command Line Interface, 1a cdch cfu hinh cd bdn dp dung
cho hdu hét céc thit bi clia Cisco. Ngudi s& dyng c6 thé ding cdc dong 1énh nhap tir
cdc Terminal (thdng qua port Console hay qua cdc phién Telnet) dé dinh c4u hinh cho
Router,

Stt dung Chudng trinh ConfigMaker:

ConfigMaker I chudng trinh ho trg c&u hinh cho cdc Router tir 36xx trd xudng ctia
Cisco. Chwong trinh nay cung cdp mét giao dién d6 hoa va cdc Wizard thin thi€n,
dugc trinh bay dugi dang “Question — Answer”, giip cho viéc ciu hinh router trd nén
rit don gidn. Ngudi sit dung c6 thé khong can ndm vitng cdc cdu l&nh cta Cisco ma
chi cAn mot ki€n thic cd ban v& hé thdng la c6 thé ciu hinh dudc router. Tuy nhién
ngoai han ch& vé s8 sin phidm router hd trg nhu & trén, chudng trinh ndy cling khong
cung cip day di t4t c4 cdc tinh ning clia router va khong c¢6 khd néing tuy bién theo
cdc yéu cdu cy thé dic th.

Hién nay version mdi nha't cia ConfigMaker 1a ConfigMaker 2.4.

St dung chuong trinh FastStep:

Khédc vdi chudng trinh ConfigMaker, FastStep dugc cung cdp dya trén tiing loai sdn
phdm cu thé cda Cisco. Vi du nhv vdi Cisco router 2509 thi c6é FastStep for Cisco
Router 2509... Chudng trinh nay cung cap céc bude d€ cdu hinh cdc tinh ning cd ban
cho tirng loai san pham. Cic bude ¢&u hinh ciing dude trinh bay dudi dang giao dién
d8 hoa, “Question — Answer” nén rdt d& s& dung. Tuy vdy cling nhu chudng trinh
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ConfigMaker, FastStep chi méi hd irg cho mot s§ san pham cap thip cla Cisco va chi
gitip cAu hinh cho mét 6 chifc nding c¢d bdn cla router.

Tém lai, viée st dung CLI d€ cdu hinh Cisco Router tuy phifc tap nhung vin Ia
cdch cdu hinh router thudng gip nhat. Hi€u bi€t viée cAu hinh bang CLI sé& gitip ngudi
sif dung linh hoat trong viéc cdu hinh va d& dang khic phuc su cd. Hién nay viéc st
dung CLI c6 thé k&t hdp vdi mot trong 02 cdch cdu hinh con lai d€ ddy nhanh 3¢ dd
¢&u hinh router. Khi d6, cdc chudng trinh cdu hinh s& sit dung dé€ tao céc file cdu hinh
thd, phuong phap CLI s& dudc sit dung sau cing dé tiy bi€n hay thyc hién cdc téc vy
ma chuong trinh khong thuc hién dudc. Trong tai liéu nay cdc hudng din cdu hinh déu
14 phuong phdp CLI — phudng phap ding dong 1€nh.

IIL.1. Cdu tric router.

C4u tric router 13 mdt trong cdc vin dé co ban cin bi€t trudc khi ciu hinh router.
C4u tric ctia router dude trinh bay trong hinh 2.1.C4c thanh phan chinh cia router bao
gdm:

NVRAM:
NVRAM (Nonvolatile random-access memory) 1a loai RAM c¢6 thé lvu lai thdng tin
ngay ca khi khong con ngudn nudi. Trong Cisco Router NVRAM thudng ¢é nhi€ém vu
sau;
~ Chita file ciu hinh startup cho hdu hét cdc loai router ngoai trif router ¢6 Flash
file system dang Class A. (7xxx)
~ Chita Software configuration register, sif dung dé xdc dinh IOS image diing trong
qué trinh boot ciia router.
Flash memory:
Flash memory chiva Cisco IOS software image. PSi v6i mét sd loai, Flash memory ¢
th€ chia cdc file cAu hinh hay boot image..
Tuy theo loai mi Flash memory c6 thé 12 EPROMs, single in-line memory (SIMM)
module hay Flash memory card:
-Internal Flash memory:
o Internal Flash memory thudng chifa system image.
o Mot s8 loai router ¢6 tit 2 Flash memory trd 1€n dudi dang single in-line
memory modules (SIMM). Néu nhu SIMM c6 2 bank thi dugc goi 1a dual-bank
Flash memory. Cdc bank niy ¢6 thé dudc phin thanh nhi€u phan logic nhd
- Bootflash
o Bootflash thudng chita boot image.
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0 Bootflash d6i khi chita ROM Monitor.
- Flash memory PC card hay PCMCIA card.

Flash memory card d€ gdn vao Personal Computer Memory Card International
Association (PCMCIA) slot. Card nay ding d€ chita system image, boot image va file
cdu hinh.

Céc loai router sau ¢cé PCMCIA slot:
o Cisco 1600 series router: 01 PCMCIA slot,
o Cisco 3600 series router: 02 PCMCIA slots,
o Cisco 7200 series Network Processing Engine (NPE): 02 PCMCIA slots
o Cisco 7000 RSP700 card va 7500 series Route Switch Processor (RSP)
card chita 02 PCMCIA slots.
DRAM:
Dynamic random-access memory (DRAM) bao gbm 02 loai:
— Primary, main, hay processor memory, danh cho CPU dung dé€ thyc hién Cisco
IOS software va luu gilt running configuration va cdc bang routing table.
— Shared, packet, or I/O memory, which buffers data transmitted or received by the
router's network interfaces.
Ty vao IOS va phin citng ma c6 thé phdi ning cdp Flash RAM vi DRAM.
ROM
Read only memory (ROM) thuding dugc st dung dé chita céc thong tin sau:
— ROM monitor, cung cip giao dién cho ngudi sit dung khi router khéng tim thay
cdc file image khdng phlt hgp.
— Boot image, gitip router boot khi khong tim th4y IOS image hdp 1& trén flash
memoty,
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Hinh 2.1

1I1.2 Cac mode config:

Cisco router ¢6 nhidu ch& d6 (mode) khi config, m8i ch& d6 ¢6 dic di€m riéng,
cung cAp mdt s cdc tinh ning xdc dinh d€ cdu hinh router. Cdc mode cia Cisco
router dugc trinh bay trong hinh 9.

User Mode hay User EXEC Mode:

P4y 12 mode ddu tién khi ban bdt ddu mot phién lAm viéc vdi router (qua
Console hay Telnet). G mode nay ban chi c6 thé thyc hién duge mot s6 1&nh thong
thudng clia router. Cdc 1énh nay chi cé tic dung mot [an nhu 1énh show hay 1énh
clear mot s& cdc counter cta router hay interface. Cdc 1énh nay s& khong dude ghi
vio file cAu hinh ciia router va do d6 khong giy dnh hudng dén cdc lan khdi dong sau
cua router.

Privileged EXEC Mode:

Pé vao Privileged EXEC Mode, tif User EXEC mode go 1énh enable va
password (néu cdn). Privileged EXEC Mode cung cdp céc 1énh quan trong dé theo doi
hoat dong cta router, truy cdp vao cic file cdu hinh, I10S, dit cdc password..
Privileged EXEC Mode Ia kh6a d& vao Configuration Mode, cho phép cdu hinh tat cd
cdc chic ning hoat ddng cia router.

Configuration Mode:
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Nhv trén di néi, configuration mode cho phép cdu hinh tAt cd cdc chic ndng cla
Cisco router bao gbm cdc interface, cdc routing protocol, cdc line console, vty (telnet),
tty (async connection). Cdc 1énh trong configuration mode s& dnh hudng tryc ti€p dén
c&u hinh hién hinh ciia router chita trong RAM (running-configuration). Néu c&u hinh
nay dugc ghi lai vio NVRAM, cdc 1énh nay s& c6 tic dung trong nhitng 14n khdi dOng
sau cla router.

Configurarion mode c6 nhiéu mode nhd, ngoai cling 14 global configuration mode, sau
d6 13 cdc interface configration mode, line configuration mode, routing configuration
mode.
ROM Mode

ROM mode diing cho cédc tidc vu chuyén biét, can thiép truc ti€p vio phan cing
clia router nhir Recovery password, maintenance. Thong thu®ng ngoai cdc dong 1énh
do ngudi s dung bat budc router vao ROM mode, router s€ fif dong chuyén vio ROM
mode n&u khong Gm thd’y file IOS hay file IOS bi héng trong qud trinh khdi dong.

» Lisor EXEC mode

+ Priviledged EXEC mode

+ Glokai contiguralion mode

+ Spacific
Canfiguration
Modes

inferfiscs. 5
s Subinterface
i Controlier. -
S Mapdist oo
CUr Mapactags

| :Li_ne.':_ SR

. oo W
" Router{config-subitpf -

. Router{config-controliery¥ =
Router{contig-nrap-listg. -~
- Router{config-mag-class}¥ -
" Router{config-line)#. .

- Router ... " Routar{config-routent - "
Lo IPXpoutar - Router{config-ipx-routeri -
[ Route-map

Hinh 2.2
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User EXEC Commands - Router®
ping
show (limited)
enable
efc...
Privileged EXFC Conunands - Routexr#
all User EXEC commands
debug commands
reload
configure Global Configuration Comunands - Routex(configt
eit.. hosiname
enable secret
ip rouie
imicrface ethermet <:-H Interface Commands - Rowter(confiz-ify
sef'ial ip address
bri ipx address
etc... encapsulation
shuidown / 1o shutdown
elc...
router  rip Routing Engine Conumands - Router(config-router)
ospf neiwork
igrp version
eiE... AUl0-SURLIYY
etc...
_"'f k »
lisne iy Line Conunands - Router(contig-Tines
console password
etc... login
modem conmmands
etc...

Hinh 9: Mot s6 mode config ciia Cisco Router.

Bing 10 trinh bay cdc mode cd ban ciia Cisco router va mot 0 dic di€ém cla ching:
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Mode

Gach thuc truy e3p

D nnde

cach thiie thost

| User EXEC

Login.

1 Aouters

fogout command.

b Privileged
EXEC

L Tir unes EXEC made, S

gung ok enabie,

Fauterd

8E& 10 vE user EXEC mote.
armg ent dlzable.. :

£é& vio glonal sontguration |
mode. ding 12ah configurs

1 terminal,

| Globar
| configuraton

Tir privieged EXEC
mede. oung 1&nh

1 contlgurs terminal

Router{oontigi#

8é ra privieged EXED
mode, ding |2ah sxIt fay
end ay gf Ctrl-Z.

o vio intertace :
contiguwration mode, gb lénh

1 Intestace.

Interiacs
sonfiguraton

Tir gloDa Gantiguration

mots G gk Intertace.

Routerconfig-
ity :

DE ra giobal contiguration
imode, ding [2ah exi

D& ra priviieged EXEG
rode, ding gnh sxit fny
gb CirivZ.

&é vao suzintestace
contiguration mode, ¥ac
dinn supintestace bang lgnh |

| intertace

Sykinteriaces
1 contiguraton

Tt intertace
sanhguration cnode, Xac
ginh sumintertase phng
lenh Intesfacs.

Foutericentiy-
suinT & :

To exit o globa
contiguration mede, use the
exil comnand,

To enter privigged SXEC
mode, Juse e end
commanc o gress Cin-2.

RO monitor

Tit privileges EXEC
mede. ding enh refoad
nidn phim Breax trang
60s khi rouigr hdi ¢ongG

Dung Enh best System
AL

W

8 ra user EXEC nmoce. g
jann eantinue

-

Lo

Bing 10

SVTH: Chau Phudc Bao Thi¢n

- Trang 29 -

GVHD: Ths Lé Anh Uyén Vii




Ludn van tot nghiép - Trang 30 - Thiét k& hé théng Lan 50 PC

IV.CAu hinh cdc tinh ning chung cia router:
1V.1 Mt sd quy téc vé trinh bay ciulénh:

Céc quy tic trinh bay tai bang sau dudc sit dung trong dé tai nay ciing nhu trong tt
cdcdc tai liéu khdc cia Cisco

Cach trinh bay ¥ nghia

7 hay Sirl Frim St

Seresn Higm 1hi casc 1hang tin 3& dugc inh 84y 1rgn man kinh.

Baldtace Hign i cag 1hang tin {0ong 1enh) ma Dan phdi nnhap vao T ban
anim.

< > Ridu hign cac ky by shorg nidn thi trén man nink, vi dy b
gasswaidl.

: Bifu hign gac ooy o taich,

{ ¥ BiZy hign giu ohdc hign tai
[ ] Bidu Mign cac tham 53 toy shon (knong bt budc) cho Gl 18nn.
ftakics Big0 hign cac tham 58 cua 4ong laan. CAc tham 56 nay 1A bt bude

ahdi oo va pan phdl shon gid 11 pho he ¢ha thar 5% g6 g8 dun
Yo oAl enh,

ixoylz: Bigy hien ban phdl chon mat Irong SHc ain tri X, ¥, 2 rong Sau 8an,

Bang 3.

3.2 Cdc phim tét cAn s¢ dung khi ciu hinh router

Cisco router dudgc cAu hinh bing chudi cic 1énh, d€ thun tién va nhanh chéng hon
trong viéc nhdp lénh mot s cdc phim tit thudng duge sit dung dude trinh bay ¢ bang
3.2:
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Phim céng dyng
Oelete Xoa ky 1 bEn phd con 1nd
Bagkspace ¥oa Ky oen rdi con g

Lett Arrow nay
-8

Oi chuydn oo 0 vé Den st mot Ky

Aight Asrow hay
Chil-F

B chuy#n son 1o vE bén ghdl MOt &y ly

£56-3 G chiydn cor 1 vk Den 1d: met

EsG-F O chuyvdn con b vE bén ondi mdl T

TAS Hién thi toan bd Bnh oh] co o durg khi phin £a gt cia ikah
tuoing dng Al A€ oivp Gisco 105 Xas dink 18nh do t guy nndl

Cll-A Di chuy&n con 0 ien ddu hang gnh,

CHl-E D; chuydn can rd vE cudi hang Enh.

Ctel-A Hifn tni gl dong 1gnh.

G-y X0g doag ginn.

CAs-W AOQ QLT

Gtel-Z K&1 thos Contiguration sode, 1nd vé EXED modle.

Up Asrow nay
Cif-8

Hidn thi chang 1&ni 1rursc.

S0 ATOW Ny
Gig-M

Hi&n 1ni dang @an Nép neo.

Ngoai ra khi c&u hinh router, ddu ? thudng dugc si dung & tdt cd cdc

Bdng 3.2

liét k& danh sdch cdc cidu 1€nh cé thé sit dung duge tai mode dé.
Vi du:

Router> ?

Exec commands:
<]-99>

coninect

disconnect
enable

exit
help

Session number to resume

Open a terminal connection

Disconnect an existing telnet session
Turn on privileged commands

Exit from the EXEC

Description of the interactive help system

mode dé

SVTH: Chau Phude Bao Thién

- Trang 31 -

GVHD: Ths Lé Anh Uyén Vi




Luén vin tt nghiép

- Trang 32 - Thiét ké hé théng Lan 50 PC

lat Open a lat connection

fock Lock the terminal

login Log in as a particular user

logout Exit from the EXEC

menu Start a menu-based user interface

mbranch Trace multicast route for branch of tree
mrbranch Trace reverse multicast route to branch of tree
mtrace Trace multicast route to group

name-connection

Name an existing telnet connection

pad Open a X.29 PAD connection

ping Send echo messages

resume Resume an active telnel connection
show Show running system information
systat Display information about terminal lines
telnet Open a telnet connection

terminal Set terminal line parameters
3270 Open a tn3270 connection

trace Trace route to destination

where List active telnet connections

x3 Set X.3 parameters on PAD
xremote Enter XRemote mode

IV.3 . Céc khai niém vé console, telnet. Cach xdc dinh cic tén va password

cho router.
IV.3.1 Console port

Console port ¢ trén tdt cd cdc loai router dung d€ cho céc terminal ¢6 thé truy
cidp vao router dé dinh ciu hinh cling nhu thyc hign cdc thao tdc khdc trén router.
Console port thudng c6 dang 15 cfm cho RJ-45 connector. P& k&t ndi vao console port
ta cdn cdc thiét bi sau:

- 1 terminal, ¢é thé 13 terminal chuyén dung ctia UNIX hay may PC Windows
chay chuong trinh HyperTerminal.

- 1 Roll-over cable: sdi cdp nay di k&m v6i mdi router (hinh 3.1), 1a cdp UTP

c6 4 cip day va dudc bAm RI-45 ddo thit ty 2 dau.
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-1 ddu DB-25 hay DB-9 ding d& két n8i vio Terminal. Cdc diu ndi nay c6 port
n&i RI-45 & phia sau. C4c ddu ndi ndy thudng duge goi 12 RI-45 to DB-9 hay RJ-45 to
DB-25 adapter. K&t ndi vao console port dudc thuc hi€n nhu hinh.
Khi k€&t n8i dd duge thuc hién, chay chudng trinh (vi dy nhu HyperTerminal) cla
Windows dé€ truy cdp vao router. Mt s di€m luu y khi sit dung chudng trinh la:
Chon ding COM port k&t ndi (direct to COM1 hay COM2).
Céc théng s6 cia console port 1a: 9600 baud, 8 data bits, no parity, 2 stop bils.
Console port khéng hd trd cho flow control vi modem control.
NE&u khéng dude dit password cho console port, khi khdi dong chudng trinh
HyperTerminal, xdc lap ding cdc thdng s& nhu trén va gd vailin Enter, ban s& vao
ngay user EXEC mode v8i ddu nhic “router>”. Password véi console port 1a khdng
bit budc, tuy nhién dé bdo dim an toan cho hé thdng, ta ¢ th€ ding cdc budc sau ddy

dé x4c dinh password cho console port cta router.
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Congale Pof w- RJ-43.
Cunnactar

Rellmer

R-45 tp DE-3 Campuler

Dash Ariaplar

Cau Hnh DA nhdc ban | DEU nnde zau | Glatthich

aiu khl gs
#rabie Aouter: Acuters van ché o Priviegad mode, g9

passyord néu cin
conflg AoLters Acutergtconiig) | Vao glabal configuiaton moce
terminal
Hne sond Aouter#conty) | Router#contig- | Yao ling configuralion \mcde.
liney

Ieyin Fouter#icontig- | Bouter#icontg- | Cho phég iogin vad router va nién i

lie) ling) AU hdi pasowaord khi iUy a0,
passweard Aouter#icontg- | Routersconty- | DAl pasoward oho consde port.
passwasd e} Iinej
il Aouter#icontg- | fouterd Trd v& Firivileges mcde.

Ha]

Bang 3.3
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IV.3.2 Telnet sesstion
Trong hé thng mang sit dung TCP/IP, Telnet 13 mot dich vy rdt hitu ich gidp
cho ngudi sit dung c6 thé truy cip va cAu hinh thi€t bi ti¥ bat ¢ ndi ndo trong hé
th&ng hay thong qua céc dich vu remote access. Pé sit dung dudc Telnet cho viéc truy
cAp va cAu hinh cisco router cn phdi ¢é céc diéu kién sau:
- Hé thdng mang st dung giao thitc TCP/IP
- Gén dja chi IP cho it nhit 01 trong c4c ethernet port ctia router va k&t ndi cGng
d6 vao hé thdng mang.
- 1 PC k&€t n6i vao mang thong qua TCP/IP,
Sau khi théa man cdc didu kién trén, tai PC ta c6 thé gd 1énh telnet ip address
ciia ethernet port trén router dé ¢6 thé truy cip vao router.
Do miic d6 dé dang va thuin tién cla telnet trong viéc truy cidp vao router, vi€c
dit password cho telnet 13 rdt can thi€t va guan trong. Béng sau s& trinh bay cdc budc
dé xdc lap password cho cdc dudng telnet.

CAU MHnh DX nhic ban | D&Y nhdc sau | GIAl thich
LD khl 98
snabis AOUters ARouters wao ché Ao Privieged moge, gb
password néu can
contiy Aouiers Aouterdicontiy) | Van giobal contiguraton moge
terminal
Hoe viy G 4 Aouterdicondigr | Aouterdicantig- | Wao ling configuration mods,
ling)
egin Aoutersicontic- | Houtergiconta- | Cho pheo login vao router wa nifn i
L= ling) cAU ol password khi Ly ¢do.
passwerd Foutergicantig- | Aouter#iconty- | Sat passworg cha SONSaE porl,
sassword lire} Hitej
~ = Aoutergicointig- | Aouter# Tird v& Frivileged mode.
i)

Pudng telnet trong Cicso router duge ky hiéu 1a vty. Cisco router hd trg 05
phién telnet ddng thdi (k¢ hidu t¥ 0 d&n 4). Ta cb thé xdc dinh password cho tifng
dudng telnet, Tuy nhién cd 05 dudng thudng dugc ciu hinh chung 01 password duy
nha't d€ ting kha ning bdo mat va dé quén 1y.
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IV.3.3 Xac dinh tén cho router va enable password:

Khi chua xdc dinh tén cho router, diu nhic mic dinh ciia router s&€ 1a “
Viéc xdc dinh tén cho router nhim muc dich quin 1§ vi 1im thay d8i ddu nhic nay.
Ngodi ra viéc xdc dinh enable password cho phép ngiin chin thém mdt lan nita (ngoai
password vao console hay telnet) viéc truy cdp va thay ddi c&u hinh router. Bang sau
trinh bay céc budc d€ dit (hay thay d6i) tén va enable password cho router.

router>".

CAau l4nh DXy nhdc han | DFu nhdc sau &I thich
Jiu kbl g& [#nh
wrtakle Aouters FRouters Wao ché &6 Frivileged mods,
0% password ngu can
ey terminal Bouiers Fouteraiconiign WAL glodal gontiguralion mads
Raztname same | Roulsmgcontion | (namsigisontig- | Xac Jink 180 oho couter, cdu

line}

Andc =& thay ¢6i dung theo té&n
H nhap.

snabie assword
S SRanD

nameEicantig
-}

(namsi#ioontig-
lEnel

X6 4y enable passwaord

LT ET=1E -1 T 3

sasswan!

inames{cantio

-l

inameyFicontig-
H=3]

AQC ik 2nable passworg
Adng thei ma hog passwors
frong e oiuw ol Phdl d:
churig Vi Bnn service
password-ancryption.

S

£ 2]

(mama# | contig
-lirg}

(Name)#

Trd vé Frivilsged made.

Bdng 3.5

IV.4. Lam viéc vdi file cdu hinh va IOS image.
IV.4.1 Mét so khai niém cd ban.
File c¢iu hinh (configuration file):
L3 mdt file dang text cé cau tric, trong d6 chia tit cd cdc 1énh quan trong clia
router, quy&t dinh hoat déng cia router. Sau khi cu hinh ban ddu, file cdu hinh nay
dugc ghi vio NVRAM ciia router va s& dugc sit dung trong sudt thdi gian hoat ddng
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ctia router (trong mot s& loai router, file ndy c6 thé chita & bootflash RAM, slot O hay
slot 1 cia PCMCIA card). Khi router khdi dong file cdu hinh nay dudgc nap ¥
NVRAM vio RAM va thi hainh m6t cdch tu dong. Viéc mat hay hu héng file cdu hinh
nay sé khi€n router rdi vao ROM mode hay setup mode. File cdu hinh nim trong
NVRAM dudc goi 1a startupconfig con nim trong RAM dugc goi la running-config.
Ngoai triY trong qué trinh cdu hinh router, hai file nay thudng gidng nhau.

*V{ du v& mot file cdu hinh cla router:
Current configuration:

!

version 11.2

| Version of TOS on router, automatic command
!

no service udp-small-servers

no service tep-small-servers

1

hostname Critfer

prompt Emma

! Prompt overrides the use of the hostname as the prompt
1

enable password lu

! This sets the priviledge exec mode password

!

no ip domain-lookup

! Tgnores all names resolutions unless locally defined on the router.
!

ipx routing 0000.3089.b170

! Enables IPX rip routing

1

interface SerialQ)

ip address 137.11.12.2 255.255.255.0

ipx network 12

!

interface Seriall
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description this is the link to Albuquerque
ip address 137.11.23.2 255.255.255.0
ipx network 23
|
interface TokenRing()
ip address 137.11.2.2 255.255.255.0
ipx network CAFE
ring-speed 16
!
router rip
network 137.11.0.0
1
no ip classless
!
banner motd AC This Here’s the Rootin-est Tootin-est Router in these here Parts! AC
! Any text between the Ctl-C keystroke is considered part of the banner, including
'the return key.!
line con 0
password cisco
login
| Jogin tells the router to supply a prompt; password defines what the user must type!
}
line aux ()
line vty 0 4
password cisco
login
!
end
T0S image:

I0S 13 chif viét tit ctia Internetworking Operating System. 10S thyc sy [a trdi
tim cita Cisco router. N6 quyét dinh tat cd cdc chifc ning clia thi€t bi vA bao gbm tat
cd cac dong 1&nh diing d€ cAu hinh thi€t bi d6. IOS image 1a thudt nglt dung dé chi
file chita 10S, nhd d6 ma ta c¢6 thé backup hay upgrade IOS mot cdch dé dang va
" thuén tién. Trong Cisco router 10S thudng dude chifa trong Flash RAM.
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TFETP server.

TETP 1a chit viét it cia Trial File Transfer Protocol, mot protocol chuén ciia
giao thitc TCP/IP, TFTP la mdt connectionless, reliable protocol. TFTP Server ¢6 thé
14 mdt workstation UNIX hay mdt PC thudng chay chudng trinh gia lap TFTP server
trén mot hé thong mang TCP/IP. TFTP Server thudng duge ding lam ndi backup cic
file cAu hinh, IOS image hay ngugc lai 1a ndi chifa cdc file cAu hinh mdi, cdc 10S
image mdi dé€ update cho router.
1V.4.2 Lam viéc véi file cAu hinh va 10S.

Vdi file cdu hinh:
Céc qua trinh [am viéc vdi file cin hinh duwgc md ta trong hinh 11:

RAM | 20d raplace | NvRAM

add replace

replate raplace

Hinh 11

Nhu hinh 11 cho thdy, ta ¢6 thé chuyén d8i qua lai file cAu hinh tf RAM, NVRAM va
TFTP Server. Cdc chuyén d§i d6n NVRAM va TFTP thuding c6 nghia [a thay thé

~ (replace) trong khi cdc chuyén d8i ti RAM c6 nghia 12 b6 sung (add).

. — P& chuyén déi file cAu hinh trong Cisco router diing 1énh sau & privileged mode:
- copy {tftp | running-config | startup-config} {tftp | running-config ! startup-config}

- Vi du:

— P& copy file cAu hinh tf RAM vio NVRAM ta ding [&nh sau:

. copy running-config startup-config

' — P& xem mdt file ciu hinh ta dung 1&nh sau:

show {running-config | startup-config}

- —Dé x6a mét file cdu hinh ta ding 1&nh sau:

erase nvram
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Ngodi ra ta cdon c6 thé sif dung cdc cu 1énh khdc co tic dung tu’dng ty. Céc
1énh nay 1a céc 1&nh cii thudng dugc sit dung trong cdc 10S version 11.0 trd vé trude.

CAu Hnh gau linh tutng duieng (linh £0)
Show UnAIg-cantiy Wit feaminal

show stadup-contia SHOW GONlig

CODY (UNNG-GoNTg Stastun config virite e

GODY AUnning-cointig 1o Wiite natwork

BG5S VAN wirite 8158 Nay erase sfaslug-Gonti

Lam viéc vdi IOS image.

Nhu trén di néi IOS image déng vai trd rdt quan trong dsi véi router. Lam viéc
v6i I0S image nghia 13 thire hién viéc luu gii cdc I0S image, ¢ip nhit cic IOS image
tir Cisco, quan 1y cdc IOS image trong router va co kha ning xdc dinh cdc IOS image
diing dé khdi dong router.

— Luu gitt IOS image.

108 image thudng dudc luu gitt & TFTP server bing cAu lénh sau:
copy flash tftp
— Cép nhdt IOS image ti Cisco.

Thi€t k& ding 10S image cda Cisco gitp cho thi€t bi c6 khd ning ning cip
nhanh chéng va linh hoat. Cdc IOS image cla Cisco thuGng xuyén dugc cdp nhit dé
khdc phuc céc 18i ctia version truéc va b8 sung céc tinh ning mdi cho router. Viéc cép
nht nay c6 thé duge mé ta biing hinh 12.

Lénh d€ cip nhit 10S image a:
Copy tftp flash

Sau khi g& 1&nh nay router s€ hién ra t€n cdc I0S image hién c¢6 trong flash
RAM, hdi ban dia chi IP ciia TFTP va chd ban xédc nhén trude khi copy. Vi dy sau s€
trinh bay chi ti€t vé diéu nay.
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Cisce Systems CLO

T TN

Inteenet

b | (Any convanient method) || TrTe
' Tl Soreer

{opy tip tiash

Hinh 12: Quy trinh cdp nhdt 10S image.
Vi du:

R l#copy tftp flash

System flash directory:

File Length Name/status

1 7530760 ¢2500-ainr-1_112-31.bin

[7530824 bytes used, 857784 available, 8388608 total]

. Address or name of remote host [255.255.255.255]7 134.141.3.33
Source file name? ¢2500-aine-1_112-11.bin

. Destination file name [¢2500-ainr-1_1 12-11.bin]?

Accessing file "¢2500-ainr-1_112-11.bin" on 134,141.3.33...
Loading ¢2500-ainr-1_112-11.bin from 134.141.3.33 (via TokenRing0): ! [OK]
Erase flash device before writing? [confirm]

Flash contains files. Are you sure you want to erase? [confirm]

~ Copy ’¢2500-ainr-1_112-11.bin’ from server
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as *¢2500-ainr-1_112-11.bin" into Flash WITH erase? [yes/noly
Erasing device... eeeeeececeeeeeecceeeeeeeeeceeceee ..crased
Loading ¢2500-ainr-1_112-11.bin from 134.141.3.33 (via TokenRing0):

................................................................................
................................................................................
................................................................................
................................................................................
................................................................................
................................................................................
................................................................................

................................................................................

[OK - 7530760/8388608 bytes]

Verifying checksum... OK (0xA93E)

Flash copy took (:04:26 [hh:mm:ss]

R1#

— Xem ndi dung cua flash RAM

Dung 1&nh show flash d€ xem thong tin vé I0S image chita trong flash RAM
fred#show flash

System flash directory:

File Length Name/status

1 4181132 ¢2500-i-1.112-7a

[4181196 bytes used, 4207412 available, 8388603 total]

8192K bytes of processor board System flash (Read ONLY)

— Chon 10S image dé€ khdi ddng router.

Trong mdi router c6 01 thanh ghi goi la configuration register. Pay 12 mdt thanh ghi
16-bit (Hinh 3.5) trong d6 4 bit cuSi ciing dugdc goi la boot field quyét dinh qud trinh
khéi d6ng cia router. Gid tri clia boot field cho biét router s& khd&i ddng tif ROM hay
tit RAM. Can thiép vio quéd trinh khdi dong cla router théng qua configuration
register thudng ding trong qua trinh password recovery.

15 14 13 2{11 10 9 8|7 6 5 4;3
00 f 0|6 0 0 1190 0 06 G0

2 10
0 1 0

Hinh 13: configuration register.
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Mt céch khédc don gidn va thudng duge st dung 1a ding 1énh boot system cia
10S. Lénh nay thudng dude dit va trong startup-config ciia router. Bang sau s€ tdng
k&t lai ca hai phudng phép trén

GiA trl cla boot finld | CAJ 182N bhoot System Kt gud

oxG Khang ank nuding ROkl monilos mode,

o%1 Khang anb nudng ROl mose.

L2 G8n OxF Eaot Tystem rom FOM ninde

Ox2 3&n OxF Boot zvsten Tash (03 Fau tidgn 1ong fash s
dugc gong a8 Khdi adng.

042 g8n OxF Baot system Tlash fieaanis 105 image wroeng fash dujc
&Rl ginh 58 Jusc ding g
rndi Qonng).

o g8 QuF Eact syztem thp o addrass 105 inage oo 1en 1

Waname flgaame trong TFTFP sanvar

o dia onl fo address o8
g dlng a8 khai dgng.

0x2 GEn QxF MEEY 1200 oot SYStem Fouter 5@ s ayng $ac 1énh
tir frén xuBng dudi cho J&n
kg oot ienh Jugc s

nign hoan ti MEy it ca
GG lgnh Ceu Khdng thi
nanty Augs. reuter sé khdi
dene v BOM mode.

V. CAu hinh router cho dutng leased line.
V.1 Khai niém vé lién k&t leased line.

Pudng lién két leased line 12 dudng lién k&t k§ thudt sd do Buu dién cung cip,
thudng 12 mét dudng cdp ddng 1 pair, k&t n6i diém-diém véi hai ddu can két ndi. Mo
hinh ¢d ban clia mot két ndi leased line nhu hinh 14:

T

Router A7 napeps S asee MY Rauter

Hinh i4
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Lién k& wén dudng leased line 1a lién k&t tin hiéu s6, c6 toc do 1én tdi
2.048Mbps (v6i cdp dbng). Thi€t bi ddu cudi 14 NTU (Network Terminal Unit) con
goi la DSU/CSU (Channel Service Unit/ Data Service Unit) tdc dung nhue mdt DCE
(Data Circuit Equipment). Cdc NTU c6 thé ¢6 nhiéu loai véi nhi€u t6c dd khdc nhau.
Router trong trudng hgp nay déng vai trd nhu mét DTE (Data Terminal Equipment).
Céc NTU thudng cung ¢ip giao i€p V.35 hay RS232 dé k&t ndi vdi Router. Tly theo
NTU ma phdi chon loai cdp két ndi cho céng Serial cia router cho thich hdp (xem
hinh 12)

End L%SG'f Router Connections
Dovice
g KI5 Ty Ty i)

DTE

csul b é é
psu. gzl *F =

* Service t . ) ) e _ [ofnnndo)
\y  Provider % EIA/TIA-232 EIA/TIA-449 V35 X2l EIAS0

S Network Connactions at the CSU/DSU
Hinhl5: Cdc logi cdp két néi gida router va NTU (CSU/DSU)

Tiy theo nhu cdu sit dung ma khdch hang ¢6 thé chon t8¢ d6 cho dudng leased
line, thudng 12 tit 64Kbps trd 1én, tit d6 chon NTU va router thich hdp. Vidu cho thi&t
bi NTU thudng diing hién nay la: ACD-3 ciia hing Timepiex, ASM-31, ASM-40 cla
RAD.

HAu hét cdc ioai Cisco Router ddu c6 thé hd trg cho lién k&t leased line thong
qua cdc serial port ctia minh, Ngoai trit Cisco router 7xx chi hé trg cho ISDN. Tit cd
céc loai router tit series 8xx trd 1&n d&u c6 thé hé g 1 01 dén hang chuc cbng serial.

Céc cdp serial cia router diing cho céc k&t ndi leased line thudng la V.35 DTE
va RS232 DTE d6i v§i céc serial port 60 chdn va V35 SS DTE, RS232 $S DTE d6i
vdi cBng Smart Serial (WIC-2T, WIC-2A/S...)..
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V.2.3 C&u hinh static routing hay hay dynamic routing:

Nhu phén trinh bay ddu tién v& khai niém router & phdn ddu ciia dé tai ndy, ta c6
thé chon mot trong hai ¢ ch& routing khi c4u hinh Cisco router: static hay dynamic:

Static routing 14 ¢d ch€ trong dé ngudi qudn tri quyét dinh, gdn sdn protocol cling
nhv dja chi dich cho router: d€n network nao thi phéi truyén qua port nao, dia chi 1a
gl.. Cdc théng tin nay chifa trong routing table va chi dugc cép nhét hay thay doi bdi
ngudi quén tri. Static routing thich hgp cho cdc hé thng don gidn, c6 k&t ndi don gila
hai router, trong d6 dudng truyén dit liéu da dugce xdc dinh trude.

Dynamic routing diing cdc routing protocol dé tv ddng cip nhait céc thong tin vé
céc router xung quanh. Ty theo dang thudt todn ma cd ch€ cip nhit thong tin cda céc
router s& khdc nhau. Dynamic routing thudng diing trong cdc hé thdng phic tap hon,
trong d¢ cédc router dugc li€n k&t vdi nhau thinh mdt mang ludi, vi du nhu cdc hé
thng router cung cAp dich vu internet, hé théng clia cdc cong ty da qudc gia.
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Phan 2

Tinh toan thiét ké
va thi cong mang Lan

V. Gi6i thiéu phan mém m#é phong Boson netsim:

Kién tric mang Internet la ching chit va phtrc tap nhung ta chi can hidu ring c6 hai
khdi chire ning v6 cling quan trong dugc phén chia mdt cach o rang: do 1a chuyén mach
(switching) va dinh tuyén (routing).

Hai khdi chitc nang nay dugc tim hidu mat cach co ban théng qua md hinh OSI tai
tAng 2 va ting 3 (layer 2 & layer 3) vata cd thé hiéu duoc rd hon thong qua 2 thiét bi dac
trung tai hai tAng ndy d6 1a Switch (layer 2 device) & Router (layer 3 device).

bé gitp cho ngudi hoc ¢o thé tiép can nhanh nhit dén céc thiét bi ndy ma khong
phai chi phi qua nhiéu, hing Boson di dua ra phan mém gia lap Boson for CCNA
or CCNP,.... Mac du khong dat duge nhu lam vige voi thiét bi that nhung né cling da dé
ta ¢6 thé tim hiéu, nghién ciru va dat dugc muc dich trong dé tai nay.
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eRouters © - eSwitches - gStations - Lab Navigater NetMap - * Remote Control

il Press Enter to Start

onter=config
onter>enable
Routerfconfigure terminal
| Enter configuration commands, one per line. End with CNTL/Z.

b R
il R

Ronter (config)#

NI

Hinh 5.1: Giao dién ctia phin mém Bosson Netsim.
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Gelect the device and mode from the diop-down boxes on the feft, then click View Commands. To see additional
" options far a specific command, type that comemand in the Additional search criteria box, and click View
Comitnanids again. Repeat this process as necessary. .~ 17 07 '

%‘ detSim Available Commands o0 SO _ L I el IO

 [7580 Switch '

—.:I Additional search [
= critera: .

m Modes

] ViewCommands

din modes below .~ | See command description below

j wec-limeou Set the EXEC timeout

| 2] exit E it from line configuration mode

3| lngaing Modify messaae logging Facilities
4

login

-1 1] description Interface specific description
| 2} duplex Configure duplex operation,
. 3ent Exit from interface configuration mode
- - A help Description of the intetactive help system
I Blip Interface ntemet Protoco! config commands
| B shutdown Shutdown the selected interface
| 7| spanningtree Spanning Tree Subsystem
8 Configure speed opetation

| 1{aea Zuthentication, Authorization and &ccounting.
- 2| accasslist Add an access list entiy
| 3| banner Define a login banner
|_4|edp Global CDP configuration subcommands
5l enable Modify enable password parameters _:j
= . . " , —_

~ Enabl

ssword checking

" Hinh 5.2: Céc 1énh h tro trén Switch ciia phan mém.

Trude khi c6 thé md phong hoat dong ctia Switch va cdc thiét bi, ta can phai thiét ké
md hinh cho hé théng. Netsim Designer cia Boson s& giup ta thuc hién d& dang cong viée
ndy (hinh 5.3 ). Viée thiét ké 1ap dit mot so dd mang vé miit logic nhung n6 ¢6 nghia nhu
ta dang lap bén ngoai vay.
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FileWizard . Help

aviezs and Conpsetors

[ B Availabls Routers
&!@ 800 serizs
- EEa 1000 secies
T2 1600 suries
Gd 1700 sarim
-G 2300 series
% 208 szrizs
% 3600 szries
- SEY 4500 saciss
o g Acailable Switehes
EH o) 1900 sacies
g 2900 serizs

-~ 3500 series

o ru=? Available Connectors

{ther Daviess

Win 98
Switch Infermation

Model: 2950

Fast Ethernet

Hinh 5.3: Giao dién Netsim Designer
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Tiinh 5.4: 1 théng Lan 50 PCs dugc thiét k& bang phan mém Designer

e Thuit ngit networking:

Mang Lan ¢6 tir khi nao?

Vao gifta thip nién 1980 cic user ding may tinh bt dAu chia sé cac tép tin bing
cach ding modem két ndi voi cac mdy tinh khéc. Cach thirc nay goi 1a diém ndi didm (
point to point), hay truyén theo kidu quay sd.

Sau do6 khai niém nay duge mo rfng béng cach ding cac may tinh trung tdm truyén
tin trong mdt két nbi quay sé. Cac may tinh ndy dugc goi la san théng bao(bulletin
boards). Cac user s& két ndi dén cac san thong béo nay, dé lai d6 hay ldy di cdc thong
diép, cling nhu gui [én hay tai vé cac tap tin. Diém yéu ctia hé thdng nay 1a co rat it
hudng truyén tin va chi véi nhitng ai biét vé san thong bao nay. Han ché khac 1a cac may
tinh tai san thong bdo cin mot modem cho mdi két ndi. Néu c6 nim ngudi két ndi déng
thoi s8 cin dén nam modem duoc két nbi voi nam dudng dién thoai rigng bi¢t. Do do khi
s& luong ngudi mudn két ndi ting 1én , hé théng khong thé dap ing duge nhu cau. Vi dy,
néu ¢6 500 ngudi mudn két ndi dén cing mét Hc thi...
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Sau nay bd quéc phong Hoa Ki dd phat trién mot cong nghé khac VO’l truyen tin
diém diém dugc dung tai san thong bao. N6 cho phép nhifu mdy tinh két nbi lai véi nhau
béng cac duong truyén dan khic nhau. Ban than mang s& xdc dinh dir liéu di chuyén tur
m4y tinh nay dén mdy tinh khac nhu thé nao, thay vi chi ¢6 thé théng tin voi mét may
tinh tai mot thor dlem ¢6 thé thong tin v&i nhidu may tinh cung lic bang cliing mdt két
ndi. DOD WAN vé sau trd thanh Internet.

VLSo @b thiét ké hé thng:

VL.1.Mang may tinh cuc by (LAN):

LAN bao gom céc thanh phén sau:

-PC

_Céc card giao tiép mang (NIC)

-C4c thiét bi ngoai vi

-Pudng truyén thiét 1ap mang

- Céc thiét bj mang

Céc phong ban duge chia thanh mdi VLAN riéng biét, cho phép két ndi v4i nhau trong
VLAN cia minh.
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Hinh 6.1: 1 théng mang Lan phan chia cac phong ban trong dé tai

Lan tao didu kién cho kinh doanh va dao tao trong do dung ki thuit may tinh dé chia
sé tap tin va mdy in cuc bd mot cach higu qua va mé ra kha ning truyén thong ndi bo.
VIL.2.Mang riéng do (VPN) trong d@ tai:

VPN 14 mdt mang riéng dugc kién tao bén trong mdt ha tAng mang cong cong (vi dy
nhu Internet), sit dung VPN mot nguoi lam viée tai nha qua mang (telecommuter) c6 thé
truy xuit vio mang cua cong ty thong qua internet bing cach x4y dung mot dudng ham
bi mét (secure tunnel) gitta may PC cta ho va mét VPN router dat tai dai ban doanh cua
¢ong ty hay trudng hoc. G day hiéu trudng co thé két ndi dén PC & trudng tir mét vi tri rét
xa (& nha hoidic dang di cdng tac) gidng nhu dang lam viéc trong mang Lan ¢ trudng viy.
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Higu Trirdng

Hinh 6.2: Vpn két ndi dén mdt mdy tinh trong trudng

Loi ich: 12 mdt dich vy cung ung két ndi tin cdy, an toan qua mdt ha tAng mang
cbng cong von duge chia sé ( vi dy internet). VPN duy tri cdc chinh séch quan ly va bao
mét nhu mdt mang riéng. Chiing 14 phuong thite ré tién nhét dé thiét lap mot cAu ndi
diém diém giftra ngudi ding & xa voi mét mang khach hang cta doanh nghiép hay trudng
hoc.

C Mainsite

- Business Partner N
©with Cisca Router-:. .

Hraaler
SR e Router:
Remote Office. - - .
- with Cisco Router =

= Firawall

. Reglonal Oﬂicé' RN
with Cisco PIX 01
Firawall .. 7

*Mobile Wo‘ri_(e'r. -
with Clsco Secure VPN

" 5OHO with Cista it
Client cn Laptop Comptter -

. ISDN/DSL Router

Hinh 6.3: Céc két ndi VPN
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VL.3.Tién trinh déng goi chi tiét:

Péng g6i tién hanh géi dit lidu v6i thong tin giao thire cén thiét trude khi chuyén lén
mang. khi déng goi dit li€u di chuyén xubng cic 16p ciia md hinh OSI, nd tiép nhin cic
header, cac trailer va cac thong tin khac ( hinh 6.4). Mot khi dir liéu duge truyén tir mot
ngudn, né di chuyén xuyén qua 10p ung dung dén cdc 16p bén dudi. Viée goi va ludng dit
lidu thay ddi khi cac 16p thuc hién céc dich vy clia ching cho céc user dau cudi. Mang
thuc hién 5 budc chuyén ddi sau dé& dong goi dir liéu:

1.X4ay dyng dit liéu: khi user gii mot thdng diép e-mail, cdc ki tu cta no dugc
chuyén ddi thanh di liéu c6 thé di chuyén qua 16p lién mang.

2.G6i dit liéu dé van chuyén tr ddu cudi dén ddu cudi. Dit liéu duoc dong goi cho
vén chuyén lién mang. Bang cach ding cac segment, chic nang vén chuyén dam bao
rang thong diép duge tiép nhén tai ca hai dAu cia hé thong cb thé truyén thong tin cdy.

3.B4 sung dia chi IP vao header. Dt ligu duge dit vao trong mot goéi hay datagram
¢6 chira mét header voi cac dia chi luén ly ngudn va dich. Cac dia chi ndy gitp cac thiét
bi mang truyén cac gdi xuyén qua mang doc theo mot dudng din da chon.

4.Bb sung header va trailer 16p lién két dir lidu. Méi thiét bi mang phai dat géi vao
trong frame.Frame cho phép két noi dén thit bi mang dugc gén truc tiép trén lien két.
mdi thiét bi trén dudng dan mang di chon yéu ciu thao tac frame dé n6 két ndi duge dén
thiét bi ké tiép.

5.Chuyén thanh céc bit dé truyén din, Frame phai dugc chuyén sang miu céc bit 1
va 0 dé truyén 1&n moi trudmg. Chite ning dong bd (clocking) cho phép cac thiét bi phan
tich cac bit nay khi ching di chuyén xuyén qua mdi trudng. Mdi trudng trén lién mang
vit Iy ¢ thé thay doi doc theo dudng dan dugc dung (vi du: bt dau tir LAN, xuyén qua
Wan rdi lai tr& vé LAN) cho dén khi dén duoc dich can dén.
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Data Stream

Data Stream

Data Stream

R R R S M S

Dﬁta Lmk

Frame =
::.Tzf.e&.iler i

i il i & :
Y :wzgwwg%mm G g

Hcader

Hinh 6.4: Tién trinh d6ng goi chi tiét

VII. Cap:
VIL1 Loai cap sit dyng:
P 4n la thiét k& mang LAN nén ding chi yéu 1a cap cip xoin (Twisted-Pair). O

day dung cap UTP.
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Hinh 7.1: Cap UTP

Cép UTP: mdi mot day trong 8 day ddng téch biét trong cap UTP dugc boc cach
dién. Thém vao d6 1a mdi cdp hai diy dugc xofin vao nhau. Loai ¢ap nay chi dya vao
hidu qua triét nhidu duy nhét boi sy xofn ddy dé han ché suy thodi tin hiéu.

Cép UTP c6 nhiéu wu didm, trude hét 1a d& dang lip dit va ré tién hon so véi cac
logi dudmg truyén khic.chi phi trén mdi mét cap thip hon bt ki loai cap mang LAN
ndo.tuy nhién vu diém thyc sy 12 kich thude cla né. Béi 6 mét kich thude bé ngoai nhé
nén UTP khéng lam diy cac dudng dng din ngay tic thoi nhu cdc loai cdp khic. Ngoai
ra, cap UTP sir dung cac diu RJ45, cac ngudn nhidu manh dugc giam déng ké va mot két
ndi chic chin duge dam bao. Tuy nhién, cap UTP dé bi anh hudng bai tap dm va xuyén
nhidu hon céc loai cap khiéc va khoang céach gitta cdc doan mang tin hi¢u ngén hon so véi
cép ddng truc hay cap quang.

UTP tiung duge coi 1a loai dudng truyén s6 ligu tbe d6 thap hon céac loai cap khic.
Nhung véi sy phat trién, UTP ngay nay da dugc xem nhu dudng truyén cép dbng tde do
cao.
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T568A ~ T568B

Hinh 7.2 Chuén két ndi T568A va T568B

Hinh7.3: Diu ndi RI45 (malc)
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Hinh 7.4: Dau ndi RJ45 (female)
VIL2.N#éi cap:
- Nbi cép thing ( Straight-through cable): cc pin dugc d4u véi nhau dung theo thi
tir. Pay la cach néi cap dung chi yéu trong d& tai, thuc hién két ndi gitta PC va
Switch, Switch va Router. '

Hinh 7.5: So db ndi cap thing
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- N&i cap chéo (crossover-cable): o sy thay dbi hai c¢gp pin 1-3 va 2-6. Ding dé két
néi gitta Switch ctia cdc phong ban véi Switch trung tam lai

Hinh 7.6: So db ndi cap chéo
- N&i cép dao (rollover cable): Cac Pin dugc dau ngugc thtr tr voi nhau, Ding dé
bam cap console cau hinh cho Switch va Router.
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Device with Console

PG

RJ-45-t0-RJ-45
Rellover Cable

RJ-45-t0-DB-9 Adapter
labeled TERMINAL

Pin 8 Pin 1
] Hinh 7.7: So dd ndi cap dao o

VIL3 Kiém tra cap: Sau khi bAm cap xong, ta can phai kiém tra ket noi vé mét vat ly va

ki thuét bAm c¢é thanh cong hay khong.
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Hinh 7.8: Chuén kiém thir cép
VIIL. Ethernet Switching:
D& d2 hjdu hon vé& hoat dong ciia Switch, em s& trinh bay hoat dong chuyén mach
Iép 2 chia bridge trude. Vi switch 1a mt Bridge multi-port. Mdi port s& hitu mét doan
mang LAN, riéng biét v4i cac port khéc. Viée chuyén tiép frame dwa vao dia chi MAC
chira trong mdi frame, switch khong thé chuyén cic frame ma khong biét duge dia chi
dich. Hiéu duoc bridge s& d& dang hon khi tiép can véi Switch.,

VIIL1 Bic ciu & 16p 2:

Vi Ethernet 13 mot mdi trudng chia sé nén viéc thém nhidu node iam tang nhu cau
vé bang thong khé dyng va dit céc tai bd sung vao mdi trudng. Ting sb lugng node trén
mdt segment, xac sudt dyng do ting, dén dén két qua b nhidu hoat déng truyén lai hon.
Vi vdy ta phdi chia segment 16n thanh cdc ph?m va tach né thanh céc mién dung do doc
lap.

Dé thuc hién diéu nay, Bridge s& gitt mot bang dia chi MAC va cdc port lién hé. Sau
d6 Bridge chuyén hay loai bé frame cin cir vao cac muc trén bang nay. Cac budc sau day
md t3 hoat dong ctiia mdt Bridge:

- Mot Bridge duge khoi dong vdi bang béc ciu 1a rdng. Bridge chi doi luu lugng
trén segment, Khi luu lugng dugc phat hién, n6 duge xu 1y boi Bridge nay.
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- Host A dang ping dén host B. Vi sb lidu dugc truyén trén toan bd collision domain
segment, nén ca Bridge va host B déu xur Iy goi.

- Bridge thém dia chi ngudn ciia frame véo bang cta no. Vi dia chi nay & trong field
dia chi ngudn va frame duoc nhén trén port 1, nén frame phai dugc lién hé véi port
1 trong bang,.

- Dia chi dich cia frame duge kidm tra dya vao bang. Vi dia chi khéng & trong
bang, mic di nd ¢ trén cing mot mién dung dg, frame duoc chuyén dén segment
khéc. Pia chi ctia host B chua dugce ghi vi chi ¢6 dia chi nguén cua frame la dugce
ghi.

- Host B xit Iy yéu cu ping va truyén mét dap tmg ping trd lai host A. S6 ligu dugc
truyén qua toan b mién dung do. Ca host A va Bridge déu nhan duogc frame va xi
1y no.

- Bridge thém dia chi ngudn cla frame vio bang. Vi dia chi ngudn khéng co trong
bang va di nhan dugc trén port 1, dia chi ngudn cia frame phai dugc lién hé voi
port 1 trong bang. Dia chi dich ctia frame dugc kiém tra dua vao bang dé xem nd
c6 mdt muc ndo & ddy khong. Vi dia chi nay c6 trong bang nén viéc gan port dugc
kiém tra. Dia chi cua host A dugc lién két voi port ma frame dén, vi vay frame
khong dugc chuyén di.

- Bay gio host A tién hanh ping host C. Vi b lidu dang dugc truyén trén toan bd
collision domain segment nén ca Bridge va Host B déu xir ly frame nay. Host B
loai bo frame vi n6 khong phai giri dén no.

- Bridge thém dia chi ngudn cud frame vao bang. Vi dia chi nay dd co trong bang
nén muc nay chi dugc lam tuoi lai.

- Dia chi dich cia frame dugc kiém tra dua vao bang dé xem no6 cé muc nao ¢ day
khong. Vi dia chi nay chua c6 trong bang nén frame duge chuyén dén segment
khéc. Pia chi ciia host C chua duge ghi vi chi ¢ dia chi nguén cua frame dugc
ghi.

- Host C xit Iy yéu ciu Ping va truyén lai mot dép Gng cho host A. Sé ligu duge
truyén qua toan bd mién dyng d9. Ca host D va Bridge déu nhén duoc frame va xu
Iy né. Host D loai bo frame vi khong phai g cho no.

- Bridge thém dia chi ngudn cia frame vio bang cia nd. Vi dia chi & trong field dia
chi ngudn va frame dugc tiép nhan trén port 2 nén frame nay phai dugc lién két
vdi port 2 trong bang.

- Pia chi dich cua frame dugc kiém tra cin ci vao bang dé xem nd c6 muc nao
khong. Pia chi ndy ¢6 trong bang nhung nd duoc lién két v&i port 1. Vi vy frame
duoc chuyén dén segment khéc.

_ Khi host D truyén sb liéu, dia chi MAC cia no cling s€ dugc ghi lai trong bang.

1

Pay la cach Bridge diéu khin luu lugng gitta céc mién dung do.
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Hinh 8.1: Hoat ddng cua Bridge

VIIL2 Chuyén mach & 16p 2:

Vi Brige chi c6 hai port nén mién dung 46 dugc hia thanh hai phan. T4t ca céc
quyét dinh dugc dua ra boi Bridge ddu dua trén dia chi MAC hay dia chi I6p 2 va khong
anh hudng dén dia chi luan ly hay dia chi lop 3. Do d6 mdt Bridge chia mién dung 4o
nhung khdng anh hudng dén mién quang ba. Co bao nhi€u Bridge trong mang 1a khong
thanh van d&, trir phi c6 mot thiét bi nhu router 1am vigc trén lugc dd dia chi 16p 3, dé tai
sit dung 2 router 48 di ra internet. Toan bd mang s& chia sé cing khong gian dia chi
quang ba. M6t Bridge s€ tao nhidu mién dyng d6 hon nhung sé khong thém cac mién
quang ba.

Mot switch v& co ban 12 mot Bridge nhiéu port tée dd cao hon, nd ¢é thé chira dén
hang t4 port. Thay vi tao ra hai mién dung dd, mdi port tao ra mién dung d6 riéng cia nd.
Trong mdt mang ¢6 hai muoi node, hai muoi mién dung do tén tai néu mdi node duge
ndi vao port trén switch, Mot switch thiét 1ap dong va duy tri mét bang CAM ( Content-
Addressable Memory), luu gitt tht ca thong tin MAC cho mdi port
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Hinh 8.2: Hoat ddng cta Switch
VIIL3 Gioi thidu v ludng dit liéu (data flow):

Data flow trong ngft canh cua collision domain va broadcast domain tép trung vao
cach thire cac frame di chuyén xuyén qua mdt mang. N6 dé cap dén su di chuyén cua sb
lidu di qua cac thiét bj 16p 1,16p 2 va 16p 3 va 50 ligu phai dugc dong khéi nhu thé nao dé
chiing c6 mdt hanh trinh higu qua. $§ lidu dugce déng goi tal 1p mang véi mot dia chi IP
ngudn va dia chi IP dich va tai 16p lién két s6 ligu ( 16p 2) thi véi mt dia chi MAC ngudn
va dia chi MAC dich.

Mot nguyén thc tdt cho data flow 1a mot thiét bi 16p 1 luén chuyén frame di, khi
mdt thiét bi 1op 2 muén chuyén qua frame nay. Noi cach khac, mét thiét bi 1op 2 sé
chuyén frame qua trir khi co vai yéu t6 ngin can nd lam didu do. Mot thiét bi 1op 3 s8
khéng chuyén qua mdt frame trir khi n6 bi bude phai lam didu nay. Sr dung nguyén tic
nay s& gitip nhén bidt duge cac ludng sb lidgu xuyén qua mdt mang nhu thé nao.

Céc thiét bj 16p | khodng c¢6 chiic ning thanh loc, vi vy moi tht ma ching nhan
dugce déu duge chuyén qua sang segment kia. Frame duge tai sinh, dugc dinh thoi lai va
do d6 frame quay trd lai v6i chét lwong truyén ban dAu. Bit ki segment nao duoc két ndi
b&i cac thiét bj 16p 1 déu 1a thanh phin cila cing mdt domain, ca dung do va quang ba.

Céc thiét bi 16p 2 loc cac frame s& lidu cdin ¢ vao dia chi 16p 2(MAC address) cla
dich. Mot frame duge chuyén qua néu néd dang di dén mot dich khong thé nhan biét bén
ngoai mién dyng d¢. Frame ciing s& dugc chuyén qua néu nhu né 1a mét broadcast, mot
multicast hay mét unicast hudng ra bén ngoai cua mot mién dung do cuc bd. Chi c6 mot
trudng hop frame khong chuyén qua d6 1a lic thiét bi 16p 2 phat hién host truyén frame
va host nhan frame cing & trén mdt mién dung d6. Mot thiét bj 16p 2, nhu Bridge, tao
nhiéu mién dung dd nhung chi duy tri mét mién quang ba.
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Céc thidt bi 16p 3 loc cac goi dua vao dia chi IP dich. Chi c6 mét cach duy nhét dé
mdt goi cb thé duge chuyén qua 12 néu dia chi IP dich 13 nim bén ngoai broadcast
domain v router v&i mot vi tri xde dinh dé chuyén goi di. Mot thiét bj 16p 3 tao ra nhidu
collision domain v& nhiéu broadcast domain.

Data flow di qua mdt mang cdy vao IP dugc dinh tuyén lién quan dén sé lidu di
chuyén ngang qua cdc thiét bi quan 1i luu lugng tai 16p 1, 16p 2, 16p 3 cua md hinh OSIL
Lop 1 dung dé truyén xuyén qua méi truong vét li, lop 2 dé quan Ii collision domain va
16p 3 d& quan 1i broadcast domain..

Presentation

Session

e T R

Network

e e A e

e

ta Link Link

hysic__al

Data Link |
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Hinh 8.3: Ludng dir liéu xuyén qua mdt mang

Cic dia chi IP l6p A, B, C,D va E:

Pé phtt hop vdi cac mang c6 kich thuée khac nhau va hd tro trong viéc phan loai
cdc mang ndy, cac dia chi IP dugc chia thanh cac nhém goi 14 cac op. Piéu nay dugc gol
13 dia chi phan hoa 16p. Mdi dia chi IP 32 bit hoan chinh duge chia thanh phin mang va
phé‘m host. M&t bit hay mot tudn tu bit bit ddu mdi dia chi s& x4c dinh 16p cla dia chi nay.
C6 nam 16p dia chi IP dugc dit tén theo tha tu 1a A,B,C,D,E.

Pia chi 16p A duoc thiét ké cho cac mang cyc ki 16n, véi nhidu hon 16 triéu dia
chi ¢6 sén. Céc dia chi 16p A chi dung octet dau tién dé chi dia chi mang. Ba octet con lai
cung cép dia chi host.
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Hinh 9.2: Dia chi l6p A

Bit diu tién cta dia chi 16p A ludn 14 0. Vi bit dAu tién ndy 12 0, s6 nho nhét octet
dhu tign ndy c6 thé biu didn 1a 00000000, gia tri thip phén twong Gng [a 0. S& 16n nhat
16 c6 the bidu didn 12 01111111, tuong Gng v&i gid tri thap phan 127. Hai sb 0 va 127
dugc danh riéng va khong thé sir dung nhu céc dia chi mang. Bét ki dia chi ndo bt dau
vOi gid tri gitta 1 va 126 & octet dau tién 13 mot dia chi 16p A.

127.0.0.0 12 dia chi danh riéng cho loopback testing. Céc router hay cac may cuc
bd c6 thé ding dia chi nay @& truyén céc géi vong nguge trd lai chinh ching. Do dé dia
chi nay khong thé ding dé gan cho mdt mang.

o
Hinh 9.2: Dia chi l6p B
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Pia chi 16p B dugc thiét ké cho cac nhu cdu mang kich thudce tir vira phai dén 16n.
Mot dia chi 16p B dung hai octet ddu dé chi dia chi mang. Hai octet kia chi dia chi host.

Hai bit ddu tién ciia mot dia chi 16p B luén ludn 14 10. Dia chi nao bét ddu véi mot
gid tri trong octet thtt nhét thudc dai tir 128 dén 191 s& la mot dia chi 16p B.

Hinh 9.3: Dia chilép C
Khéng gian dia chi 16p C duge ding phd bién trong cac 16p dia chi IP. Khong gian
dia chi nay hudng dén phuc vu cho cic mang nho voi 141 da 254 host, 16p C ludn bat dau
bang chudi 110. Néu mét dia chi chita mét sb thude vé dai tir 192 dén 223 trong octet thir
nhét thi d6 13 dia chi 16p C. D& tai str dung dia chi 1ép C cho mang 50 PCs.

L6p dia chi D duge tao ra dé cho phép mulicast cho dia chi IP. Mot dia chi

multicast 14 mot dia chi mang duy nhét huéng dan céc goi dén mét nhom cac dia chi IP,
nhém dia chi IP d6 dugc dinh nghia trude 12 dia chi multicast nay. Do d6, mdt tram ¢o
thé truyén ludng s liu dén nhidu dich mot cach ddng thoi.
Dia chi 16p E da dugc dinh nghia. Tuy nhién, IETF danh céc dia chi nay cho cong viéc
nghién ctru riéng. Do d6, khong ¢é cdc dia chi lop E nao da dugc cap phét cho sir dung
trén mang internet. Bén bit ddu tién cia dia chi 16p E déu dugc cho 1a 1. Do do, dai octet
dAu tién cho céc dia chi 16p E 12 11110000 dén 11111111, hay tir 240 dén 255.

Dé tai yéu ciu thiét ké 50 PC nén chi cAn mot octet cudi 12 ¢6 thé dap Gmg nhu cdu
N A . . n A \ . , N ~
hé théng cling nhu du phong cho sy moO rong mang sad nay. Dia chi duoc d vnq N
172.16.x1.x2/24
Trong do: x1 1a s8 ciia VLAN, x2 13 56 cua PC.
Theo nhu thiét k& nay thi cac VLAN Ia khong cling mdt dudng mang vi subnetmask 1a
255.255.255.0. do do dép trng dugc yéu chu 1a cac Vian ctia cac phong ban khac nhau sé
khong thé trao déi dit liéu vdi nhau.
Cic dia chi IP danh riéng:
Pia chi mang: duge dung dé dinh danh chinh mang do.
Pia chi broadcast: duge dung d& quang ba ( broadcasting) cdc goi dén tAt ca céc thiét bi
trén m{t mang,.
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1P public va IP private:

IP private : 1 céc dia chi IP dugc ding riéng cho cic mang LAN, khong dugc thiy trén
mang Internet, dugc dung dé tiét kiém dia chi IP. Cac dia chi IP khong phai private 13 dia
chi IP public.

« Class A: 10.0.0.0.
« Class B: 172.16.0.0 - 172.31.0.0.
¢« Class C: 192.168.0.0 - 192.168.255.0

Hinh 9.4: Cac dia chi IP private

X. Sy gan tinh mot dia chi IP:

Gén tinh dia chi phil hop cho cdc mang nho va it thay dbi. ngudi quan tri hé thong
gan bing tay va theo doi cdc dia chi IP trong mdi may tinh, may in hay server trén
Intranet. Theo d&i tét 1a diéu quan trong dé ngan céc vén dé phat sinh tir sy trung ldp dia
chi IP. Didu nay chi ¢6 thé khi c6 mdt sb lugng nho cdc may tinh cAn theo dai. O diy ta
chi thiét ké hé théng c6 50 PC nén viéc gan tinh khong ¢6 gi 1a tro ngai.

Cac server s& duoc gan mot dia chi IP tinh sao cho cac may tram va cac thiét bi
khac ludn biét duoc cach thire truy xuét cdc dich vu cn thiét. Thir hinh dung muc dé khé
Ihan nhu thé nao khi goi dién thoai dén mot doanh nghiép ma s6 dién thoai ludn thay dbi
hing ngay.

Céc thiét bi khac dugc gén dia chi IP finh 12 cic méy in mang, cac server irng dung va cac
router.

SVTH: Chau Phudc Bao Thign - Trang 68 - GVHD: Ths L& Anh Uyén Vi




Lujn van t6t nghiép

- Trang 69 -

Thiét ké hé théng Lan 50 PC

cal Area Connection Status -

148l tocal Area Connection Properties

Genera! g\.._.,r-“.m.,.. A s i e A S menrin
CQRMEBCHIONY  womee v ses o mmes s e oo oo T
1Pv4 Connectivity: Internet
IPv6 Connectivity: Limited
Media State: Enabled
Duration: 0151:23
Speed: 100.0 Mbps

Sent eon - Received

Bytes: 331855 ] 1,423,406

up;;r_ﬁes-,l L-%!Di_s_able i [;%[agnqge. e

ACﬁVlt‘f S e s e s e e e

Networking | Sharng |

Connect using:

. Realtok ATLE130/810 Famiy Fast Ethemet NC

-, Corfigure..,

This connection uses the following tems:

¥ % Client for Microsoft Networks l

%] J=lGoS Packst Schaduler i

W BFie and Prrter Shaang for Microsaft Metworks i

W .4 intemet Proloco! Yersion & {TCPAPYE) |

W 5. Intemnet Protocol Version 4 {TCP/IFv4}

W) -t Link-Layer Tapology Discavery Mapper KO Drver ‘
]

-4 Link-Layer Topology Discavery Responder

[ el o |

Descrption
Transmission Corrof Protocol/intemet Protocal, The defauit
wide anea network pratocel that provides communication
across diverse interconnected networks.

Shew mie ol the shared netweork felders on this computer

Hinh 10.1: G4n tinh IP trén hé diéu hanh Windows Vista (PC)
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L2l = ]
You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.
&% Obtain an IP address sutomaticaliy
/@ Use the following IP address:
IP address: 7 e 1 2
Subnet mask: 255,255,255, 0 '
Default gateway: 37716 01 L1
& s Cihbaiy DeS seear adc
(@; Use the following DNS server addresses:
Preferred DNS server: 10,245 . 31 130
Alternate DNS server: 210,245 . 31 . 10
| Advanced...:
. |
|
Lok | [ocancel |

Hinh 10.2: Gan tinh IP trén hé didu hanh Windows Vista (tt)
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Press Enter Lo 5tart

Manipniates ip address for Workstation:.

IBCONFIG [/ipl {/dadi .
fip adds the ip address and svhnet wmask te the workstation |
fda Adds the defanit gatewdy to the workstation : i 172.46.1.1

 Exanples: : f% 1?2._ —
soe ¢ ipeonfig fip 157.1.1.12 255.0.0-0 a . :

P ADDRES

¢ ipeonfig fag 157.1.1.1
SUBHET Mgk

“Beson BOSS §.0 IP Configuratioh . ) . ] ] . : 12552552550

% _Bthernet adaptar Local Area Connection?

LEer i T, I

pefanit Gateway . . o« o o+ - 4 e
CEFAULT GATEWAY

fow can also use winipefg to configure the IP Address

E.t_.hetnf:t adapter Local Avea Uonnection:
LooDeseription ..o 0o e : Realtek RTYLE139/018% Famiiy PCI Fast

1 (0AC.2839,1925

Hinh 10.3: Gan tinh IP rén phan mém mo phong Bosson Netsim

XI1. Cac thuit toan dinh tuyén va cdc metric:

Mot thudt toan dinh tuyén 1a mot 1oi giai chi tiét cho mot bai toan. Trong trudng
hop dinh tuyén céc gdi, cac giao thirc dinh tuyén khéc nhau ding cdc thuat toan dinh

2 r
Y

tuyén khac nhau dé quyét dinh port ndo ma mdt goi dén s& duge chuyén di tiép.
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Hinh 11.1:

Hinh 11.2: Didu khién téc do
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XIL Phan chia Vian trong h¢ thong mang:
XIL1 Vlan:
a) Khai niém:

VLAN la cum tir viét tit cla virtual local area network (hay virtual LAN) hay con
duoc goi 1a mang LAN do. VLAN la mot k¥ thuat cho phép tao 18p cac mang LAN ddc
lap mdt cach logic trén ciing mot kién trac ha ting vat ly. Viée tao l4p nhidu mang LAN
3o trong cling mot mang cuc bo (gilia cac khoa trong mdt trudong hoc, gilfa cac cuc trong
mét coéng ty,...) gitp gidm thidu ving quang ba (broadcast domain) clng nhu tao thudn
loi cho viée quan ly mdt mang cuc bd rdng l1én. VLAN tuong duong nhir mang con.

b) Phén loai VLAN

. Port - based VLAN: 1a cdch chu hinh VLAN don gidn va phd bién. D4 tai st dung
cach céu hinh nay. Méi céng cta Switch dugc gén véi mot VLAN xac dinh (méc
dinh 13 VLAN 1), do vdy bat cir thiét bi host nao ghn vao cdng dé déu thude mot
VLAN nao do.

« MAC address based VLAN: Céch cAu hinh nay it duge sit dung do ¢o nhiéu bét
tién trong viée quan 1y. Mdi dia chi MAC dugc danh déu v6i mdt VLAN xac dinh.

«  Protocol — based VLAN: Cach céu hinh nay ghn gidng nhu MAC Address based,
nhung st dung mdt dia chi logic hay dia chi IP thay thé cho dia chi MAC, Céach
céu hinh khong con thong dung nho sir dyng giao thirce DHCP.

¢) Lgiich cia VLAN
o Tiét kiém biing thong cia h¢ thong mang:

VLAN chia mang LAN thanh nhiéu doan (segment) nho, mdi doan dé 1a mét ving
quéng b (broadcast domain). Khi c6 goi tin quing ba (broadcast), nd s€ duge

truyén duy nhat trong VLAN tuong ung. Do d6 viée chia VLAN gitip tiét kiém
bang thong cta h¢ thong mang.

o Ting khd ning bio m{t:

Do céc thiét bi 6 cac VLAN khac nhau khong thé truy nhap vao nhau (trir khi ta St
dung router noi gitra cic VLAN).

« DéE dang thém hay bot mdy tinh vio VLAN:

SVTH: Chéu Phudc Bao Thién - Trang 73 - GVHD: Ths Lé Anh Uyén Vii




Ludn van t6t nghiép - Trang 74 - Thiét ké hé théng Lan 50 PC

Vidc thém mdt may tinh vao VLAN rat don gian, chi cAn cu hinh cbng cho méy
dé vao VLAN mong mudn.

o Gidp mang cd tinh linh dpng cao:

VLAN ¢6 thé d dang di chuyén céc thiét bi. Gia st sau mdt thoi gian su
dung,nha trudng quyét dinh dé moi bo phan & mot ting riéng biét. V&i VLAN, ta

chi can cAu hinh lai cac cdng switch r6i ddt ching vao cac VLAN theo yéu clu.

VLAN ¢6 thé duoc chu hinh tinh hay dong. Trong c4u hinh tinh, ta phai céu hinh
cho tirng cong cla m&i switch. Sau dé, gan cho né vao mot VLAN nao d6. Trong cu
hinh dong mbi cdng ciia switch ¢o thé tu cdu hinh VLAN cho minh dya vao dja chi MAC
cuia thidt bi dugc két ndi vao.

XI1.2 Khi niém, hoat ddng ciia mach ndi (trunk):

Thuit ngit Trunking bit ngudn tir cong nghé Radio va cong nghé dién thoai. Trong
cong nghé radio, mot dudng Trunk 13 mot dudng day truyén thong ma trén do truyén tai
nhidu kénh tin hidu radio.

Trong cong nghiép dién thoai, khai niém thudt ngtt Trunking la két hop gitta dudng
truyén thong dién thoai hodc cac kénh dién thoai gitta hai diém. Mot trong cac diém c6
thé 13 mdt tong dai

Ngay nay, nguyén ly trunking duoc chdp nhan st dung trong cong nghé mang
chuyén mach. Mot dudng Trunk 1a két ndi vat ly va logic gitta 2 switch.

a) Khai ni¢m:
Trong khuon khd méi truong chuyén mach VLAN, mdt duong Trunk 12 mdt két ndi
point-to-point dé ho trg cac VLAN trén céc switch lidn két voi nhau. Mot duong dugce

chu hinh Trunk s& gop nhiéu lién két 4o trén mdt lien két vat ly dé chuyén tin hiéu tir c4c
VLAN trén cac switch voi nhau dya trén mot dudng cap vat ly.

b) Hoat dong ctia Trunking:

Giao thirc Trunking dugc phat tridn dé nang cao hiéu qua quan ly viéc luu chuyén cac
Frame tir cac VLAN khéc nhau trén mét dudng truyén vt ly. Giao thirc trunking thiét 1ap
céc thoa thuén cho viéc sép sép cac Frame vao cac cong duge lién két véi nhau & hai dau
dudng trunk. teank.

Hién tai c6 2 ky thudt Trunking 1a Frame Filtering va Frame Tagging. Trong khudn

khd cua ludn viin ndy chi d& cap dén ky thuat Frame Tagging.

SVTH: Chiu Phude Bao Thién - Trang 74 - GVHD: Ths Lé Anh Uyén Vi




Ludn vin t6t nghiép - Trang 75 - Thiét k& hé théng Lan 50 PC

Giao thic Trunking st dung k§ thuét Frame Tagging dé phan biét cic Frame va dé dé
dang quan ly va phan phat cac Frame nhanh hon. Cac tag dwoc thém vao trén dudng goi
tin di ra vao duong trunk va dugc bo di khi ra khoi dudng trunk. Cac goi tin ¢6 gin tag
khong phai 1a géi tin Broadcast.

Mot dudng vét 1y duy nhét két ndi giita hai switch thi co thé truyén tai cho moi VLAN.
Pé luu trit, mdi Frame dugc pin tag dé nhan dang trude khi gui di, Frame cia VLAN nao
thi di v& VLAN do.

¢) CAu hinh mét cOng 12 Trunk trén switch

Switch_A(config)# interface fastethernet 0/1

Switch _A(config-if)# switchport mode trunk

Switch A(config-if)# switchport trunk encapsulation dotlq
Hoac

Switch_A(config-if)# switchport trunk encapsulation isl
Switch_A(config-if)# end
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= s e
Hinh 12.2: So do hé thdng mang (designer)
Mang Lan dugc chia thanh 7 Vlan theo cac Switch nhu sau:

1) vian 1 : gdm céac PC thuge switch 1(phong dao tao),switch 2(phong khoa hoc va hop
tac qubc t&),PC 29
- 2)vlan 3 : gf“)m cac PC thude switch 11 (khoa khoa hoc co ban),switch 3 (khoa di¢n-dién
L tir), PC26 (hiéu trudng)

3) vlan 4 : gbm céc PC thude switch 4 (khoa kinh té)

4)vlan 6: gdm c4c PC thude switch 6 (trir PC29),PC25 (domain controller)

5)vlan 8 : gdm cac PC thudc switch 8 (phong hanh chinh)

6) vlan 9 : gbm cac PC thude switch 9 (phong cdng tac hoc sinh-sinh vién)

7) vlan 10 : gbm cac PC thude switch 10 (phong ké toan thu qu¥)
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XTILBite twong kiva ( firewall):

L4 rao chin ma mét <& ca nhan, td chirc, doanh nghi¢p, co quan nha nudc ldp ra
nhdm ngén chan ngudi ding mang Internet truy cip cac thong tin khoéng mong mudn
hodc/va ngin chin nguoi diing tir bén ngoai truy nhdp céc thong tin bao mét nam trong
mang ndi bd.

Tudng la 13 mot thiét bi phﬁn cimg va/hodc mot phé"in mém hoat dong trong mot
mdi trudong may tinh ndi mang dé ngan chin mot sd lién lac bi cAm bdi chinh séch an
ninh cta cé nhan hay to chire, viéc ndy tuong fi v6i hogt dong cla cac birc tudng ngan
lra trong céac toa nha.

XIIL1.Chirc nang

FireWall quyét dinh nhiing dich vy ndo tir bén trong duge phép truy cap tr bén
ngoai, nhitng ngudi nao tir bén ngodi duge phép truy céip dén cac dich vy bén trong, va cd
phitng dich vu nao bén ngoai duge phép truy cép boi nhimg ngudi bén trong.

X111.2 Chu triic ciia FireWall

FireWall bao gdm :

Mot hodc nhiéu hé thdng may chi Kkét ndi voi cac bd dinh tuyén (router) hodc ¢6 chic
nang router.

Céc phin mém quan li an ninh chay trén hé théng may cht. Thong thudng 14 cac hé quan

I3 3
~ n

tri xac thyc (Authentication), cap quyen (Authorization) va ké toan (Accounting).

Cic thanh phin ciia FireWall:

Mot FireWall bao gom mot hay nhidu thanh phén sau :

+ B& loc packet (packet- filtering router).

+ Céng tmg dung (Application-level gateway hay proxy server).

+ Céng mach (Circuite level gateway).

FireWall bio vé cii gi ?

Nhiém vy co ban cua FireWall 14 bao vé nhing vAn dé sau :

+ Dit liéu : Nhitng théng tin cin duge bao vé do nhimg yéu clu sau;
- Bao mat.
- Tinh toan ven.
- Tinh kip thoi.

+ Tai nguyén hé thbng.

+ Danh tiéng ctia cong ty so hitu cac thong tin can bao v§.

4 hed ~ A Ld ro. *
FireWall bao vé chong lai cdi gi ?

FireWall bao vé chong lai nhimg sy tan cong tr bén ngoal.
+ Tén cong truc tiép:
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Céach thi nhit 13 ding phuong phap do mat khiu tryc tiép. Thong qua cdc chuong
trinh do tim mat khdu voi mot sb théng tin vé nguoi sit dung nhu ngay sinh, tudi, dia chi
v.v...va két hop véi thu vién do ngudi ding tao ra, ké thn cong cé thé do duge mat khiu
cta ban. Trong mot sé trudng hop kha ning thanh cong ¢6 thé 1én téi 30%. Vi dy nhu
chuong trinh do tim mét khéu chay trén hé diéu hanh Unix c6 tén 12 Crack.

Céch tha hai 14 sit dung 181 cla cée chuong trinh (ng dyng va ban thin hé diéu
hanh di dugc sir dyng tlr nhiing vy tn cong dau tién va vin dugc dé chiém quyén truy
cp (c6 dugc quyén cua ngudi quan tri hé thdng).

+ Nghe trom: C6 thé biét dugc tén, mét khéu, cac thong tin chuyén qua mang thong qua
céc chuong trinh cho phép dua vi giao tiép mang (NIC) vao ché dd nhén toan bd cic
théng tin luru truyén qua mang.

+ Gia mao dia chi IP.

+ V6 hiéu hod cic chirc nang cta hé thong (deny service). Day la kidu tin cong nhim 1am
& liét toan bd hé théng khéng cho n6 thyc hién cdc chirc ning mé né duge thiét ké. Kiéu
tdn cong nay khoéng thé ngin chin duge do nhing phuong tién t& chirc thn cong cling
chinh 13 cac phuong tién dé 1am viéc va truy nhép thong tin trén mang.

+ L3i nguoi quan tri h¢ thong.

+ Yéu t6 con ngudi véi nhitng tinh cach chi quan va khong hidu rd tdm quan trong cla
viéc bao mét hé théng nén dé dang dé 16 cac thong tin quan trong cho hacker.

Ngay nay, trinh d§ cua céac hacker ngdy cang gioi hon, trong khi do céc hé théng
mang vin con cham chap trong viéc xit 1y céc 18 héng ctia minh. Piéu nay doi héi ngudi
quan tri mang phai co kién thirc tét vé bao mat mang dé co thé giit viing an toan cho
thong tin ciia hé théng. Dbi véi ngudi ding ca phén, ho khong thé bidt hét cac tha thudt
dé tu xdy dung cho minh mdt Firewall, nhung cling nén hidu 18 tAm quan trong cua bao
mét thong tin cho mdi ca nhén, qua do tu tim hidu dé biét mot sb cach phong tranh nhiing
su thn cbng don gian cua cdc hacker. Van d& 13 ¥ thire, khi dd ¢6 y thue dé phong tranh
thi kha ning an toan s& cao hon.
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FirowallModem ADSL
ISR

system A Mail Exchange
' A a Server -
L) oy - .. Eanessai : | s Web sg_rver_ _' I-fue'sewer :
TR & DNS Server
| | 13.1: So dd hé théng tuong ltra va khu vuc phi quén su cua dé tai
theo md hinh Screened-Subnet

Hinh

* §creened-Subnet Firewall:

Uu diém:

. Ké tn cong can pha vd ba tang bao vé: router ngoai, bastion host va router trong,.
. B&i vi router ngodi chi quing cao DMZ network t6i Internet, hé théng mang nodi bd la
khong thé nhin thy (invisible). Chi ¢ mot 56 hé théng da dge chon ra trén DMZ 1a dugc
bit dén boi Internet qua routing table va DNS information exchange ( Domain Name
Server). ’ 3.
. B&i vi router trong chi quang cdo DMZ network t6i mang ndi bd, cac hé thong trong
mang ndi bd khong thé truy nhép truc tiép vao Internet. Diéu nay dam bao ring nhitng
user bén trong bét budc phai truy nhap Internet qua dich vu proxy.
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Hinh 13.2: Céc dija chi IP clla mgt sd server hay dung.
XI1V. Domain Controller:

M@t trong nhitng khéi niém quan trong nhét cia mang Windows 13 domain (tc
mién hay viing). Mt domain 1a tap hop cdc tai khoan ngudi ding va tai khoan mdy tinh
duge nhoém lai voi nhau d€ quan Iy mot cach tap trung. Va cong vide quan 1y 1a danh cho

domain controtler (bd dicu khién mién) nhim gitp viéc khai thac tai nguyén tr& nén dé
dang hon.

Trong mang, bét ky may tram ndo dang chay hé didu hanh Windows XP hodc Vista
cling c6 mdt nhém tai khoan ngudi dung tao $in nao do. Windows XP, Vista thim chi
con cho phép ta tao mot s6 tai khoan bd sung néu tha“riy cAn thiét. Néu mday tram c6 chue
nang nhu mot hé thdng doc 1ap hodc la mot phdn clia mang ngang hang thi tai khoan
ngudi ding mirc may tram (duge goi 1a tai khoan ngudi ding cuc bo) khong thé didu
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khién truy cap tai nguyén mang. Chung chi dugce dung dé didu chinh truy cip may cuc bd
va hoat déng nhu vdi chirc nang dam bao cho quan tri vién co thé thuc hién cong viée
bao dudng, duy trl may tram, khong cho phép nguti dung cudi kha ning can thiép vao
cac thiét 14p trén may tram.

Ly do vi sao tai khoan ngudi diing cyc b trén mdt may tram nhét dinh khong dugc
phép didu khién truy cdp tai nguyén ndm ngodi may tram do la no tang thém ganh ning
quan ly rAt 16n. Tai khoan ngudi dung cyc bd chi nim trén cac may tram riéng ré. Néu
mdt tai khoan 14 c6 chirc néng bao mét chinh trong mang, quan tri vién s€ phai di chuyén
vt ly t¢i may tinh c6 tai khoan do bAt ky khi no phai thyc hién thay doi quyén han cho
t3i khoan. Vén d& nay khong géy ra tic dong gi 1ém trong mang nho, nhung s& trd nén cyc
k¥ ndng né v6i & mang 16n hay khi c¢an 4p dung thay ¢di rong cho tit ca moi tai khoan.

Mot ly do khéc nita 1a khong ai mudn phai chuyén tai khoén ngudi dung tir may nay
sang may khac. Chéng han, néu may tinh cha mét ngudi dung bi phéa hoai, ngudi do
khong thé ding nhdp vao mdy tinh khéc dé 1am viéc vi tai khoan ho tao chi ¢6 tac dung
trén may cii. Néu muén 1am dwoc vide ngudi do s phai tao tai khoan mdi trén may khac.
Chi 14 mot trong sb tét nhidu 1y do khién viée sir dung tai khoan nguoi diing cuc b cho
viée truy cdp an toan tai nguyén mang 14 khéng thuc t&, Tham chi néu ta mudn trién khai
kiéu biao mét nay, Windows cling khong cho phép. Tai khoan ngudi ding cuc bd chi co
thé dung tai nguyén cyc bd trén mot méy tram nhét dinh.

Domain ¢4 nhiém vu gidi quyét cac van dé vira néu va mot sb vén dé khac nira.
Chung sé& tip trung hoa tai khoan ngudi dung (hay c4u hinh khac, céc ddi tuong lién quan
dén bao mat). Didu nay gidp viée quan tri d& dang hon va cho phép ngudi dung dang
nhap tir bat ky may tinh nao co6 trén mang (trlr khi ta gioi han quyén truy cdp ngudi
dung).

Toan b cong viée chung ta phai lam v6i domain 12 gi? Khi mdy chi Windows sir
dung Windows 2000 Server, Windows Server 2003 hay Windows Server 2008, cong
viéc ciia domain controller (bo didu khién mién) 1 chay dich vu Active Directory. Active
Directory hoat dong nhu mot noi luu trir cac dbi twong thu muc, trong dd cé tai khoan
ngudi ding (user account). Va mdt trong cdc cong vige chinh cla bo diéu khién tén mién
13 cung cép dich vu thAm dinh.

Domain controller cung cp dich vu thAm dinh (authentication) chir khong phai la
dich vu cép phép (authorization). Khi mot ngudi ding nao do déng nhap vao mang, mot
bd didu khién micn s& kiém tra tinh hop 1& cla username va password ho nhfp vao cO
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chinh x4c va khdp véi dit ligu luu trong méy chi hay khong. Nhung domain controller
khong néi véi ngudi dung ho c6 quyén truy cép tai nguyén nao.

Tai nguyén trén mang Windows dugc bao vé bdi cac Danh sach didu khién truy cép
(ACL). Mot ACL la danh sfich chi 13 ai c6 quyén lam gi. Khi ngudi ding cb ghng truy
cép tai nguyén, ho dua ra nhéan dang ciia minh cho may chu chita tai nguyén do. My chi
s& kiém tra d& chic chén ring nhin dang ngudi ding nay da dugc thAm dinh, sau d6 tham
chiéu chéo dén ACL dé xem ngudi ding c6 quyén lam gi.

XV. Chu triic tong quat cac 1énh thiét yéu sir dung trong dé tai:
XV.1.Cac 1énh trén Switch:

Lénh tao Virtual Location Area Network( VLAN):

Switch# configure terminal ; vao ché d6 cAu hinh Switch
Switch(config)# vian <n>; vian n duoc tao trén Switch

Switch(config) # interface <name of interface> ;

Switch(config-if)# switchport access vian <n>; vian n duge céu hinh cho port

Lénh cAu hinh ché dd trunk va access:

Mode access:

Switch# configure terminal

Switch(config)# interface <name of interface>

Switch(config)#switchport mode access : gén ché 40 access cho port
Switch(config)#fswitchport access vian <n>

Mode trunk:

Switch# configure terminal

Switch(config)# interface <name of interface>

Switch(config)#switchport mode trunk : gan ché dd trunk cho port
Switch(config)#switchport trunk encapsulation dotlq : dong g6i theo dinh dang dotlq
Switch(config)#switchport trunk allowed vlan all ; cho phép tht ca cac vlan duge tao di
qua trunk port nay

XV.2.Cac 1énh trén router:

Router#iconfigure terminal

Router(config)# interface <name of interface>

Router(config-if)#no shutdown : mé& port

Router(config-if)# exit

Router(config)# interface <name of interface>.<subinterface number>; trong dé tai
subinterface duge st dung 1a Vlan number.
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Router(config-if)#encapsulation dot1lq <vlan number>
Router(config-if)#ip address <ip address> <subnet mask=>

XVL Kidm tra tinh két ndi bing ¢nh Ping:

Vi TCP/IP 13 mét tip giao thire hay the 1& dugc phat trién dé cho phép cdc may
tinh chia sé tai nguyén qua mgt mang nén dé cho phép TCP/IP trén mGt may tram, ta cln
phai céu hinh thong qua céc cong cu cua hé diéu hanh. Trong dd 4an nay, em sir dung hé
didu hanh trén nén tang Microsofi la chu yéu.

Ping 13 mdt tién ich dugc dung d& xac thuc két ndi Internet. N6 dugce dit tén sau
khi hoat dong dinh vi bing so6ng siéu dm duge dung dé xac dinh khoang cach dén cac vét
thé chi trong nude. Lénh Ping lam viéc béng cach truyén di nhiéu goi ip dén mdt dich xac
dinh. M3i gbi truyén di 12 mdt yéu chu phtic dap.Két qua ciia mt 1énh ping cho bidt ti 1&
thanh cong va thoi gian hanh trinh dén dich. Tir thong tin ndy o thé x4c dinh c6 mét két
néi tir diy dén dich hay khong. Lénh ping dugc dung d& kidm tra chiic nang truyén nhan

ctia NIC, cdu hinh TCP/IP va tinh két ndi cia mang. Céc loai kiém thir phd bién dung
trong mang v§i 1énh Ping:

- Ping 127.0.0.1-ping nay 13 duy nhit va dugc goi 13 kiém th vong bén
trong.N6 xé4c dinh hoat dong ciia TCP/IP va chuc ndng truyén/nhén cua NIC

- Ping <dia chi IP ctia mdy host cuc b > dén host PC dé xac thyc cu hinh fdia
chi TCP/IP cho host cuc by va tinh két ndi dén host nay.

- Ping<dia chi IP cua default-gateway>-ping dén gateway mic dinh xac dinh
xem c6 dén router két ndi mang cuc bd dén cac mang khac hay khong.

- Ping <dia chi ip ctia dich & xa>-Ping dén may & xa xem ¢0 két ndi dugc dén
host d6 khong.
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JsersiAdministratorrping 127.8.8.1

fPinging 127.0.8.1 with 32 hytes of data:s

Reply from 127.8.@8.1: by time<ims TTL=128
Reply fyom 127.8.8.1: hy time<ima TEL=128
HReply from-127.0.8.1: by time<ims TTL=128
Reply from {27.8.@.1: hytes=32 time{ims TTL=128

Ping statistics for 127.6.68.1:

Packets: Sent = 4. Received = 4, Lost = % (@y loss).
Gpproximnate round trip times in milli—seconds?

Hininum = Oms, Haximum = @ms. flverage = Oms

Coalserssidrinistrator?

Hinh!15.1: Lénh Ping

XVIL.1 Ping thanh cong: Lénh Ping thanh cong néu ta nhan duge tra 101 tU thiét bi dugc
ping t4i nhw dudi day:

Trén PC1, vao ché 46 comgnand liqe, g0 nhu sau:
C:>ping 172.16.1.29 —>kiem tra ket noi dén PC 29.
Pinging 172.16.1.29 with 32 bytes of data:

Reply from 172.16.1.29: bytes=32 time=60ms TTL=241
Reply from 172.16.1.29: bytes=32 time=60ms TTL=241
Reply from 172.16.1.29: bytes=32 time=60ms TTL=241
Reply from 172.16.1.29: bytes=32 time=60ms TTL=241
Reply from 172.16.1.29: bytes=32 time=60ms TTL=241

Ping statistics for 172.16.1 29:  Packets: Sent = 5, Received =5, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 50ms, Maximum = 60ms, Average = 55ms
XVIL.2 Ping t6i gateway:
Tu PCIH, vao ché 43 command line, gd nhu sau:
C:>ping 172.16.1.100~> kidm tra két ndi dén gateway
Pinging 172.16.1.100 with 32 bytes of data:

Reply from 172.16.1.100: bytes=32 time=60ms TTL=241
Reply from 172.16.1.100: bytes=32 time=60ms TTL=241
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Reply from 172.16.1.100: bytes=32 time=60ms TTL=241
Reply from 172. 16.1.100: bytes=32 time=60ms TTL=241
Reply from 172.16. 1.100: bytes=32 time=60ms TTL=241

Ping statistics for 172.16.1.100:  Packets: Sent =5, Received = 5, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 50ms, Maximum = 60ms, Average = 35ms
Ping to pc26 ( hieu truong): di qua gateway (qua subinterfaces)

Tiép tuc tir PC1, vao ché d6 command line, go:
C:>ping 172.16.3.26
Pinging 172.16.3.26 with 32 bytes of data:

Reply from 172.16.3.26: bytes=32 time=60ms TTL=241
Reply from 172.1 6.3.26: bytes=32 time=60ms TTL=241
Reply from 172.16.3.26: bytes=32 time=60ms TTL=241
Reply from 172.16.3.26: bytes=32 time=60ms TTL=241
Reply from 172.16.3.26: bytes=32 time=60ms TTL=241

Ping statistics for 172.16.3.26:  Packets: Sent = 5, Received = 5, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:
Minimum = 50ms, Maximum = 60ms, Average = 35ms

XVI.3 Ping t&i Vlan khac:

Vi du PC26 ping PC16 thudc vlan 9: 1énh ping khong thanh cong, két ndi gitta PC26 va
PC16 khong tdn tai vi khac VLAN vdi nhau.

Trén PC26, command line:

C:>ping 172.16.9.16

Pinging 172.16.9.16 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 172.16.9.16:
Packets: Sent = 5, Received =0, Lost = 5 (100% loss),
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Approximate round trip times in milli-seconds:

Minimum = 0ms, Maximum = 0ms, Average = 0ms
Tuong tu nhu vy, mdt PC thudec VLAN 1 chi két ndi duge v6i PC thude VLAN cua
minh ma khong thé két ndi véi VLAN 3.(hinh 15.2)

ou can also ase winipefg to configure the IP Address

Ethernet adapter Local Area Conneaction:

Description R L Realtek RTLHB139/810X Family PCI Fast
thernet NIC : :

Physical Address. . . . « + « - . 000C,2839.1925

DHCE Enabled. =0 o+ o« 0o : YRS

C:»ping 172.16.0
Pinging 172.16.1.2 with 32 bytes of data:

Reply from 172
Reply from 17
Reply from 3
Reply Lrom
Reply from i

time=60ms
time=LH0ns =241
time=60ms =241
time=060ms

:
[T

NOROR KRR

.

time=60ms T

ping, statistics for 172.16.1.29: Packets: Sent = 5, Racgived = 5, Lost
Approximate round trip times in milli-seconds: i
Minimom = 50ms, Maxinum = Gomz , Average = 55ms

172.16.3.7
.1 7

17 6.3.7 with 32 bytes of data:
timed oot
timed ont.
timed ot
timed oub.
timed out.

Lring statistics for 172.16.3.7:
Packeits: Sent = 3, Beceived = 0, Lost =5 (100% loss},
sproximate romnd trip times in milli-seconds: ’
HMinimum = Owms, Haximum = one, Average = (ms

Hinh 15.2: Ping clng VLAN va khac VLAN,
PC 1 ping lén gateway cla VLAN1 cho két qua nhu hinh 15.3:
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Start

C:>
C: >ping 172.,16.1.100
Pinging 172.16.1.100 with 32 bytes of data:

from 172.36.1.100: i time=60ms TTL=24%
from 172.16.1.100: time=60ms TTL=241
from 3172.16.1.100; te time=60ms TTL=241
from 172.16.1.100; time=60ms TTL=243
from 172.16.,1.100: bytes=32 time=60ms TTL=241

ping statistles for7172.16.1.166: Packets: % i = ! ) {0% loss).,
Approximate roond trip times in willi-second '
Minipam = 50ms, Maximum = plim=, Average =

Hinh15.3: Ping 1én router cia vian 1
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Phan 3
Phu Luc

Cic chu hinh dugc thye hién trén Router 1, Switch | va Switch 5:

Routerl#show run

Building configuration...

1

Version 12.1

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1

hostname Routerl

!

!

!

ip subnet-zero

!
!
!
!
!
!
!
!
!

interface Serial0

no ip address

no ip directed-broadcast

shutdown

!

interface FastEthernet0/0

ip address 172.16.100.100 255.255.2535.0

no ip directed-broadcast
!
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interface FastEthernet0/0 2
encapsulation dotlq 2
ip address 172.16.2.100 755.255.255.0
!
!
interface FastBthernet/ 0.1
encapsulation dotlql
ip address 172.16.1.100 255.255.255.0
1
1
interface FastEthernet0/0.6

encapsulation dotlq 6
ip address 172.16.6.100 255.255.255.0
!

!
interface FastEthernet0/0.5
encapsulation dotlq 50
ip address 172.16.129.101 255.255.255.0
1
!
interface FastEthernet0/0.12
encapsulation dotlq 12
ip address 172.16.12.100 255.255.255.0
'
!
interface F astEthernet(/0.3
encapsulation dotlq 3
ip address 172.16.3.100 255.255.255.0
1
1
interface FastEthernet0/0.4
encapsulation dotlg 4
ip address 172.16.4.100 755,255.255.0
1
]
interface FastEthernet0/0.8
encapsulation dotlq 8
ip address 172.16.8.100 255.255,255.0

!
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]

interface FastEthernet0/0.9
encapsulation dotlq 9

ip address 172.16.9.100 255.255.255.0
{

!
interface FastEthernet(/0. 10
encapsulation dotlq 10

ip address 172.16.10.100 255.255.255.0
1

interface FastEthernet0/1
no ip address

no ip directed-broadcast
shutdown

1

router rip

version 2

network 172.16.0.0

no auto-summary

!

1

1

ip classless

no ip http server
!

!
!
!
!

line con 0

transport input none
line aux 0

line vty 0 4

!

no scheduler allocate
end
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Switchl#show run

'

Version 12.1

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1

hostname Switchl

!

!

!

ip subnet-zero

spanning-tree extend system-id
!

!
!
!
!
!
!
!
!

interface FastEthernet0/1
switchport mode access

!

interface FastEthernet0/2
switchport mode access

!

interface FastEthernet0/3
switchport mode access
switchport access vlan 50
!

interface FastEthernet0/4
1

interface FastEthernet0/5
!

interface FastEthernet0/6
switchport mode access
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switchport trunk encapsulation dotlq

interface FastEthernet0/7
1

interface FastEthernet0/8
1

interface FastEthernet0/9
1

interface FastEthernet0/10
1

interface FastEthernet0/1 1
1

interface FastEthernet0/12
vtp Server

vtp domain bigdomain

!

interface Vlan 1

no ip address

no ip route-cache

!

vlan 50 name vlan0050
vlan 2 name VLAN0002

!

!

1

ip classless

no ip hitp server
1

!
!
!
!

line con 0

transport input none
line aux 0

line vty 0 13

1

no scheduler allccate
end
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SwitchS#show run

!

Version 12.1

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
!

hostname Switch5

!

!

!

ip subnet-zero

spanning-tree extend system-id
!

!
!
!
!
!
!
!
!

interface FastEthernet0/1

switchport mode access

switchport trunk allowed vlan 1-1005
switchport trunk encapsulation dotlq
switchport nonegotiate

!

interface FastEthernet0/2

switchport mode access

switchport trunk allowed vlan 1-1005
switchport trunk encapsulation dotlqg
1

interface FastEthernet0/3

switchport mode access

switchport access vlan 3
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interface FastEthernet0/4

switchport mode access

switchport access vlan 4

!

interface FastEthernet0/5

switchport mode trunk

switchport trunk allowed vlan 1-1005
switchport trunk encapsulation dotlq
i

interface FastEthernet(/6

switchport mode access

switchport access vlan 3

!

interface FastEthernet0/7

switchport mode access

switchport access vlan 6

!
interface FastEthernet0/8

switchport mode access

switchport access vlan 8

!

interface FastEthernet0/9

switchport mode access

switchport access vlan 9

1

interface FastEthernet0/10

switchport mode access

switchport access vian 10

!

interface FastEthernet0/11

switchport mode access

switchport access vlan 3

1

interface FastEthernet0/12

switchport mode access

switchport access vian 12

switchport trunk allowed vlan 1-1005
switchport trunk encapsulation dotlq
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vtp Server

vtp domain bigdomain

1

interface Vlan 1

no ip address

no ip route-cache

!

vlan 3 name vlan0003
vlan 4 name vlan0004
vlan 6 name 6

vlan 8 name vlan0003
vlan 9 name 9

vlan 10 name 10

vian 12 name vlan0012
vlan 2 name VLANO0002
vlan 5 name VLANO0O0OS
!

'

!

ip classless

no ip hitp server
!

!
!
!
!

line con 0

transport input none
line aux 0

line vty 0 15

!

no scheduler allocate
end
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Tai liéu tham Khao:

CCNA: Cisco Certified Network Associate Study Guide 5™ Edition-Todd Lammle
Gi4o trinh hé¢ thong mang may tinh- -Nguyén Hong Son (chu bién)
Giso trinh hé thdng may tinh CCNA 2- MKpub
Céc tai liéu giang day ndi b cua cAc trung tdm dién tir-tin hoc
a mot sb tai lidu tham khéo trén internet : Wwww., wikipedia.org,..

<4=.W!\>.~'
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