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ZOR

To61 cam doan:

Pé an tot nghiép thac si “PE XUAT CAC GIAI PHAP NANG CAO CHAT
LUONG CONG TAC KIEM SOAT AN NINH CONG CANG CAT LATI”.

1. La cong trinh nghién ctru ctia ban than t61 dugc dic két tir qué trinh hoc tap
va nghién ctru dudi sy huéng din ciia TS. NGUYEN LAN ANH, TS. PHAM THAI
HOANG

2. SO lidu va két qua trong dé an tot nghiép nghién ctru 13 trung thuc va chua
dugc cong bd trong bat ky cong trinh nao khéc.

T61 cling xin cam doan rﬁng moi sy giip do cho viéc thuc hién dé an tot
nghiép thac si ndy da duoc cam on va céc thong tin trich dan trong luan vin di duoc
chi rd ngudn géc.

T61 xin chiu hoan toan trach nhiém vé€ nghién ctru ciia minh.
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LOI CAM ON

Loi dau tién em xin chan thanh cam on Quy Thiy, C6 trudng Dai hoc Giao
thong véan tai Thanh phé HO Chi Minh da trang bi cho em kién thirc trong thoi gian
em hoc tap tai truong.

Em xin chan thanh cam on TS. NGUYEN LAN ANH, TS. PHAM THAI HOANG
céc thiy c6 di truyén dat cho em nhiéu kién thirc quy bau, tin tinh huéng dan, dinh
hudng gitip em hoan thanh dé an t6t nghiép thac si nay.

Xin chan thanh cam on Lanh dao Céng ty Tan Cang Sai Gon d3 tao moi diéu
kién hd trg vé so liéu, gop ¥ ndi dung gitp t6i hoan thanh dé an tot nghiép nay.

Sau cung xin gui 101 cam on dén cac anh, chi dong nghiép va cac ban hoc 16p
da hd tro, gop v chan thanh ciing nhu dong vién tdi trong sudt qua trinh hoc tap va
nghién ctru dé tai nay.

Xin chan thanh cam on!

Thanh phé Hé Chi Minh, thang 10 ndm 2025
Hoc vién thuc hién
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I. MO DAU
1. Tinh cip thiét ciia dé an

Viét Nam 12 mot qudc gia ven bién, véi ving lanh hai va vung dic quyén kinh
té rong 16n, c¢6 dién tich trén 01 triéu km2. Vung bién va thém luc dia Viét Nam
chtra dung nhiéu tai nguyén va tiém ning phong phu, rat thuan loi cho phat trién
kinh té bién. By bién Viét Nam trai dai trén 3.260km, v&i nhiéu clra ngd thong
thwong va gan cac tuyén hang hai qudc té, tao loi thé 16n cho chién luoc phat trién
kinh té bién [1]

Van tai la huyét mach cta nén kinh té, van tai phat trién s& thic déy cac nganh
kinh té khac phat trién theo. Trong thoi dai toan ciu hoa hién nay vén tai dong vai
tro rat quan trong, nhét 14 van tai bién. Van tai lién két cac nén kinh té, rat ngén
khoang cach vé khong gian dia 1y, nham giam chi phi, giam gia thanh san pham,
thuc dy thuong mai phat trién, 1am loi cho ca nguoi san xuét va tiéu dung. Trong
thuong mai quoc té thi van tai bién dong vai tro dic biét quan trong, khoang 80%
hang hoa xuét nhap khau dugc van chuyén bang dudng bién, d6 1a do dic thu nganh
van tai bién tao ra loi thé cho minh, nhu pham vi van tai rong, stc chuyén chd 16n
va chi phi van chuyén thap. Do viy nganh van tai bién trd thanh nganh kinh doanh
dich vu rat tiém nang. Nganh van tai bién Viét Nam da va dang phat trién nhanh
chong, thi trudng van tai bién Viét Nam dang dan dan mo rong theo nhip dé chung
clia xu thé thuong mai khu vyc va toan cau.

Su nghiép ddi méi, chinh sach mé cira, hoi nhap cia Viét Nam vdi cong déng
quéc té di tao diéu kién cho khdi lugng hang hoa xuéat nhap khau cua Viét Nam
tdng voi tdc do nhanh. Viét Nam chinh thtc hoi nhap vao nhiéu t6 chire kinh té 16n
trong khu vure va trén thé giéi. Dién hinh phai dugc ké t6i sau nhitng nam 1990 véi
su ky két mot loat céac hi€p dinh thuong mai ty do FTAs — Free Trade Agreements,
va gia nhap T6 chitc Thuomg mai Thé giéi (WTO) vao ndm 2007. Va t6i thoi diém
hién tai, Viét Nam di c6 quan hé d6i tac ngoai giao voi hon 170 quéc gia, xuit khau
hang hoa téi hon 230 thi truong trén toan cau, Viét Nam ciing da ky két trén 150

hi¢p dinh thuong mai tu do, thuong mai song phuong, va nhiéu hi¢p dinh da



phuong, va van con dang xuc tién, ddm phan mot loat cac hiép dinh thuong mai
khac. Chinh vi vay, thi truong Logistics va van tai Viét nam da c6 nhitng budce tién
manh m&. Theo bdo cdo ciia Ngin hang Thé gidi, chi sé hiéu qua Logistics (LPI)
cua Viét Nam da c6 sy tang trudng vuot bac, dac bi¢t trong cac linh vuc van tai va
giao nhan hang hoa quéc té.

Cudc cach mang cong nghiép 4.0 dang c6 tac dong manh mé dén cac nudc
trén thé giol & nhiéu linh vuc nhu co ciu nganh nghé, nhu cau nguén nhan luc, hé
théng quan tri san xuat, ... Giao thong vén tai 1a nganh cé tinh cong dong hoa rét
cao nén ciling s€ chiu tdc dong manh mé cua cudc cach mang cong nghi¢p nay.
Nhiing thanh tyu cta cach mang cong nghiép 4.0 ¢6 thé tai dinh hinh lai hé théng
giao thong van tai clia cac qudc gia. Piéu d6 dit ra thach thirc cho cac nha quan ly
van tai phai thay d6i mo hinh hoat dong ciing nhu nhiing chinh sach lién quan dén
van tai [2].

Trong thoi dai Internet va cong nghé madi hién nay, moi truong canh tranh
cang ngay cang khdc liét, hanh vi va ky vong ciia khach hang ciing ngdy cang cao.
Yéu cau dich vy d6i véi van tai 1a dang tin cdy, linh hoat, minh bach va tiét kiém
chi phi. Bén canh d6, nganh hang hai phai doi mat véi nhiéu thach thirc: giam thiéu
tac dong dén moi trudng, dam bao hoat dong hiéu qua va bén viing, ting kha ning
canh tranh ca trong ngan han va dai han, tuan thil cic yéu cau phap 1y nghiém ngat
hon. Pam bao an toan va hiéu qua ctia van tai bién gop phan vao hoat dong tron tru
ciia chudi cung Gng toan cau. Diéu ndy cang quan trong hon bao gid hét trong
nhimng thoi diém kho khan khi nganh nay phai giao hang hoéa quan trong trong khi
giai quyét cac van dé 16n nhu tic nghén cang 16n, thiéu container rong va gia cudc
tang cao...Giai phap tot nhat hién nay cho tat ca cac van dé trén chinh 1a thyc hién
chuyén d6i sb trong nganh dé str dung tiém ning cua tri tué nhan tao, dir liéu 10,
phan tich dir li¢u, [oT, tu dong hoa, blockchain, robot, machine learning... Cac k¥
thuat nay dugc két hop giup két ndi va thong tin lién lac thong sudt giira tat ca cac
bén lién quan trong chudi cung tmg toan ciu: thuy tht doan, hing tau, bd phan giao

nhan hang héa, cac cap quan Iy cang, cac khach hang cudi cung [3].



Cang Cat Lai nam trén séng Soai Rap, cach trung tim TPHCM khoang 24 ki
16 mét va cach cang Cai Mép (Ba Ria - Viing Tau) 37 ki 16 mét, Cat Lai la cang
quan trong ddi véi thuong mai qudc té du thuc té cang qua nho dé c6 thé tiép nhan
tau nudc sdu nhu & Cai Mép. Mic du hoat dong twong ddi tdt, cang Cat Lai phai doi
mit voi nhitng thach thie can ké c6 thé din téi tinh trang bi qué tai va lam suy giam
hoat dong kinh té trong toan khu vuc. Thach thic dau tién de doa su On dinh va hiéu
qua hoat dong cta Cat Lai chinh 14 van dé Un tic giao thong quanh cang. Trong nim
2019 udc tinh c6 khoang 6,45 triéu TEU (theo don vi container 20°) da dugc xu ly
tai TPHCM, trong d6 Cat Lai xir Iy khoang 4,97 triéu TEU va niam 2020, khoi
lugng container qua cang Cat Lai tang 1én 1a 5,821 triéu TEU. Theo Tong cong ty
Tan Cang Sai Gon (SNP) don vi van hanh cang Cat Lai, trung binh 16.400 xe to1
cang mdi ngdy, thoi ky cao diém co thé 1én t6i 20.000-22.000 xe mdi ngay. Ngoai
ra, xe phai xép hang 2-3 tiéng trudc khi dén cong cang, giy ach tic giao thong xung
quanh va doc theo nhitng tuyén dudng dan vao cang. Néu xép thanh mot hang,
16.400 xe tai dén cang mdi ngay sé trai dai téi 322 ki 16 mét [4].

Trong bdi canh d6, viée nghién ctru va tim kiém céc giai phap dé cai thién quy
trinh dam bao an ninh tai cong Cang Cat Lai 1a diéu vo cing can thiét. Pé tai nay
khong chi nhdm dua ra cac giai phap khic phuc diém yéu hoat dong bao dam an
ninh cong Cang Cat Lai ma con gép phan khang dinh thuwong hiéu ciia Tong Cong
Ty Tan Cang Sai Gon "Pén V&i Tan Cang La Pén V&i Chat Luong Dich Vu Hang
Pau". Py 13 co s ma dé tai & an ndy mang tén: “dé xuit cac giai phap ning cao
chat lugng cong tac kiém soat an ninh cong Cang Cat Lai".

2. Muc tiéu, ddi twong va pham vi nghién ctru
2.1 Muc tiéu nghién cvuu
Ung dung cong nghé hién dai kiém tra, kiém soat 100% ngudi, phwong tién, hang
hoa ra/ vao cong Cang Cat Lai.
Nghién ciru cac giai phap ty dong hoa cho cong Container Cang Cat Lai.
Pé xuit mo hinh ung dung céng tu dong cong nghé hién dai.

Danh gi4 hiéu qua kinh té - k¥ thuat ctia hé thong.



Tap hop co so 1y luan vé hiéu qua hoat dong bao dam an ninh.
2.2 Poi twong nghién va pham vi nghién civu
Hé thdng cong cang tu dong dua vao ap dung tai Cang Cat Lai nham dé kiém
soat: Nguoi (tai xé, lo xe); Xe container (déu kéo, mooc); Hang hoa (container, seal
chi).
3. Phwong phap nghién ciru

Phwong phdp lich sie: Van dung cic quan diém danh gia khach quan, toan
dién, cu thé va mang tinh phat trién khi phan tich, xem xét va nghién ctru cac muc
tiéu cua dé an. Piéu ndy bao gém viéc dwa vao cac chi sd kinh té ciing nhu tiém
nang phat trién trong hoat dong kinh doanh giao nhan hang hoa tai cang Cat Lai
trong nhirng ndm qua.

Phwong phdp thu thdp dit liéu: Hé théng quan Iy An Ninh Cong Cang Cat
Lai (ACS) [5], phan mém quan 1y dir liéu container vao ra cong cang Cat Lai
(TopVN) [6]. Céc bai viét c6 lién quan dugc ding trén céc tap chi khoa hoc.

Phwong phdp thong ké: Phuong phap thong ké duoc st dung dé nhan xét
téng quan vé quy trinh dam bao an ninh Cong Cang Cét Lai thong qua quy trinh
chuan cua t6 chie IMO.

Phwong phdp phén tich: Phuong phap phéan tich 1a cach thirc st dung qua
trinh tu duy logic dé nghién ctru va so sanh ciac mdi quan hé dang tin cdy giira cac
dir liéu théng ké duoc tr tai liéu vé hiéu qua hoat dong cua Céng Cang Cat Lai
trong thdi gian phan tich nham danh gia su hop 1y va khong hop 1y cua céc dir lidu
nay.

Phwong phdp so sdnh: Tiéu chuan so sanh trong pham vi Luan vin thac si 13
céc chi tiéu vé chat lugng dich vy, hi€u qua st dung lao dong, hi¢u qua quan ly chi
phi va két qua dat duoc cua mdi ky kinh doanh dd qua cia coéng tic dam bao an
ninh Cong Cang Cat Lai.

Phuwong phdp tong hop: Phuong phap nay sir dung nham téng hop lai nhimng

phan tich va so sanh dé dua ra nhan xét va danh gia vé thuc trang Cong tac dam bao



an ninh Coéng Cang Cat Lai, tir d6 dua ra cac giai phap nham phat ning cdo chét
lugng dich vu cong tdc ddm bao an ninh Céng Céang Cat Lai.

Y nghia thuec tién va khoa hoc ciia nghién ciru

Y nghia thyc tién: Tir két qua so sanh, phan tich cua dé an, day sé 1a co so dé
dua ra cac kién nghi ciing nhu giai phap c6 tinh kha thi cao, muc dich 13 ning cao
hiéu qua hoat déng ciing nhu hiéu qua san xuat, kinh doanh cua Cong Ty.

Y nghia khoa hoc: P& an s& 1a mot hé thong hoa co s& 1y thuyét, quy trinh vé
hiéu qua hoat dong cong tac dam bao an ninh cong Cang Cat Lai. Pua ra cac chi
tiéu danh gia, bao gébm: nhom chi tiéu danh gia quy trinh, nhom chi tiéu danh gia
hiéu qua hoat dong cong tic dam bao an ninh cong Cang Cat.

Két qua nghién ctru ciing s& 13 tai liéu tham khao cho cac don vi, doanh nghiép
cung linh vyec.

4. Két cdu ciia dé an

Ngoai phén tom lugc, muc luc, danh muc bang biéu, hinh v&, danh muc tir viét
tat, tai liéu tham khao va két luan. Luan vin duoc két cau theo 3 chuong nhu sau:

Chuwong 1: Co S Ly Thuyét Va Co Sé Phap Ly Ciia An Ninh Cong Cang

Chuwong 2: Thyc Trang An Ninh Cong Cang Cat Lai

Chuwong 3: Giai Phap Va Kién Nghi Nang Cao Chat Luong Cong Tac Kiém
Soat An Ninh Cong Cang Cat Lai



I1. NOI DUNG CHIiNH

CHUONG1. COSOLY THUYET VA CO SO PHAP LY CUA AN
NINH CONG CANG
1.1 Tong quan vé an ninh cong cing

Cang la cac nut lién phuong thic quan trong trong mang ludi van tai hang
hoéa va hanh khéach ciing nhu cac diém kiém sot bién gi6i quan trong, an ninh cang
¢ tim quan trong toi cao khong chi vi cac chtrc nang vén tai, trao d6i hang hoa ma
con vi vai tro 13 cac diém kiém soat, trong an ninh khu vuce, qudc gia va thé gigi [7].

1.1.1 Dinh nghia va khai niém

Céang bién 1a khu vuc bao gom ving dat va ving nuée duoc xac dinh ranh
gidi dé xay dung va khai thac cic ciu cang, khu neo, khu chuyén tai, kho bai,
xuong stra chita, co s hau can va cac cong trinh ha tﬁng k¥ thuat khac phuc vu cho
tau thuyén ra, vao hoat dong hang hai [8].

Co s& Cang 1a dia diém — do chinh phil x4c dinh — noi dién ra su tuong tac
giita tdu va cang. Co sé nay bao gom cac khu vuc nhu: cau bén, bai hang, nha ga,
khu vire kiém tra an ninh, va 16i tiép can tir bién vao [9].

An ninh 13 trang thai binh yén cta xa hoi, ctia nha nudc, su 6n dinh viing
chic cta ché d6 chinh trj xa hoi [10].

khai niém khac vé an ninh: An ninh 13 tip hop cac phuong tién/hanh dong dé
dam bao an toan, dac biét la chéng lai cac moi de doa ¢ y; bao gém tAt ca cac bién
phap, hanh dong hoic hé thong nham ngin chin cac mdi de doa cb ¥ gdy nguy hiém
cho an toan [7].

An toan 1a mdt trang thai dugc bao vé khéi su ton hai hodc cac két qua khong
mong mudn khac. Sy an toan ciing c6 thé dé cap dén viéc kiém soat cac mbi nguy
duogc cong nhan dé dat duwoc mirc d6 rui ro chép nhan duoc [11].

khai niém khac vé an toan: An toan 1 trang thai khong c6 rai ro hoic nguy

hiém (tir nhién hodc do con ngudi gay ra, vo tinh hodc ¢b ¥); khi duoc st dung nhur



mot thudc tinh, né bao gém tat ca cac bién phap, hanh dong hoac h¢ théng nham
dam bao trang thai an toan [7].

An toan / an ninh dé cap dén cac moi de doa / nguy hiém ddi v&i mot hodc
nhiéu muc cta thang gia tri xa hoi. Cac mdi de doa an ninh ngu y su tdn tai cia mot
hodc nhiéu nguoi co6 y dinh xam pham mot hoac nhiéu khia canh cua su an toan cia
cong dén, co thé sir dung mét sé phuong tién nhat dinh (nhu vii khi, co s& ha tang,
phuong tién truyén thong, moi truong, kién thirc/kha nang chuyén mén, v.v.) [7].

An ninh cang bién 1a tdp hop cac bién phap, hoat dong nham bao dam an
toan, an ninh, ngan chan va ddi ph6 hi€u qua véi cac mdi de doa an ninh, bao gém
hanh vi khung bd, cudp bién, buédn l4u, gian 1an thuong mai va cac hoat dong bat
hop phap khéc trong khu vuc cang bién [12]. Theo Bo luat qudc té vé An ninh tau
va bén cang (ISPS Code) ciia To chirc Hang hai Qudc té (IMO), an ninh cang bién
bao gom céc bién phap phong ngira dé bao vé an ninh cho tau thuyén, cang va céc
co sO cang bién nham giam thiéu rdi ro an ninh va anh huéng ca cac sy ¢d an ninh
c6 thé xay ra [9].

An ninh cong cang 13 tdp hop cac bién phap, quy trinh va cong nghé nham
bao dam an toan cho khu vuc cira ra/vao cua cang bién, noi dién ra hoat dong giao
nhan hang hoéa va phuong tién van tai. Cong cang la “diém kiém soat then chét”
(key checkpoint) dé nhan dang va ghi nhan moi thyc thé (nguoi 1ai, xe chd hang,
container) ra vao khu vuc han ché [13].

1.2 Nguy co va thach thic tai khu vie cong cang

Tai khu vuc cong ra/vao cang, cac mdi de doa phd bién gom: Xam nhap trai
phép (phuong tién hodc ngudi khong duoc phép vao khu vuc han ché), budn 1au
(chat cam, vii khi, ma tay...), khing b va pha hoai (gai bom, tdn cong vt liéu
nguy hiém), trom cip hang héa va pha hoai vao hé thong thiét bi cang. Céac thyuc
hanh an ninh chi ra rang cac cang thuong bé tri bién phap nhu kiém tra container,
sir dung camera giam sat, hé thong chiéu sang day dii dé ngan chan trom cap hang,
thanh 1ap luc lugng chuyén trach dé xir 1y nguy co khung bd hodc pha hoai [14].

Ngoai cac moi de doa ké trén, con c6 thach thic ky thudt va yeu to6 con nguoi, vé k¥



thuat, viéc bao dam an ninh cbng cang gip kho khin do quy mé 16n giy ra “ving
mu” giam sat va chiéu sang khong dong déu; viéc can bang giita an ninh chit ché va
lru thong xe 16n tai céng cang ciing rat nan giai [15]. Hé thong kiém soat dién tur
(barie, thé tir, camera) can 6n dinh va dugc duy tu bao dudng thuong xuyén dé
khong thanh diém yéu, rui ro nhu sai sot cia nhan vién an ninh, lo 1a, hoac bi mua
chudc ludn ton tai. Cac nghién ctru xac dinh “I8i cia con ngudi (human error) va
hanh vi ¢b ¥ (t6i pham, khung b4)” 1a mot trong nhitng yéu t6 rii ro chinh trong an
ninh cang [16]. Do d6, dao tao bai ban, luan phién ca, kiém soat giam sat chit ché
va minh bach trach nhiém ctia mdi c4 nhan 14 rat quan trong dé khic phuc yéu té
nay.
1.3 Khung phap 1y qudc té va Viét Nam

Bao dam an ninh Céng Cang 1a mot nhiém vu phire tap, doi hoi su két hop
giita nhimg quy dinh phap 1y mang tinh bat budc va céc tiéu chuan k¥ thuat, quan tri
hd trg. Hé thong vin ban, tiéu chuan vé an ninh cong cang cé thé phan thanh cac
nhém chinh: (1) Khung phap 1y qudc té, (2) Khung phap 1y Viét Nam, (3) Chuan
quan tri — danh gid rui ro, (4) Tiéu chuan thiét ké k¥ thuat, va (5) Hudng din — thuc
hanh t6t.

1.3.1 SOLAS Chuong XI-2 va ISPS Code

Sau su kién 11/9, Cong udc SOLAS dugc bo sung Chuong XI-2 va B9 luat
ISPS (International Ship and Port Facility Security Code) bat dau c6 hiéu luc tir
1/7/2004 tré thanh khung phap 1y toan cau bét budc vé an ninh hang hai va cang
bién, quy dinh chi tiét vé vai trd, trach nhiém cua chinh phi1 va doanh nghiép cang
trong viéc danh gid nguy co va thuc hién cac bién phap bao vé phong ngira cic mdi
de doa tai cang qudc té [17]. Thiét 1ap ba cdp do0 MARSEC (1-3) va yéu cau mdi
cang soan thao “Port Facility Security Plan — PFSP”, dinh nghia r0 bd bi¢n phap
kiém soat truy cap mg véi ting cap, 100 % kiém soat nguoi-xe-hang tai cong &
MARSEC 1; ting tan suat soi chiéu, tuan tra vii trang va giam sat CCTV khi nang
1én MARSEC 2-3, luu nhat ky ra-vao, cip/thu hdi thé hodc ma QR, dong thoi thiét
1ap quy trinh phan g nhanh khi mitc MARSEC thay d6i [18].



1.3.2 huéng dan NVIC 09-02 CH 6

12 mot hudng dan cdp nhat méi nhat do Luc luong Tuan duyén Hoa Ky (US
Coast Guard — USCG) ban hanh, nham muc dich hd trg thuc hién hiéu qua cac yéu
cAu vé an ninh hang hai theo Lut An ninh Vén tai Hang hai Hoa Ky (Maritime
Transportation Security Act - MTSA), cung cip huéng dan cu thé vé viéc xay dung,
trién khai va duy tri cic ndi dung danh gia An ninh Khu vyc Hang hai (Area
Maritime Security Assessment - AMS Assessment), Ké hoach An ninh Khu vuc
Hang hai (Area Maritime Security Plan - AMSP), muc tiéu cudi cung 13 ting cudng
bao vé an ninh cho céc cang bién, co s& hang hai, tau thuyén va toan bo hé thong
giao thong hang hai quéc gia cia My, xac dinh céc mdi de doa, diém yéu va hau
qua tiém tang, Panh gia toan dién cic nguy co vé an ninh vat 1y, an ninh mang, con
nguoi, va hoat dong hang hai, La co s¢ dé xay dung ké hoach an ninh khu vuc hiéu
qua, bao gdm an ninh vat 1y: kiém soat vao/ ra cang, hang rao , tuan tra, giam sat
bang CCTV; an ninh mang: (mg pho su c¢d an ninh mang, xac dinh vai trd va trach
nhiém cac bén lién quan trong trudng hop xay ra su c¢6; NVIC 09-02 CH 6 13 huéng
dan chi tiét, quan trong, ho tro hiéu qua viéc trién khai cac tiéu chuan va bién phap
an ninh tai cac cang bién Hoa Ky, gop phan bao dam an toan, 6n dinh hoat dong van
tai bién trong moi trudng an ninh ngay cang phire tap hién nay [19].

Nhiege diém: Khong phai luat chi 1a huéng din; tuan tha phu thudc vao ning
luc thyc thi cia COTP/FMSC, doanh nghiép cang, khdi luong tai liéu 16n, phuc tap
(7 enclosures) — cang nho khé dap tng day du, trong tAm Hoa Ky: mot sé yéu cau
(vi du phan cap thim quyén COTP) kho “bé nguyén” sang hé théng phap 1y khac,
doi hoi ndi dia hoa.

1.3.3 Chi thi 2005/65/EC ciia Lién minh Chau Au
Muc tiéu Chi thi: Chi thi 2005/65/EC nham ting cudng an ninh tong thé cho

toan bd khu vyc cang.
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Pham vi dp dung: Ap dung cho moi cang bién thwong mai c6 mot hoic nhiéu
co sO cang da dugc phé duyét theo ISPS Code, Khong 4p dung cho cic co s& quan
su, Mdi qudc gia thanh vién x4c dinh ranh giéi cang dua trén danh gia an ninh.

Cdc yéu cau chinh:

Dénh gia an ninh cang (Port Security Assessment - PSA): Xac dinh cac tai
san trong yéu, méi de doa, diém yéu, kich ban tdn cong va cac bién phap dbi pho,
La co so xdy dung ké hoach an ninh cang.

Ké hoach an ninh cang (Port Security Plan - PSP): Phai tich hop cac ké
hoach cta ting co so cang (facility), Dé ra cac bién phap an ninh twong tmg véi 3
cap do6 an ninh (Security Levels 1-3), Néu r& quy trinh kiém soat nguoi, phuong
tién, hang hoa, quy trinh bao cdo va huan luyén.

T6 chirc va nhan sw: Mdi cang c6 Co quan an ninh cang va Si quan an ninh
cang (Port Security Officer), hanh lap Uy ban an ninh cang, 1a dau méi qubc gia
duogc chi dinh dé lién lac v6i Uy ban EU.

Co ché kiém tra va giam sat: Viéc tuan thu sé dugc kiém tra dinh ky, it nhat
5 nam/lan, Phéi hop kiém tra véi Quy dinh (EC) sé 725/2004 dé giam chdng chéo.

Phu luc kem theo:

Phuy lyc I: Yéu cau chi tiét ddnh gia an ninh cang.

Phu luc II: Céu tric ké hoach an ninh cang.

Phuy lyc III: Bai tap huan luyén an ninh bat budc (it nhat 1 1an/nam).

Phy lyc IV: Piéu kién ddi véi to chirc an ninh dugc cong nhan.

Han ché: Ap luc ngu@m luc, mot sb cang nhé gip kho vé tai chinh, nhan sy
khi trién khai ddy du (camera, kiém soat truy cap, dién tap), Khong dé cap chi tiét
rui ro mang, UAV, Pham vi chi d4p dung cang c6 co s& ISPS cang song ndi dia hodc
bén du lich nho c6 thé “lot ludi",

Y nghia: Chi thi 2005/65/EC 1a mot budc mo rong quan trong cua ISPS
Code, chuyén tor bao vé “giao dién tau/cang” sang bdo v¢ toan bd khu vuc cang, bao
gém ca hoat dong logistics, giao thong ndi bd, bai container, kho bai... nham tao ra

chudi an ninh tich hop va théng nhét tai cac cang bién EU [20].
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1.3.4 Co s& phap 1y quan Iy an ninh bén cang tai Viét NAM

Tai Viét Nam, Luat Hang hai (nam 2005, stra doi 2015) 1a van ban khung
quy dinh chinh vé& quan 1y hoat dong hang hai va cang bién, luit ndy yéu ciu cang
bién phai dam bao an toan, an ninh va lap phuong an mg phoé cho tinh hudng khan
cép [21]. Cu thé, Khoan 1, Diéu 106 Luat Hang hai bét bude cang co Ké hoach An
ninh Cang (PFS); Dong thoi, B6 GTVT ban hanh cic théng tu va quy chuin k¥
thuat hudng dan chi tiét nhu: Nghi dinh 37/2017/ND-CP quy dinh diéu kién cap
phép cang, yéu cau thanh 1ap don vi quan 1y bao dam an toan, c6 bd phan an ninh
chuyén trach va cén bg an ninh duogc dao tao, cép chirng nhan tuan tha ISPS Code
[21]. Ngoai ra, BO GTVT ban hanh nhiéu thong tu va Quy chuan k¥ thuat nhu:
Thong tu 22/2016/TT-BGTVT huéng dan chi tiét noi dung PFS va tiéu chuan an
ninh cang; QC Ky thuat Qudc gia nganh Puong thuy ndi dia QCVN
20:2017/BGTVT quy dinh vé quan 1y cang va dich vy hang hai. Cac vin ban nay
quy dinh cu thé vé trinh ty kiém tra gidy to, kiém tra hang hoa va giam sat an toan,
dam bao hé thdng an ninh céng cang dong bo véi yéu cau qudc té. Toém lai, khung
phap 1y Viét Nam vé an ninh cang bao gém: Ludt Hang hdi 2015, cac Nghi dinh
lién quan, Théng tw, Quy chudn ky thudt ciia B6 GTVT, va viéc Viét Nam tuan thu
ISPS Code 12 bit budc ddi v6i cac cang dén nhan tau nudce ngoai [21].

Han ché: Ung phé véi thiét bi bay khong ngudi 1ai hodc tich hop hé théng
giam sat cong nghé cao chua duogc dé cap 10, V& murc do chi tiét, so véi cac huong
dan quéc té, mot sd van ban Viét Nam van mang tinh nguyén tic, chua ban hanh

cac tiéu chuan k¥ thuat cu thé cho tirng hang muc.

Bang Tong hop
Nhém | Muctieu | YAnban/ticu Noi dung then chét
chuan tieu biéu
Kh - SOLAS Ch. XI-2 ‘ ,
h,“nlg, Xaclap | ¢ 1SS Code MARSEC 1-3; yéu cau rao, chiéu
phap 1y mucan 1 1vMo) sing, giam sat trong PFSP [18].
quoc té ninh, thu Mé rone ISPS cho toan kh
(bit budc) | tuc PSP | EU Reg. 725/2004 | MO rong ISPS cho toan khu vuc
cang [22].
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Directive Bao vé toan cang, khong chi cau
2005/65/EC bén [20].
Dinh dang “Facility Security

Ilil/[\j;ls(jA 0(9[f (?% _Ch. 6 P!an”, ‘bé tri rao-dén-CCTV kin
hang rao [19].
Khung Cu thé hoa QCVN §1.3.2 yéu ’céu bao dam an ninh
phap ly ISPS 107:2021/BGTVT | trét tu, chiu sang, bién bao quanh
Viét Nam — Cang bién bén, kho [23].
R Piéu 4-8: danh gi rui ro, kiém
Chudn | rinh | 1SO 28000:2022 | sodt vat Iy (fence, IDS, lighting)
quan tr.lf PDCA an [24].
danh gia ninh Phu | - checkli .
riii To 1SO 20858:2007 u luc B: checklist chi ti€t rao,

ving trong, cong, camera [25].

UFC 4-022-03/ | Rao>2,13-2,4 m + 0,5 m chdng

. 2 n « | ISPS Fence leo; “clear zone” 3—-6 m; cam bién
Ti€u chuan | Thong so6 _—
KA1 \ .z | Guideline rung [26].
thiét ké k¥ | rao, chiéu —
thuat sing Lighting for )
' Perimeter Security | Chi€u sang > 10 lux doc rao, IR
(Accu-Tech) khi cén giam choi [27].

APEC Manual of | Kich ban “vét la ném qua rao”,
Maritime Security | “dot kich ban dém” [10]

Drills & Exercises | homeport.uscg.mil

ILO-IMO Code of
Practice on Khuyén céo tuan tra 2 1an/24 h
Security in Ports quanh rao [28].

Huéng dan | Dién tap,
& thuc mod phdong
hanh tot su cO

Bang 1 Khung phap 1y
Nguodn: Tac gia (tong hop).

1.3.5 Két Luén

Van ban phap luan/tiéu chuan trén day dong vai tro b6 tro 14n nhau, tao nén
nén tang phap 1y—k¥ thuat—quan tri cho hé théng an ninh cong cang. Khung phap ly
quéc té va Viét Nam thiét 1ap hanh lang bét budc va trach nhiém thuc thi, trong khi
céc chuan quén tri rii ro dua ra phuong phap khoa hoc dé t6 churc trién khai an ninh
hiéu qua. Céc tiéu chuén thiét ké k¥ thuat dam bao phuong tién, thiét bi vat 1y dat
yéu cau bao vé can thiét, con cac huéng dan — thyc hanh tét giup hoan thién vé con
nguoi, quy trinh va nudi dudng van hoa an ninh mot cach lién tuc. Viéc danh gia va
hoan thién hé théng an ninh cong cang trong luan van can mot cach tiép can tong

hoa, van dung vu di€ém cua tirng nhom van ban/tiéu chuan, dong thoi nhan dién va
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khic phuc nhirng bit cip cua ching (nhu dd phén tich). C6 nhu vy, giai phap dé
xuat méi dam bao tinh toan dién, kha thi va phi hop xu thé qudc té, gop phan xay
dung cong cang thuc sy an ninh trong bdi canh héi nhap va nhirng thach thirc an
ninh moi.

1.4 M6 hinh nghién ctru dé xuit an ninh cdng cang

M6 hinh va phwong phap nghién ciru

Mb hinh Uu diém Han ché Pham vi ap dung
PFSA Theo chuén ISPS, Dinh tinh, khong Lap ké hoach PFSP,
nén tang phap Iy rd | dinh lugng MARSEC
Chu trinh cai tién Can dau tu thoi Quan 1Y tong thé hé
ISO 28000 | lién tuc, tich hop gian, tai nguyén Y ayn " ngh ;
KPI trién khai £
AHP/ Dinh luong, vu tién | Phu thudc vao y So sanh yéu td, lap
Fuzzy AHP | rd, minh bach kién chuyén gia ma tran uu ti€n

Pon gian, tryc quan, | Can AHP dé chuan | Danh gia tac dong,
hd trg quyét dinh hoa trong s6 so sanh kich ban
Bang 2 M6 hinh nghién ciru
Nguon: tac gid (2025)

SII

1.4.1 PFSA — Port Facility Security Assessment

PFSA 14 yéu cau bat budc ciia ISPS Code: si quan an ninh cang (PFSO) phai
liét ké toan bo tai san then chét — tir hang rao, barie, CCTV, Autogate cho téi phan
mém PMIS va ngudn nhan lyc — roi d6i chiéu timg tai san v6i cac mbi de doa ticu
chuan nhu budn lau, VBIED, tan cong mang. Sau khi do luong cac “khe ho” nhu
gbc mu camera, chiéu cao rao thip, API chua ma hoa, PFSO gan diém likelihood va
impact trén ma tran 5 x 5 dé t6 mau do—cam—xanh mirc rai ro. Két qua cudi — Risk
Register — 1 co s& phap 1y dé an dinh cAp MARSEC phu hop cho timg cong [29],
[30]. Theo ISPS Code, Phan A, Piéu 15-16 [31], PFSA 14 quy trinh nén tang gitip
PFSO (Port Facility Security Officer) nhan dién, phan tich va gidam thiéu rui ro an
ninh trude khi xdy dung Ké hoach An ninh Cang (PFSP) va xac dinh cip do
MARSEC thich hop. Cac budc thyc hién c6 thé trinh bay ngian gon nhu bang sau:
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Panh gia An ninh Cong Cang - PFSA

Budc PFSA Noi dung cét 16i Vi tri trong cang
Liét ké ha tang & ngudn lic then chdt: | Cong A—E, 07 thiét
1. Xac dinh tai khu vuc cong, méy soi chiéu, hé thong bi X-ray, 300
san CCTV, dit liéu PMIS, nhén su tuan camera, h¢ thong
tra... TOPX/TOS
> Nhén dién de Khung bo,‘ budn %au,( truy cap trai phép, X‘e lu?ng X?}’lh chd
doa : gian lan hang hoa, tan cong mang hang cam, gia mao
: (SCADA/IoT)... RFID e-seal
0 A ;
Khoang trong gitra bién phap hién co 12/) tuyen container
A e 1R khong lot khung
3. Phan tich 10 va yéu cau chuan: thiéu goc chét 2
P camera; chua kiém
hong CCTV, nhan sy mong ca dém, quy A
\ : Z 1ox tra nén tang API
trinh check-in chua s6 hoa...
ePort
4. Danh sid rii Ma tran 5 x 5: R = Likelihood X De doa budn lau: L =
r;) g Impact; thiét 1ap ngudng hanh dong 3,I=4=>R=12
(ALARP). (Cao)
Tang cuong kiém soét truy cap, bo Trién khai “Auto-
5. Dé xuat bién sung OCR/ANPR-RFID, huéan luyén Gate”, phu 95 %
phap nhan sy, cap nl;eit SOP & diém kiém CCTV, huﬁq luyén
soat k¥ thuat so. MARSEC cap 2

Bang 3 Cac budc thuc hién PFSA
Nguon: Téc gia (2025)

Khung PFSA — v6i cac budc bt budc, cac biéu miu chuin héa va ma tran
rii ro dinh luong — 14 “xwong sdng” cho moi mé hinh nghién ctru an ninh cong
cang.

1.4.2 ISO 28000 — Chu trinh PDCA

Néu PFSA gidng “anh chup” ban dau, ISO 28000:2022 bién birc anh 4y
thanh “dong video” lién tuc. T6 chirc dat muc tiéu va chi sd (Plan), trién khai bién
phap ky thuat — chang han nang barie 1én chuan K-rated hay thém RPM soi
container (Do), theo ddi KPI nhw MTTD, MTTR, Gate-dwell-time (Check) rdi diéu
chinh quy trinh hoic bd sung dau tu (Acf). Cach tiép can PDCA nay bao dam rai ro
dugc giam sat dong va PFSP luon bam sat thyc té khai thac [32].
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Mo hinh ISO 28000 — chu trinh PDCA
Giai doan Noi dung chinh Ung dung thuc té

Nhan dién rui ro, | Phan tich dong phuong tién, dit li¢u

PLAN - Lép ke 14p muc tiéu ePort

hoach an ninh

Trién khai kiém | Checkpoint, Autogate, kiém tra gidy

DO - Trién khai soat, cong nghé | to

thuc hién

Do luong hi¢u Thoi gian trung binh phat hién su ¢6

Y .. | qua, KPI (MTTD), Thot gian xu 1y su co
S:Hfffsa tD anh gia (MTTR), Thoi gian xe dimg ch
g (dwell time)

ACT — Cai tifn vi Hi¢u chinh, cai | Nang cap camera, t01 uu nhan luc
—Lal tien va tién hé thong

cap nhat

Bang 4 Mo hinh ISO 28000
Nguon: tac gia (2025)

Ap dung ISO 28000 vao cong cang khong chi gitip ting kha ning phan tng
v6i sur ¢b, ma con: THi vu quy trinh giao nhén, giam thiéu 16i do con ngudi, tich hop
hé théng kiém tra - giam sat - canh bao, tang do tin cdy va minh bach trong kiém
soat an ninh logistics.

1.4.3 AHP / Fuzzy AHP

AHP (Analytic Hierarchy Process) 1a mot phuong phap ra quyét dinh da tiéu
chi (MCDM), duoc phat trién bdi Thomas L. Saaty, nham chuyén hoa danh gia dinh
tinh thanh dr liéu dinh luong thong qua so sanh cap gitra cac ti€u chi [33].

Trong linh vyc an ninh cong cang, AHP hd trg xac dinh mirc dd wu tién cia
ting yéu to nhu cong nghé kiém soét, nhan lyc, thoi gian xir 1y... tir d6 gitp ra quyét
dinh dau tu hodc cai tién hé théng, sir dung nhém chuyén gia 1an luot dit cau hoi:
“ha tang quan trong hon CNTT bao nhiéu 1an?”, “nhan lyc so v&i quy trinh?”...
Diém s 1-9 trong thang Saaty duoc dua vao ma tran, thuit toan eigenvector sé sinh

ra trong sO w;; néu chi s6 nhat quan CR < 0.1 thi b trong s0 dugc chap nhén, co
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bién thé Fuzzy AHP thay gia tri 1-9 bang s tam gidc md dé giam sai léch phan

doan khi y kién chuyén gia khong dong thuan hoan toan [34].
Cac budc thuc hién AHP:

Cac buéc thuc hién AHP

Buéce Noi dung thyc hién Mo ta
B1 Xay dyng cdu trac phan cdp | Muc tiéu — Tiéu chi — Phuong an
A A . - So sanh ti€u chi tirng cap theo thang
B2 Lap ma tran so sanh cap didm Saaty
B3 Tinh trong s6 (W) Chuan hoéa va tinh vector riéng
B4 Kiém tra d6 nhit quan CI, CR dé dam bao dit liéu logic
B5 Tong hop & xép hang Ap dung trong sb vao danh gia ting
phuong an phuong an

Bang 5 Cgic buwoc thuc hien AHP
Nguon: Tac gia (2025)
Phuong phdp AHP va Fuzzy AHP cung cap cong cu dinh luong manh mé

cho cac nha quan 1y cang trong viéc: Ra quyét dinh vé uvu tién dau tu, So sanh

phuong an cong nghé an ninh, Pam bao tinh minh bach va nhit quan trong 1ap luin

k¥ thuat.

1.4.4 Security-Impact Index (S-Index)

S-Index 13 mot chi s6 gdp (composite index) dugc tinh bang cach nhan diém

riii ro cua ting tiéu chi s; (1ay tir PFSA/ISO 28000) véi trong s6 AHP (w;) 10i cong

lai theo cong thurc:

vOi w; — 1

Security-Impact Index (S-Index) 12 mot chi s tong hop dinh luong, duoc

xdy dung nham danh gia mutc d6 tic dong an ninh ciia cac giai phap, thiét bi hodc

quy trinh trong mot hé théng an ninh téng thé [35]. Chi s6 nay phan 4nh mirc do
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dong gop cua ting yéu to vao kha ning: Phat hién mdi nguy an ninh, phong ngira
cac tinh hubng rui ro, tng phé hiéu qua véi sy ¢b tai cac diém trong yéu nhu cong
cang, checkpoint container, hé théng kiém soat truy cip thong minh. Chi s6 S-Index
thuong dugc st dung dé so sanh cac phuong an cong nghé: Autogate dung
RFID/OCR, Hé théng soi chiéu X-ray container, Hé théng giam sat Al, camera
phan tich hanh.

Chi s6 S-Index (Security Index) diung dé danh gia mirc d9 an ninh tong
hop ciia cong cang, dya trén nhoém cac yéu t6 anh hudng chinh dén kha ning
phong ngira — phat hién — &ng phé rii ro an ninh. Mdi yéu t6 duoc chim diém
theo thang 1-5 va gan trong s6 theo mirc quan trong (AHP hodc chuyén gia xac
dinh).

Cong thirc don gidan héa

S = w; X
. Lo

Trong do:
S: Chi sb an ninh téng hop (S-Index, 0—1)
wi: Trong sb cia yéu t6 thir i (3 wi=1)
xi: Piém danh gia ciia yéu t6 thir i (thang 1-5)
xmax: Diém t6i da (5 diém)
Quy trinh tinh
- Xac dinh cac yéu to anh hwéng an ninh (ha tﬁng, cong ngh¢, nhan sy,
quy trinh, phdi hop lién nganh, v.v.).
- Cho diém tirng yéu t6 dya trén tiéu chuan danh gia va thyc trang.
- Chuén héa diém vé thang 0—1: Xi=xi/x_max
- Nhan trong s6 AHP: Wi. Xi

- Cong toan b cac thanh phin dé ra chi sé tong hop S_Index
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Minh hoa qud trinh tinh chi sé S-Index sau khi dp dung Auto-gate

Chi s6 S-Index cong cang Cat Lai sau khi 4p dung Auto-gate

Yéu té Trong s6 Wi Piém xi Chuin héa Piém sb
Ha tang vat Iy 0.15 4 0.80 0.12
Cong g ¢ 0.20 45 0.90 0.18
tu dong hoa
Gl i 0.15 45 0.90 0.14
oip . . . .
Nhén su 0.10 4 0.80 0.08
00 g 0.10 35 0.70 0.07
un tac
Gi61 han
b 0.10 3 0.60 0.06
i ligp 0.10 5 1.00 0.10
nganh
| 506 e 0.10 4 0.80 0.08
bdo rui ro
Téng S-Index 1.00 0.83

Bdng 6 Minh hoa qud trinh tinh chi s6 S-Index
Nguon: Tac gia.

Két Luan:

Chudi PFSA — ISO 28000 — AHP/Fuzzy — S-Index vi thé tao thanh mot
vong khép kin: PFSA dinh vi rti ro, ISO 28000 bién rui ro thanh KPI giam sat,
AHP gan trong s6 wu tién, va S-Index tong hop dé ra quyét dinh dau tu ciing nhu
chtrng minh hiéu qua sau cai tién, do d6 dy 1a khung 1y thuyét dap tng dong thoi
yéu cau phap 1y ISPS, chuan quan trj ISO va nhu cau dinh luong trong quan tri hién
dai ctia cOng cang.

1.5 Céc thanh phan va yéu to chi phdi an ninh cong cing

An Ninh Cong Cang 1a mét 16p bao vé trong yéu trong mo hinh “phong tha
theo chiéu sau” (defence-in-depth) ctia cang bién, moi tiéu chuan qudc té-dic biét 1a
Bo Quy tic ISPS va Huéng din PFSA (Port Facility Security Assessment)-déu yéu
cau danh gia rui ro riéng cho cbng, vi day 1a “nut c¢d chai” (choke-point) noi tai san,

con nguoi va dir li¢u hoi tu cung luc, PFSA chi ra phai xdc dinh tai sdn then chét,
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cac de doa tiém tang, xdc suit xay ra, hiu qua va bién phap giam thiéu & cap
cong trude khi dua vao Ké hoach An ninh Cang [36].
1.5.1 Thanh phén cu tao cong cang
Thanh phan cta cong cang 12 mot to hop cac yéu té ky thuat, cong nghé va
van hanh nhim dam kiém soat hiéu qua ngudi, phuong tién va hang hoa ra vao

cang.

STT Yéu t6 M5 ta & co ché anh huéng

S6 lugng lan, dai phan cach, cong barie,
bai dém (buffer zone), rao ngoai vi,

Cl | Ha tang vat 1y & thiét ké chiéu sang, camera, vat can chdng xe lao
thang. Ha ting yéu — d& d6t nhép, kho
kiém tra 100 % ludng xe [37].

Cap/thu hoi the, diang ky trudc
(appointment), hai budc xac thyc
container-1ai xe (seal + ID), kiém soat
khach. Long 1éo — gia mao th¢,
container rong tra hinh [38].

OCR nhan sb container/bién s, RFID/e-
seal, ANPR, Face-matching,
can/radiation portal. Nang do chinh xéc,
giam thoi gian, nhung phu thudce an ninh
mang va hiéu chinh thiét bi [39], [40].
Két ndi TOS, ePort, E-DO, PCS, AIS.
Thiéu lién théng — “dit liéu md ¢6i”,
C4 | Tich hop dit liéu & CNTT cham d6i chiéu thong quan, phi, tinh
trang seal. Rui ro tan cong mang khai
thac 16 hong IoT [41].

SOP 16i vao/ra, cap d6 an ninh ISPS (1-
3), quy trinh tdng cuong khi threat level
C5 | Quy trinh & mirc d6 tuan tha | thay ddi, phdi hop hai quan - bién
phong. Quy trinh khong cap nhat — “ké
hé thu tuc” [37].

Trinh d9, dao tao, phan ca, chéng noi
gian, stress do cao diém. Thiéu nhan sy
hodc mét moi khién kiém tra so sai, bo
sot canh bao [42].

Kiém soat truy cap ngudi &

€2 phuong tién

Cong ngh¢ nhan dién & tu

€3 dong hoa

C6 | Nhan sy & yéu td con nguoi
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Luu luong gid cao diém, tau ghép
Khéi lwong & mo hinh giao chuyén, 18 Tét. Un @ tru6e cong lam
thong ting nguy co trom cap, khing b xe co
bom, chen ngang [38].

C7

Hang nguy hiém (IMO class 1-9), gia tri
cao, lanh. Mdi nhoém doi héi bién phap
kiém soat, niém phong, soi chiéu khac
nhau [43].

C8 | Dac tinh hang ho4 & container

Puong két ndi, bai dau cho, giao cat do
thi. Néu tic nghén bén ngoai, hang loat
xe dung lau ngoai hang rao—muc tiéu
trom cép, bat coc [44].

C9 | Boi canh bén ngoai cong

Ma tuy, budn lau, nhép cu trai phép,
Murc de doa & hoat dong toi khing b, thiét bi IED. Pe doa tang lam
pham/cuc doan thay d6i Security Level, ép nang cuong
d6 kiém tra [45].

C10

Bang 7 yéu té tdac dong dén an ninh cong cang
Nguon: Téc gia (2025)

Mudi yéu t6 C1-C10 tao thanh khung “hé sinh thai” an ninh ciia cong cang,
bao phu day du ba giai doan Ngiin chiin — Phat hién — Phan wng. C1 (Ha tang vat
Iy) dat 16p phong thil cting dau tién v6i hang rao, barie, chiéu sang va CCTV; C2
(Kiém soat truy cap) khoa chit nguoi va xe qua xac thuc da yéu td; C3 (Tyu dong
hoa & nhan dién) s6 hoa thao tac béng OCR, RFID, Face-match, rut ngén thot gian
nhung van bao dam do chinh xac. Lép cong nghé d6 phai duoc nudi dudng boi C4
(Tich hop dir li€u & an ninh mang) — “mach mau” dam bao dir li¢u lién mach va an
toan. TAt ca van hanh theo C5 (Quy trinh & tuén thi) — bo quy trinh linh hoat theo
cap 40 MARSEC, va duoc con ngudi — C6 (Nhén sy & dao tao) — thuc thi, giam
sat. Ap luc thuc té dén tir C7 (Luu luong & Un tic) va C8 (Pic tinh hang hoa), budc
hé théng phai vira nhanh vira chinh x4c, trong khi C9 (Ngoai vi & dudng két ndi)
bao chtg mdi trudng bén ngoai khong pha hong 16p phong tha. Cudi cung, C10
(Mirc de doa & hoat dong tdi pham) 1a “nhiét ké” xac dinh khi nao phai nang cap
bién phép, chuyén trang thai khan. Su phéi hop hai hoa cua 10 yéu t6 ndy — tir co s&
vat chét, cam bién, quy trinh cho t&i con ngudi va bdi canh — chinh 1a diéu kién tién

quyét dé duy tri cong cang an toan nhung théng sudt trong moi kich ban rui ro.



21

Két lugn: Ngan chéin — Phat hién — Phan img khong phai ba “khdi doc 1ap”
ma 13 dong chay rui ro: cang ngin chin t6t, khdi lugng phat hién giam; cang phat
hién sém, ganh ning phan tng nhe. Dau tu hiéu qua cho cong cang 1a can bang ba
giai doan, dat con nguoi — quy trinh — cong nghé vao dung vi tri, va do luong lién
tuc dé thich ung muc de doa luon bién dong. Pay chinh 1a “hé sinh thai an ninh”
bén vitng ma cac tiéu chudn ISPS, ISO 28000 va NVIC 09-02 déu hudng t6i.

1.5.2 Tiéu chuan danh gid-Ngudng dat diém

Bo chuan tham chiéu cho 10 chi tidu danh gia Chi s6 An ninh Céng Cang
(GSI), Cdc “chudn” dwdi ddy dwoc rit ra tir cac diéu khodn phdp Iy, tiéu chudn
ISO/UFC, hwéng dan ky thudt va nghién civu thuc tién. Khi trién khai, c6 thé gdn

thang diém 1-5 dwa trén mirc do ddp vmg cdc nguong “Piém 5" (hoan todn ddp

ng hodc vuot) — “Piém 17 (khéng dap vmg).

Tiéu chuan danh gia-Ngudng dat diém
£ X Tiéu chuan danh gia , L,
STT Y¢u to (Neuong dat did n;g 5) Co s¢ Phap ly
UEC 4-022-03 §2-8: chiéu cao
Ha ting vat Ddy du rao > 2,4 m + top- | hangrao >2,13 m (+ 0,5 m
ly'(hélng o gug}fd; clear-zone > 3.m ; | chong leo); “clear-zone” 3-6 m
C1 | barie. chidu > | chi€u sang > 10 lux lién [46]; Accu-Tech Lighting for
. tuc, Camera PTZ+ IR, Perimeter Security : chiéu sang
Scaé‘%v) 100 %CCTV FOV chong | déu >5-10 lux doc hang rao;
lap. cot dén 6-8 m; PTZ + IR b0 trg
’ ban dém [27].
L | continer i thye 2yduss | [SPS Code Phin A $9 & Phin
cp | Kaemsoat | o e cont): thoi gian xirly | B §16-49-16.53: nhan dang
truy cap tai tram < 20 s/xe; nhat ky truy | NgUO/Xe, tang cudng thu tuc
vét > 90 ngay theo MARSEC [47]
OCR/ANPR chinh xac >
95 %; RFID e-seal/ID
Ty déng hod tuan thu I§O 10374 (> 99 . .
C3 & nhan dién % doc); 161, Face-match < | ISO 10374: nhan dién container
: : 1 %; hé thong hoat dong | RFID/AEI [48].
24/7 v&i MTBF > 5 000 | Thuc hanh GOS & Auto-Gate
h. (Mdpi 2021) [49].
4 | Tich hop dix Két ndi real-time (API) -IMO MSC-FAL.1/Circ.3
ligu & An té61 TOS/ePort/PCS; Hé (2021) — quan ly rui ro cyber; 5
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ninh mang sO MTTD < 24 h; ban va | yéu tb chtrc ning [50];
bdo mat < 14 ngay; danh | ISO 27001 & ISO 28000 yéu
gi4 pen-test hang nam. cau kiém soat truy cap, giam sat
su ¢ [51].
PFSA cap nhat <12 ISO 28000 §4-8: PDCA an
thang; > 2 dién tdp/nam; | ninh; kiém toan dinh ky [52];
Cs Quy trinh & | 100 % khuyén nghi audit | APEC Manual of Maritime
Tuan thu khac phuc trong 90 ngay. | Security Drills & Exercises:
Kich ban xam nhép ban dién tap it nhét 2 14n/nam; kich
dém ban xam nhap ban dém [53].
100 % nhan vién c6
C6 Nhan sy & | chung chi 3.24; tai huén IMO Model Course 3.24:
bao tao luyén < 36 thang; t61 da Security Awareness cho NV
12 h/ca cong [54].
TRB NCFRP nghién cuu
Thot gian cho TB < 15 queue > 15 phut lam tang chi
C7 Luu lugng phut; thong lan > 150 phi; khuyén nghi ning lyc >
& Un tac xe/gid/lan; chiéu dai hang | 150 xe/gio/lan [55]; M6 phong
doi <500 m. t6i wu nang suat cong 245
xe/gio (CORE study 2020) [56]
100 % khai bao DG; soi
Dic tinh chié'u/rafliation portal 100
C8 h é{ng hod % container; tach dong IMO IMDG Code (2024 ed.) —
IMO Class 1-3 riéng lan | phan loai DG, yéu cau khai bao
an toan. [57].
DBuong vao/ra khong co
diém mu LOS € (V/C < | 195 99341 (CPTED) - thiét ké
0,8); chiéu sang > 15 lux; S A, A g
. A .S, ngoai vi, chiéu sang do thi > 15
Ngoai vi — tuan tra ngoai vi > 2 Y \ i
C9 | duwomgkét | 1an/24 h: khong xe dau lux, loai b6 diem mu [58];
Z. e, . AASHTO/FHWA Roadside
noi trai phép trong “sterile : A oA 1s \
» A A \ . Design — bé rong lan cho > 3,5
zone”. Bé rong lan cho bén kinh & > 25 m [59
>=3 5m, ban kinh r& m, ban kinh r& = 25 m [59].
>=25m
Béo cdo danh gia de doa
, < 12 thang; kha nang USCG NVIC 09-02 Ch. 6:
Miic de doa 2 ( ar .
C10 | & Tinh hinh chuyefl MARS]EqC‘1—>2,< phuong phap‘da‘nh gia
pham toi 6 h; kénh chia sé tinh bdio | MARSEC, chu ky ra soat < 12
T (AMSC, Cyc Hai Quan) thang [60].

hoat dong 24/7.

Bdng 8 Tiéu chudn danh gia cdc thanh phan an ninh cong
Nguon: Téc gia (2025)
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Cach 4p dung vao thang diém 1-5, Xac dinh ngudng “dat” (diém 5) theo cot
phai, Piém 3 = dat 70 % yéu cau (vi du chiéu sang 7 lux, hang rao 2 m), Piém 1 =
thip hon 40 % yéu cau hodc khong c6 dir liéu ching minh.

Bang 7 tiéu chuan danh gia gitip:

Thiét 1ap KPI kiém soat (chiéu sang lux, thoi gian cho, MTTD cyber...).

Uu tién ngan sach: chénh 1éch 16n giira “chudn” va thuc trang cho biét hang
muc can dau tu trude. Theo ddi xu hudng rui ro: So sanh GSI dinh ky dé ching

minh hiéu qua du 4n (OCR/RFID, ning rao, m¢ lan...).

CHUONG2. THUC TRANG VAN PE NGHIEN CUU
2.1 Gi6i thiéu khai quat vé Cang Cat Lai
Cang Tan Cang - Cat Lai toa lac tai Thanh phé HO Chi Minh - Cang 16n va

hién dai nhat Viét Nam, c6 san lugng dirng TOP 21 cang container 16n va hién dai

nhat thé giéi. Véi 160(ha) bai, 2.040m cau tau, dau tu trang thiét bi hién dai cing
cong nghé quan 1y tién tién (TOPX va TOPOVN) [61].

RN Tan Cang- Long BinhICD
LN

CANG TAN CANG - CAT LAI
La cang don tau container 1é'n va hién dai nhdt tai Viét Nam
Vi tri: TP. Tht DPirc (Quan 2), thanh phd H6 Chi Minh

I Duong thiy (km) [l Puong bo (km)

\= TCIT + TCCT
LN

TCTT

N

Hinh 1: Vitri Cang Cat Lai
Nguon: saigonnewport.com.vn [62]
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Cang Tan Cang — Cat Lai nam trén song Dong Nai, thudc dia phan thanh phd
Thu Ptec, TP. Hd Chi Minh, Pay 1a cang container qubc té 16n nhat Viét Nam, gt
vai tro ctra ngo chinh cho hoat dong Xuét nhap khéu khu vuc phia Nam. Cat Lai truc
thudc quan 1y cua Tong Cong ty Tan Cang Sai Gon (Bd Qudc phong), va 13 mot
trong nhitng cang trong diém trong hé thdng cang bién Viét Nam. Cang duogc ndi
v6i Qudc 16 1, Xa 16 Vanh dai trong, Xa 16 Vanh dai ngoai, Cao tbc HCM — Long
Thanh — Dau Gidy bang duong Lién Tinh Lo 25 véi tai trong H30 trén toan tuyén.
Bang cac xa 1§ nay, hang héa duoc luu thong tir Cang TCCL dén cac ving kinh té
trong diém cua cac Tinh Binh Duong, Pong Nai, Long An, Ba Ria Viing Tau va cc
tinh dong bang song Ctru Long mot cach dé dang va nhanh chéng [61]. Nho loi thé
vi tri gan trung tam kinh té va két n6i ha tang thuan loi, cang Cat Lai hién chiém t6i
gan 50% san luong container xuat nhap khau ciia ca nudc, nam trong Top 25 cang
container 16n nhat thé gidi vé san lugng thong qua, Tai cang Cat Lai trung binh
hang nam, kim ngach XNK hang hoa thong qua chiém khoang 21% ca nudc, thu
thué XNK chiém khoang 26,7% tong thu ngan sach toan nganh Hai quan, khoang
17-20% thu ngan saich TPHCM, khoang 6% tong thu ngan sach qudc gia, vai trd
dau moi cua Cat Lai gitip cang nay tré thanh mat xich trong yéu ctia mang ludi cang
bién quéc gia, hd tro truc tiép cho su phat trién thwong mai va logistics ciia Viét

Nam [63].
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2.2 Quy mé va san lugng

255 bau

may kéo

SO DO CANG TAN CANG - CAT LAl 82 rrcs

Tdng dién tich 160 ha
Nang lwc cang 6.000.000 TEUs/nam
Trong tai tau c6 thé
cap

26 ciu STS

45.000 DWT

e 2.040 m
talcadat ben (09 bén tau + 01 bén xa lan)
D0 sau trwdc bén -12m

P sdu ludng vao |- 8,6 m (thuy triéu: 0,8 - 3,8)
TERMlNALCATw

Tan Cang - Phu Huu GIANG NAM 7
since 28 Jul 2016 M
TERMINAL CAT LAIC

" Cau két néi

Hinh 2: So dé cang Cat Lai
Nguon: saigonnewport.com.vn [62]

2.2.1 Quy mo
Cat Lai ¢ quy mo co sé ha ting hang dau: Tong dién tich khoang 160 ha,
Cong suét thiét ké 6 triéu TEU, véi cau tau dai hon 2 km, gdm 9 bén tau bién va 1
bén sa lan chuyén dung, bén trong cang dugc chia lam 3 khu bén (terminal) A, B va
C (vbn 1a cang Pha Hitu trude ddy), midt bang bén bii c6 sirc chira 96.800 TEU
(Twenty-foot Equivalent Unit — container tiéu chuin dai 20 feet), cau cang dugc
trang bi 26 cau STS, 82 cau RTGs, 255 xe dau kéo ndi bo, 90 xe nang, 2645 6 dién
lanh [62]. Cang cung cap ddy du dich vu xép d, giao nhén container, kho bii,
kiém tra hang lanh, dong/rt hang hoa... dap Gng nhu ciu van tai da dang.
2.2.2 San lugng
Trong giai doan 2018-2024, san lugng container thong qua cang Tan Cang —
Cat Lai c6 xu hudng ting truéng on dinh nhung véi tbe do vira phai. Nam 2018, san
lugng container dat khoang 4,73 tri¢u TEU va tang manh 1én 5,24 tri€éu TEU trong
nam 2019, Pay 1a muc ting 10,9% so véi nim 2018, phan anh sy phét trién soi

dong ciia hoat dong xuét nhap khau trudc dai dich. Cang Cét Lai giit vai tro chi phdi
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khi chiém t6i khoang 75-86% thi phan container xuat nhap khau khu vic TP.HCM,
dong thoi gop phan dua cum cang TP.HCM lot top 20 cum cang container 16n nhat
thé gi6i vao nam 2019-2020 [64]. Budc sang nim 2020, mic du anh huéng cua dai
dich COVID-19, cang Cat Lai van ghi nhan san lugng 5,605 triéu TEU — muc cao
nhat lich sir dén thoi diém d6, C6 thé thiy, gitra Pai dich COVID19 nén kinh té
chiu tic dong tiéu cuc, voi sy dut giy cia chudi cung Gng toan cau, mot sé cang
trén thé gidi phai tam ngung, hodc hoat dong cam trimg, nhung Cang Cat Lai van
hoat dong thong sudt va san lugng ting 7% so voi nam 2019 [65]. Trong hai nim
sau dai dich, toc do tdng truong san lugng cod diu hiéu chitng lai, Nam 2021, san
lugng thong qua cang dat 5.394.448 TEU gidm nhe (~3%) so v&i nam 2020, nguyén
nhan chi yéu do gidn cach xa hoi nghiém ngit tai TP.HCM trong quy I11/2021
khién luéng hang bi gian doan cuc bd. Du vay, cang Cat Lai van xir 1y khoi lugng
container xuat nhap khau rat 16n, chiém khoang 21% kim ngach XNK c4 nudc va
dong gop 17-20% thu ngan sach TP.HCM [66]. Sang nam 2022, san luong nhich
1én 5.486.547 TEU (tang khoang 1,7%), trong bbi canh kinh té TP.HCM phuc hoi
manh (GRDP +9,03% sau khi sut giam 5,36% nam 2021) [67]. Nam 2023, san
lugng dat 5.332.130 TEU giam nhe (~2,8%) so v&i 2022 do nhu cau thuong mai
toan cau suy giam va canh tranh tir cac cang nudc siu 1an can. Dir lidu 4 thang dau
nam 2024 cho théy dau hiéu phuc hdi tich cuc, khi cang Cat Lai da thong qua
2.355.019 TEU hang hoa xuat nhap khau [66].
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San luong thong qua (khéng bao gém slg sa lan)

Théng sé san luong & o
thi phén caa SNP
S6 01 tai Viét Nam va 17 trén toan thé giéi

0 Thi phan R
89.5 /() Khu virc HCM 6.000.000 i i s

5.000.000 = ]

4.000.000 . - _
. 3000000 M g - i K
53.2% ™ s | b L)
3 = g
m 0 Khu vyc Cai Mép 2000000 . 8 : g . _
1.000.000 g - I I

0 | I I I

2018 2019 2020 2021 2022 2023

. Ting trudng trung binh tai cdng Tan Cdng Cat Ldi: 3%
CA nwéc Tdng trudng trung binh tai khu viec Cai Mép: 3%
. Tdng trudng trung binh tai khu vire Hai Phong: 40%

Hinh 3: San lwong thong qua cang Cat ldi
Nguon: saigonnewport.com.vn

Két Luat: Giai doan 2018-2023, san luong container qua Cat Lai tang binh
quan khoang 2-3%/niam, phan 4nh mic d6 bio hoa cong suit cua cang. Cat Lai
thudng xuyén khai thac gan mirc t6i da, din dén tinh trang un tic dinh ky mdi khi
luan chuyén hang cham lai [68]. Tuy nhién, cang van giit vai trd chi luc trong hé
thdng cang phia Nam, Vi tri “cira ngd” ciia Cat Lai gip cang tiép nhan ngudn hang
6n dinh tir cdc khu cong nghiép 1an can va bang sa lan tir cum cang Cai Mép, tao
nén mang ludi logistics khép kin cho khu vyc kinh té trong diém phia Nam [69].

2.2.3 Gi6i han quy mo bai chtra container, bén tau va van dé an ninh

Cang Cat Lai c6 quy md dién tich khoang 160 ha hiéu dai cdu bén 2.040 m,
day 1a quy dat va cau bén hién hiru gan nhu di khai thac toi da, Khong gian mé
rong tai chd hau nhu khong con, do cang nam giita khu d6 thi va song Pong Nai,
viéc mé rong phai ddi mat v6i giai phong mit bang tén kém hodc khong kha thi, sb
cau bén khé tang thém do gi6i han chiéu dai bo cang, hé qua 14 nang lyc thong qua
ctia cang bi “déng khung” & muc thiét ké 6 triéu TEU/ndm [62]. Trong bdi canh san
lugng da cham mdc nay (nam 2022 dat ~5,49 triéu TEU, su dung >90% cong suat

thiét k&) [70]. S& tac dong dén van dé an ninh nhu sau:
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Kiém sodt nguoi va phiong tién: Bii va bén gidi han khién cang phai diéu
tiét luong xe ra/vao theo kha nang chtra bii, Khi bii diy, cang budc phai tam ngung
cho xe vao du tau c6 thé dd d hang xong, dan dén xe xép hang dai bén ngoai giy
Un tic giao thong, khi khong mé rong duogc bii, cang phai chira nhiéu container hon
trén dién tich cii (ting tdng cao, giam khoang cach), lam han ché tAm nhin va 16i di
lai cho luc lugng bao vé tuén tra, viéc tuln tra an ninh trong bai chen chuc container
tr& nén kho khin, dé bi che khuét tim nhin, tao k& ho dé nguoi khong phan su an
nap hodc xam nhap vao khu vuc cdm, khong c6 thém bén nghia 1a néu mot bén phai
bao tri hodc tau 16n chiém dung lau, cac tau khac phai cho hodc chuyén cang, sinh
ra nhirng thoi diém don dap phuong tién khi bén m lai, tat ca doi hoi an ninh cang
phai linh hoat diéu phdi nhan sy, néu khong s& qua tai cuc bd, giam hiéu qua kiém
soat nguoi va xe.

Giam sat hang hoa & ngan ngua gian ldn: Bai container chat hep lam tang
rii ro that lac hodc hu hong hang héa, va ciing khé giam sat timg container, khi phai
xép nhiéu 16p, viéc kiém tra tinh trang niém phong hay phat hién dau hiéu cay pha
trén container rat kho néu khong dung thiét bi bay camera, ké gian c6 thé loi dung
khu vuc khuat trong bai day dac container dé dot nhap, trom cép phu tung hoac
hang trong container ma khong bi phat hi¢n ngay.

Két néi dir liéu & cdanh bdo rii ro: Trong diéu kién ha tang giéi han, cong
nghé 1a giai phap bu dip ning luc, cang di dau tu hé thong quan 1y bai (YMS) dé
tdi wu xép container, chia sé dit liéu ton bai theo thoi gian thyc cho cac hang tau,
khach hang qua E-Port, hing tau biét trudc tinh trang bai dé han ché dua thém
container dén khi bii gan ddy, do khong c6 kha ning md rong vat 1y, viéc phéan tan
hang hoa sang céc co s& khac (ICD, cang can) 1a tat yéu tao ra thach thirc vé dir liéu
1a két ndi hé thong giita cang chinh va cac co s& vé tinh, doi hoi hé thong CNTT
lién théng nhiéu diém — ddy 14 diéu can cai thién dé nang cao kha ning canh bao rui

ro trén toan chudi van chuyén, chir khong chi trong pham vi cing.
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2.3 Giao thong trong va ngoai khu vue cang Cat Lai
Cang Téan cang Cat Lai ndm trén dja ban phuong Cat lai, Quan 2, TP. Thu
D, phia Dong gidp song Dong Nai; phia Tay giap Pudng Lé Phung Hiéu; phia
Bic giap Lit Poan 125; phia Nam giap dudng Nguyén Thi Dinh, Truong Cao dang
Hai quan, cach Trung tdim hanh chinh Quén 2 khoang 4 km, cach Trung tam thanh
phd Hb chi Minh 12 km, Cang Cat Lai hoat dong san xuét 24/24, phuong tién tham
gia giao thong nhiéu.
2.3.1 Két cu hé thong duong bo khu vuc trong cang
Cang Cat 1ai co 06 céng ravao A, B, C, D, E, G. Giao thong trong cang g6m
cac duong ndi bo két ndi lién hoan gitra cac khu vuc cong, bii hang, Terminal A,
Terminal B, Terminal C. Hé théng duong giao thong ndi bd duge qui dinh dat tén
D1, D2, D3, D4, D5, D6, D7, D8, D9. Cac tuyén duong D9, D2 giao DS, céng cang
mo, khu vuc cau quay dau 1a nhitng khu vuc thudng xuyén xay ra ket xe, un @ giao
thong vao nhitng khung gid cao diém. Tuyén duong Cat Lai - Giang Nam - Pha
Hitu duong xuéng cap, xe luu thong kho khin nhat 1a vao mua mua.
2.3.2 Két cdu hé thdng duong bd khu vuc ngoai cang
Tuyén duong Nguyén Thi Pinh tir cong A dén vong xoay My Thuy c6 chiéu
dai khoang gan 2km, c6 khoang 4-6 lan xe luu thong (tinh ca hai huéng) [71]. Cu
thé doan tir Vong xoay My thity dén 16i ra hAm chui ¢6 6 lan, tir ham chui dén cong
A ¢6 4 1an véi bé rong mat duong khoang 20-30m, viéc mat cat ngang thay do6i, mat
duong hep khién ning luc thong hanh bi gidi han, d& un tic khi lvu lwong ting cao.
Piém giao cdt va hé thong den tin hiéu: Tlr Vong xoay My thuy dén cong A
c6 04 duong giao cit v6i 05 nht giao théng cd dén tin hiéu, cac nut giao cit co
khoang cach ngan tir 350-450m, Chu ky dén tin hiéu trén tuyén dugc S6 GTVT
diéu chinh linh hoat tiy theo thdi diém trong ngay nham giam ket xe [72]. Thong
thuong, chu ky dén & cic nit giao ndy vao gio cao diém kéo dai khoang 90—120
gidy, trong d6 thoi gian dén xanh huéng Nguyén Thi Pinh dugc wu tién (c6 thé 60—
90 gidy) dé xa luong xe container 16n trén truc chinh. Tuy vay, do luu luong qua

cao, dén xanh mdi chu ky van khong x4 hét duge dong xe; xe container thuong don



30

lai qua vai chu ky dén méi qua hét nut, giy hiéu ung day chuyén un tic sang cac
doan ké can [72]. Vao gio thip diém dém khuya, dén c6 thé chuyén sang ché do
nhap nhay vang hoidc chu ky ngin hon. Hién nay, S6 GTVT dang nghién ctru trién
khai “lan séng xanh” trén duong Nguyén Thi Dinh — tirc 1a diéu phbi thoi gian dén
cac nut lién tiép mot cach dong bd dé doan xe co thé gip xanh lién tuc khi di voi tde
d6 phu hop [73]. Giai phap nay ky vong gitp xe container di chuyén nhanh hon qua
loat dén, giam un & gid cao diém.

Puong A (Ngd 3 Sao Mai): Gom 2 nhanh xe vao/ra: Nhanh vao Tram can
Quéc Thinh; Nhanh vao Tram can Minh Vi¢t va depot 5, Khu CN CL. Tram can
Qudc Thinh, Minh Viét 1a noi ha tai cta cic xe container kep cd, xe trd 2 Cont 20ft
(qua tai), vao tram can s& gip 1 Cont 20ft xudng va di chuyén 1 Cont 20ft vao
cang, sau d6 tai xé quay lai cham can gap Cont 20ft con lai vao cang, qua trinh nay
duoc 1ap lai véi hang nhap, Tram can tr¢ thanh nut that ¢6 chai trén luéng Xe vVao
cang. Mdi xe container khi vao tram phai dimg lai vai phit dé can, nhan phiéu,
khién dong xe phia sau phai chd. Cong suat tram cén c6 han — chi ¢c6 1-2 ban can
hoat dong. Thyc té ghi nhan c6 thoi diém tram chi mé 1 ban can, dan téi xe xép
hang doi dai [74]. Khi nhu cau cin cao (vi du ddu gio sang nhiéu xe vao cang), doan
xe tai chd can thuong un @ tran ra dudng Nguyén Thi Dinh [74]. Xe container phai
nbi dudi trén lan dudng chinh, chiém dung 1-2 1an dudng va gy xung dot giao
thong véi cac dong xe khac khong vao tram [75]. Két qua 1a téc do Iuu thong chung
giam han, xe di chuyén cham chap hoac dung cho trén doan dudng trude tram can
va cong cang [76].

Puong D: C6 cong rao chan. Trude kia dudng nay it khi md cho xe container
vao/ra. Nhung thoi gian gan ddy duong niy thudng xuyén md, nhat 1a vao cac gid cao
diém gay un 1, ket xe. Ddi dién duong D 13 duong CL-35 day 1a duong vao khu dén cu
CITY HOME va céng C cang TCCL, gio cao diém ngoai luong xe hang rdi ra vao
KVTC nhiéu, con luong 16n nguoi dan, can bo nhan vién cic co quan trong va ngoai
quin ddi trong khu vuc. Tuyén dudng nay thudng xuyén xay ra tinh trang Un @ xe trén

tuyén duong Nguyén Thi Dinh.
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Puong C: Vao ra Khu coéng nghiép Cat Lai va khu kiém dinh xe co gi6i.
Luong xe ra vao nhiéu hang ngdy tai nut giao thong nay rat dé un @ giao, ket xe.

Vong xoay My Thiy 13 noi giao nhau giita tuyén dudng Nguyén Thi Dinh,
V4 Chi Cong luu thong tur cdc hudng quan 9, quan 2, quan 7 thuong xuyén xdy ra
Un tic giao thong vao cac khung gid cao diém, khi c6 tinh hudng tai nan, va quet
giao thong, xe hu hong.

Tuyén dwong Vé Chi Céng tir vong xoay Phu Hiru dén ciu Phat My 1a tuyén
duong doc dao luu thong tir quan 9- quan 2- quan 7 va nguoc lai. Tuyén duong nay
khi xay ra tinh huéng mat ATGT, xe hu hong gay té liét giao thong trén toan tuyén,
gdy anh hudng giao thong téi toan khu vyc. Hudng luu thong tir vong xoay My
Thuy 1én cdu Pha My chi c6 02 lane xe cont. Khi xe hu hong néu phai diéu dong xe
ctru ho ciing rat kho khin dé tiép can hién truong.

2.3.3 Luu luong phuong tién trén dudng Nguyén thi Dinh

Luu lwong xe mdy, oto qua pha Cdt Ldi: Pha Cat Lai (TPHCM — Dong Nai)
1a cira ngd quan trong cho xe gan may va 6td qua song Pong Nai. Trudc nim 2022,
binh quan mdi ngay c6 khoang 2.500—2.600 xe 6td qua pha [77]. Sau khi dudng cao
tbc HCM—Long Thanh thu phi khong dimg (tir cudi thang 7/2022), lugng 6t6 don vé
pha ting vot khoang 60% lén khoang 4.000 xe 6t6/ngay [77]. Nam 2024 Theo thong
ké cua Xi nghi€p quan ly pha Thanh nién xung phong TP.HCM, luu lvong nguoi
dan qua pha Cat Lai trung binh khoang 50.000 luot khach/ngay, giai doan cao diém
dip 18, tét c6 khi 1én t6i 100.000 luot/ngay [78].

Luu lwong xe container vao cang Cat Lai: T nim 2019 dén 2024, tinh
trang Un tic giao thong duong bd trong va quanh cang Cat Lai dién ra thuong xuyén
do luu luong xe vuot qua kha ning dap ung cta ha tang két ndi cang. Cang Cat Lai
hién tiép nhan hang chuc nghin luot xe container mdi ngay. Trung binh mdi ngay co
khoang 16.000—18.000 lugt xe container ra vao cang, nhiing giai doan cao diém co
thé 1én dén 20.000—22.000 xe méi ngdy, va ngay cd nhitng ngay binh thuong thi luu
luong nay van quéa cao so v6i kha ning dap ung cia cac tuyén duong két ndi cang

[79]. Pac biét, tu cudi nam 2023, do nhiéu yéu td cong hudng luu lugng xe vao
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cang di ting 1én binh quin khoang 22.000 xe/ngay dém khién nguy co un tic cang
nghiém trong [80].

Thoi diém un tic: Trong ngdy vao budi sang (06h00-09h00), budi chiéu
(16h00-20h00) 13 thoi diém ngudi dan di 1am, tan ca, xe c4 nhan va xe Cont cling
don vé trén tuyén dudong Nguyén thi Pinh. Theo phan tich thong 1& hoat dong
logistics, giita va cudi tuan 13 thoi diém déng xe qua cang hon. Trudc va sau cic ky
nghi 1 16n (Tét Duong lich, Tét Am lich, 30/4 — 1/5, 2/9...) nguy co un tic ¢ dudng
Nguyén thi Pinh, Céng cang Cat Lai, va pha Cét Lai ting cao [81].

Luu lugng phuang tién theo ngay nam 2024
20000
15000
it}
x
=]
1 10000}
5000} / einaby
y x Ngay &
. I"|,. | Ih I‘f) 5] I’\ Iﬁ'} IC} I'C." I‘\;- I"l.
'\’ ﬂ
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a3 CA A a3 3 % 5 ) <O & @
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Hinh 4: Biéu dé lvu lirong xe container theo ngay
Nguon: Tac gia (2025)

T biéu d6 ta nhan thidy: Pudng mau cam biéu dién sé6 xe mdi ngay
(xe/ngdy), Dau gach chéo mau do danh dau nhiing ngay 1&/tét, khi luu luong giam
d6t ngdt, C6 thé thiy luu luong dao dong quanh muc ~18.000 xe/ngdy trong phan
16n nam, vé6i cac day rd rét vao dip Tét (giita thang 2), 18 30/4-1/5 (cubi thang 4,
dau thang 5), va Qudc khanh 2/9 (dau thang 9), chu ky tuan thé hién kha 13: cac
dinh cao lap lai ing v6i ngay thuong va cac thung liing nhe (mg véi cubi tudn.
Ngoai ra, cac dip 18 dai ngay (vi du Tét) tao nén nhitng dd triing sau — luu luong

sut gidm manh — xen gifra xu hudng chung.
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2.3.4 Cong tac phdi hop cac luc luong diéu tiét giao thong

Cang Cat Lai d6i mat voi thach thirc Un tic giao thong trAm trong tai clra
ngd, dé giai quyét, khong thé thiéu su phdi hop chit ché giira cang vé6i cac luc
lugng chirc nang: canh sat giao thong (CSGT), S¢ Giao thong Van tai (GTVT), hai
quan, bién phong, phong chay chita chay, chinh quyén dia phuong [82]. Trong
khuon khd d6, mot T6 cong tac hdn hop thudng xuyén duoc duy tri, bao gdm:

Pai dién cang (Tan Cang Cdt Ldi): cung cap thong tin vé ké hoach tau,
lugng container xuat nhap, tinh hinh hoat dong cong va bai; phéi hop xu 1y su ¢d
trong cang.

Péi CSGT Cat Lai (Phong CSGT Puong bé - Puong st Cong an TP.HCM):
phu trach tudn tra, diéu tiét giao thong trén cac tuyén dudng chinh din vao cang
(Nguyén Thi Dinh, Pong Vian Céng, Vanh dai 2...). Luc lugng CSGT dugc ting
cudng tai cac nut giao trong diém nhu vong xoay My Thuy, niit An Pha dé kip thoi
phan luéng khi mat d§ xe tang cao, dac biét trong gio cao diém hodc khi x4y ra su
0 [83]. CSGT ciing chiu trach nhiém xu 1y vi pham giao thong (xe qua tai, dimg dd
sai quy dinh) dé gitr trat tw quanh cang.

S¢ GTVT TP.HCM: Piéu phdi vi md vé giao thong: diéu chinh tin hiéu dén
giao thong & khu vuc cang, cong bd 16 trinh, khung gid cdm/gidi han xe tai néu can.
S¢ GTVT ciing phdi hop quy hoach, bd tri bdi dd tam cho xe chd, diéu tiét tir xa khi
nhan thong tin un tic [82].

Nho co ché lién nganh, cac lyc lugng biét 1o vai trd va co kénh lién lac truc
tiép v6i nhau, cang Cat Lai thiét 1ap duong ddy nong véi Poi CSGT Cat Lai, SO
GTVT... dé cap nhat tinh hinh xe ra vao cbng theo gio. Nguoc lai, CSGT va GTVT
thong bao sém cho cang vé cac sy cd giao thong trén duong (tai nan, ket xe xa khu
vuc) dé cang chi dong diéu tiét tién d6 nhan/tra hang. Quy ché ciing quy dinh hop
giao ban dinh ky giita cac bén (hang quy hodc dot xuat khi can) nham d4nh gia tinh
hinh va diéu chinh phuong 4n phdi hop.

Cang Cat Lai da thiét 1ap duoc co ché hop tac hiéu qua giita cang va cac luc

lugng bén ngoai nham gidi quyét bai toan un tac giao thong va dam bdo an ninh,
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Viéc cac bén chi dong chia sé thong tin, cing xdy dung phuong an diéu tiét, va

thuong xuyén dién tap tmg pho sy ¢d cho thay tinh than phdi hop chat ché, nho do,

cang Cat Lai — du lubn van hanh gin ngudng cong suat — van duy tri hoat dong lién

tuc, khong dé xay ra ach tic nghiém trong kéo dai hay sy cd an ninh nghiém trong

nao trong nhirng nam qua.

2.4 Quy trinh giao nhén container tai cong Cang Cat Lai.

2.4.1 Hién trang cong tac giao nhan tai cong Cang Cat Lai.

Hién trang cong tac giao nhan tai cong Cang Cat Lai

Vi tri trong
Luc quy trinh . n , , Ae o
lwong | Gate-in/Gate- Chirc nang — Nhi€ém vu chinh Muc dich cudi cung
out
— Gate-in: sau
khi tai x¢ hoan
tat budc “gdp Xu ly 50 liéu:
Nhan vién giao
nhén cong”,
« Nhap/ddi chiéu ma ding ky E-port/E- Bé({ déﬂ{ dir lié.“ “dung
Vi DO, tinh trang thong quan, tinh trang phi. | — Qu - klP thoi” tmcrc.
tinh - In Phiéu Huéng dan 1am hang khi container vio/ra bai,
P AN . tao chuoi chung tir dién
cong — Gate-out: (HPLH) lac vao va EIR (Equipment A \
N Z. . , tir lién mach cho DN va
khau cuoi Interchange Receipt) ltic ra. .
. . . - p cang.
trude khi xe ro1 | Cong nghé:
cong « Duy tri Hé théng E-port/Auto-Gate; xir
1y truc trac, ho trg nguoi dung.
* Quan gri may in, dau doc QR, mang ndi
b tai cong.
« Kiém tra thue dia: bién sb xe, sb
container, so seal, tinh trang v cont. Bam bi .
) - Dung may hand-held/Tablet quét ma | _om Dao container /-
Nhan .2 z Y - At g 2i R phuong tién khdp khai
vién biém cham E-port d¢€ xac thyc, cép nhat thoi diém béo — tranh nham 13n
. dau & cudi voi | Gate-in/Gate-out trén hé thong. e e 2 ’
glao t3i x6 tai 1an " 3 - po . glam rui ro mat cont —
nhan N . ~Pihan luong &; huqng d‘an xe vao ding tré tau”; dong thoi giir
cong & bai / khu vyc cau bo phu hop. ] nhip ludng xe ra-vao on
* Xtr Iy ngoai 1€ (sai seal, phi con thi€u, dinh
161 khai bao) — phoi hop nhanh véi Vi
tinh cong & Piéu do bai.
An | Bao quanh toan | *Pam bao an ninh tai cum cang Cat Lai, | Dam bao ISPS Code &
ninh | b6 khu cong & Kiém soat nguoi -phuong tién ra vao an ninh chuéi cung
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cong | lan vao ra (42 cang. rng; gidm rdi ro trom
lane kiém soat, cap, buon lau; gitr an
200 camera A A P : toan cho kho bai &
gidm sé) * Giam sat h¢ 'thong giam sat an ninh, dong hang XNK tri gid
hang rao cam bién, bao chay, chong xam hang chuc ti USD,

nhép bai hang.

« Phoi hop CSGT, Bién phong, Hai quan
khi can phong toa, diéu tiét giao thong,
xir 1y su cd.

« Trién khai Auto-Gate & nhan dién bién
sO/QR dé “chdt” an ninh nhung van
thong thodng cho xe da dang ky trudc.

Bdng 9 Céng tdc giao nhdn tai cong cang Cat Ldi
Nguoén: TCCL

Cum Cang Cat Lai g6m 6 céng: A, B, C, D, E, G trong d6 céng C danh riéng
cho xe hang roi, trong tai dudi 15 tn, Céng D chi vao ddi véi container lanh,
container r5ng va xe moc khong, céng A-B thudc terminal A-B, céng E, G thuoc
terminal C. cac cong nay duogc lién két v6i nhau, lién két vai bai container, cau tau
boi hé thong duong nodi bd duge danh dau theo tha ty D1>D9 terminal A-B va
G1->Gl1, HI2>HI1 terminal C-Pht Hiru, ter A-B két ndi voi ter C qua dudong Cat
Lai - Giang Nam - Phu Hitu [62]. Cac cong déu ding chung hé théng quan tri
TopX, TOPOVN, tng dung cang dién to E-port, E-DO, Hai quan, check-in
online...cac phuong tién c6 thé di chuyén, lam thu tuc giita cac cong [61].

Tai Cong cang gdm 3 lyc lugng chinh 1a: Vi tinh cong, Giao Nhan Cong va
An Ninh Céng trong d6 Vi tinh céng va Giao nhan céng thudc Trung Tam biéu do,
An ninh coéng thudéc Trung TAm AN Ninh, duéi ddy 1a bang tom tit chirc ning
nhiém vu cta cac luc lugng tai cong cang.

2.4.2 Luu d6 tién trinh thuc hién quy trinh giao container

Trach
Budce | nhi¢ | Luu do6 tién trinh M0 ta cong viée/ Biéu mau

m

- KH khai bdo thong tin 16 hang trén

Khéch hang khai bao
cont HBCX trén hé

E-port.

- Khai thong tin to khai hodc s quan
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KH
Nv
GNC
Nv
VTC

Lam thu tuc tai cong vao

KH
Nv
TBN

Giao nhan cont tai bai hang

Lam thu tuc tai

cong ra

1y hang hoa, thong tin hang hoa theo
HS Code.

- Thanh toan phi trén hé thong E-
port.

- KH diéu khién xe vao lan cbng vao
theo quy dinh, cung cép thong tin cho
Nv GNC va Nv VTC.

- Nv GNC kiém tra d6i chiéu s cont,
s6 xe, sb ro modce; tinh trang cont, seal,
xé4c nhan 1én hé thong.

- Nv VTC kiém tra, cap nhat thong tin
cua cont, phuong tién lén hé théng

Topo VN. In EIR giao cho KH.

- KH dua xe vao vi tri theo huéng dan
trén phiéu Eir.

- Nv 14i TBN kiém tra sd cont, sé BAT,
tién hanh ha bai cho khach hang.

- KH diéu khién xe vao lan cong ra theo
quy dinh, cung cdp phiéu EIR cho Nv
VTC.

- Nv VTC kiém tra, cap nhat thong tin
ciia cont, phuong tién 1én hé thdng
Topo VN. Tra phiéu EIR cho KH.

- Nv KSC cong kiém tra phiéu EIR, cho

xe ra khoi cang.

So do 1: Quy trinh giao nhdn tai cong cang

Nguén: TTPDCL
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Quy trinh giao nhan container tai Cang Cat Lai dugc chia thanh hai giai doan
chinh: Gate-in (cong vao) danh cho cic xe vao cang mang container can giao (xe
ché container hang nhip hodc container rong tra vé) va Gate-out (cong ra) danh
cho céc xe ra cang mang container can lay di (xe dén nhan container hang xuét hogc
xe chd container rong giao vao bai).

2.4.3 Quy trinh khai thac va van dé an ninh

Céng nghé thong tin

Power
BI
Security

Management
System

TOPX
TOPO-VN

@ e-Payment
e

Hinh 5: So d6 hé thong céng nghé théng tin cdang cat ldi
Nguon: saigonnewport.com.vn [62]

Cang Cat Lai thuoc Tong Cong ty Tan Cang Sai Gon (SNP) — don vi tién
phong tng dung CNTT trong khai thic cang, hé thdng diéu hanh cang
TOPX/TOPO (TOS), két ndi v6i hai quan dién tir (VNACCS/VCIS), 1énh giao hang
dién ti (eDO), céng thong tin E-Port, thanh toan dién tu, quan 1y kho bai (WMS),
cling cac cong cu phan tich nhu Power BI, hé théng giam sat an ninh cang (Port
Security) va quan 1y van tai (OTM) [62]. Muc ti€u cua céc gidi phap nay la tang tu
dong hoa, rit ngan quy trinh tha tuc va chia sé dit liéu giira cac bén.

Kiém sodt nguoi va phuong tién: Viéc s6 hoa quy trinh cong gitip nhan dang
phuong tién nhanh va chinh xac hon, Hé thong e-Port cung cép thong tin trudc vé

xe va container, cho phép nhin vién giao nhan cong ki€ém tra d61 chiéu bién sd, ma
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container khi xe t6i cong, nho d6 thoi gian cho trung binh cia xe tai cong da giam
tir 13 phut xudng 6 phut [70]. Tang toc d6 thong quan va giam Un & trude cong. Bén
canh d6, camera va cam bién dugc tich hop trong hé théng quan 1y an ninh, gitp
giam sat toan bd khu vuc trong va ngoai cong, phat hién kip thoi xam nhap trai
phép. Tuy nhién, han ché con lai 1a mot s6 quy trinh van thi cong nhu kiém tra gidy
toy tai xé, kiém tra seal, chi niém phong container... doi héi nhan vién tai chd, Néu
nhan sy khong du hodc thao tac cham, van c¢6 thé xdy ra tinh trang ddn @ cuc bd va
giam hiéu qua kiém soat.

Gidm sat hang hoa va ngan nguwa gian lgn: Cac ing dung CNTT da nang cao
kha ning theo ddi 16 hang, Hé thong e-Customs va ePort lién thong cho phép tu
dong gidm sat trang thai thong quan ctia container; containerchua thong quan s€ bi
chan qua cong cho dén khi hoan thanh thu tyc, nguy co hang lau lot qua giam di, hé
théng camera Al giam sat an ninh m&i trién khai c6 thé phat hién sy c¢d chay nd
hozc hanh vi bat thudng va canh bao tu dong dén trung tdm an ninh [70]. Diéu nay
gitip chii dong ngan chin kip thoi cac hanh vi gian 14n, trom cip trong bii cang.

Két néi dir liéu va canh bdo rii ro: Cang Cat Lai di va dang xay dung hé
sinh thai dir liéu lién két cac hé thong CNTT ndi bd va dbi tac, hé thong eSNP dang
hudng t6i két ndi chia sé thong tin voi hang tau, dai 1y, hai quan, cang vu... nham
tao co so dir li€u tap trung, Khi dir liéu duoc lién thong, nang luc phan tich luéng
hang, hanh vi luan chuyén container theo thdi gian dé phat hién diém bat thuong,
canh bao rui ro sém [70].

2.5 Niing suit cong cang Cat lai

Trong bdi canh luu lugng container ngdy cang gia ting, ning suit giao nhan
tai cong cang 1a chi s6 then chét danh gia hiéu qua khai thac va muic d6 “thong
sudt” ludng xe vao-ra.

Chuong nay trinh bay két qua phan tich dit liéu 6 nim (2019 — 2024) vé
lugng xe container qua 5 céng A, B, D, E, G cua cang Tan Cang — Cat Lai, xac dinh
xu huéng ting truéng, mirc phan b luu luong va hé qua dbi véi tinh trang un tic

cong/ngd vao.



39

2.5.1 Téng quan xu huéng (2019-2024)

Tong xe/nam tai cong X
Lo ! 3 =]

365

Xe trung binh /ngay tai cong X —

Dua vao bang 1, ap dung cong thtc tinh ning suit trung binh ta co:

1e6 Tong lugt xe container vao Cang Cat Lai
6.6

6.4

6.0

Xe/ndm

5.8

5.6

Trung binh lugt xe container/ngay

18000

17500

17000

16500

Xe/ngay

16000

15500

15000

i i i i Il It

Tang trudng so véi nam 2019 (%)

15|

10|

Tang truang (%)

o

2019 2020 2021 2022 2023 2024
Nam

Biéu db tang truong luu luong xe Cont giai doan 2019-2024
Nguon: Tac gia (2025)
Biéu do dang phu (subplot) thé hién cing ltic 3 chi s6 quan trong vé luu

lugng xe container vao Cang Cat Lai tir nam 2019 dén 2024: Tur nam 2019 dén
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2024, tc d6 ting trudng luon duong, cho thdy xu hudéng mé rong luu luong déu

dan.
XU HUONG LUU LUGQNG XE CONT VAO CANG CAT LAI

Nim Téng lwot xe/nim Trung binh xe/ngay Ting trudng so voi 2019
2019 5.481.200 15.017 -

2020 5.976.826 16.375 +9,0 %

2021 6.006.253 16.455 +9,6 %

2022 6.119.116 16.765 +11,8 %

2023 6.046.568 16.566 +10,3 %

2024 6.625.466 18.152 +20,8 %

Bang 10 Toc dé tiang trudng heu heong xe container (2019—2024)
Nguon: Tac gia (2025)

Téng lwu lwong xe qua cac cong ting tir 5,48 tridu lugt (2019) 1én 6,63 tricu

lugt (2024), twong duong +21 %.
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Xe/ngay da tang tir 15.000 1én ~18.150, nghia 1a trung binh mdi ngay cang
phai xur Iy thém ~3.150 xe.
2.5.2 Ty 1é phan bd luu lwong theo cong

Ty 1& phan b luu lugng theo cong (2024)

Cong Tong luot (xe) % trong nam TB/ngay (xe)
A 1.797.568 27,10% 15.017
B 2.516.766 38,00% 16.375
D 479.066 7,20% 16.455
E 856.051 12,90% 16.765
G 976.015 14,70% 16.566

Tong 6.625.466 100% 18.152

Bang 11 Luu lwong xe container phan bé theo cong cdng
Nguodn: Tac gia (2025)

Nhan xét: Téng luu luong ndm 2024 13 6.625.466 luogt xe, trong do céng A,
B chiém gan 70%, twong duong 4.314.334 luot xe, day 1a 2 cong két chinh két ndi
tryc tiép voi tuyén duong Nguyén thi Dinh, Ter A, B. Céng D c¢6 ty trong thip chi

7,2% phan anh day 1a cong vao, tiép nhan container lanh, cont rdng va xe moc

khong.
2.5.3 Tinh téc d6 ting truéng binh quin hang nim giai doan (2019-2024)
Cong thure tinh CAGR:
_
CAGR — T;f 1

(véi  n=5)
Trong d6: Vf: Gia tri nam cudi (2024): 6.625.466 (luot xe)
Vi: Gié tri nam dau (2019): 5.481.200 (luot xe)
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6.625.466

CAGR = ————
5.481.200

120,039 = |3,9%/nam

Téc do tang trudong binh quin giai doan (2019-2024) luu lugng xe container
tai cong cang Cat 1ai vao khoang gin 4% phan anh dang téc do ting truong san
luong thong qua cang trong giai doan nay. Cong E co tdc do tang truong cao nhat
vt 20% tir 331,407 1én 856.051 lugt xe, nguyén nhan do sy m¢& rong bai hang va
chuyén dich luu lwong. Cong A, G, D ¢6 sy ting 6n dinh cung ty 1& v6i hé thong,
Cong B tuy c6 luu lugng 16n nhat nhung ty 16 ting dudi 1%, cho thiy sy bdo hoa

cua nang suat.

Téc d6 tang truong kép giai doan 2019-2024:

Cong 2019 (dau ky) 2024 (cudi ky) CAGR (%)
A 1.489.705 1.797.568 3,82%
B 2.444.901 2.516.766 0,58%
D 388.070 479.066 4,30%
E 331.407 856.051 20,90%
G 827.117 976.015 3,37%
Tong 5.481.200 6.625.466 3,87%

Bang 12 Toc dg ting truong CAGR giai doan 2019-2024
Nguon: Tac gia (2025)

2.5.4 Hé sd tai lan cong cang Cat Lai
Heé s tai lan thé hién cudng do sir dung ctia timg lan duong dan vao/ra cang,
tir 46 d4nh gia nguy co un tic cuc bd. Cong thuc:

T6ng s6 phwong tién gior cao diém

Hé sé tai lan = — : ~
' so lan dwong hoat dong
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Thoi gian hoat dong: Cang hoat dong 365 ngay/ nam, 24h/ ngay,

SO lan xe tai cong cang Cat Lai

sO lane container tai cac cong cang Cat Lai

STT Cong Vio Ra Téng
1 A 5 3 8
2 B 7 5 12
3 D 10 0 10
4 E 4 3 7
5 G 3 5
Téng 28 14 42

Bang 13: S6 lane xe container cong Cum cang Cat Ldi
Nguon: Téc gia (2025)

Gia thiét ning luc thong xe ctia mdi lan (xe/nim)

Néu 1 phit/xe — 60 xe/gio — 1.440 xe/ngdy — 525.600 xe/nam.
Néu 2 phit/xe = 30xe/gio = 720 xe/ngay = 262.800 xe/nam.
Néu 3 phit/xe > 20xe/gid > 480xe/ngay = 175.200 xe/nim.
Néu 5 phii/xe = 14xe/gid = 336 xe/ngdy = 122.640 xe/nam.

Ap dung cong thirc tinh hé s6 tai lan P ta c6 bang sau:

Heé s tai 1an theo timg mirc nang suat cong cang Cat 1ai nam 2024

Cén Xe So Xe/lan/nim Tailan | Tailan | Tailan | Tailan
g (2024) | lan (1p/xe) | (2p/xe) | (3p/xe) (Sp/xe)
A ]1.797.568 | 8 224.696 | 42,70% | 85,50% | 128,30% | 213,70%
B |2.516.766 | 12 209.730 | 39,90% | 79,81% | 119,70% | 199,50%
D 479.066 | 10 47907 | 9,10% | 18,23% | 27,30% | 45,60%
E 856.051 | 7 122.293 | 23,30% | 46,53% | 69,80% | 116,30%
G 976.015 | 5 195.203 | 37,10% | 74,28% | 111,40% | 185,70%
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Bdng 14 H¢ sé tdi lan cong cang theo nding sudt
Nguon: Tac gia (2025)

Néu codng cang Cat lai van hanh vé6i ning suat trong khoang (1-2) phut/xe
cong hoat dong dudi 90% cong suat, khong day ra un tic.

Néu cong cang Cat Lai van hanh véi nang suat 16n hon 3 phut/xe, cong hoat
dong trén 100% cong sudt, xuat hién Un tic dang ké, dic biét Ia cong A, B.

2.5.5 M6 hinh M/M/c thoi gian tro, tic nghén cong cang.

Mo hinh M/M/C (theo ky hiéu Kendall) mé ta hé thdng hang doi c6 C kénh
phuc vu song song, v6i dén theo qué trinh Poisson (M - Markovian arrivals) va
phuc vu c6 thoi gian phan phbi mii (M). Trong bdi canh nay, mdi cong cang Cat Lai
duogc coi nhu mot hé théng M/M/C, trong do:

Téc d6 dén trung binh ()): tinh bang sé xe dén céng mdi don vi thoi gian.
cang Cat Lai hoat dong lién tuc 24/7 va dong xe phan bd déu, do d6 A dugc tinh tir
tong xe/ndm chia cho 365 ngdy va 24 gid. Chang han, cong A nim 2024 co
1.797.568 xe, suy ra

A_A=1.797.568 / (365x24) = 205,2 xe/gio.

S6 kénh phuc vu (C): chinh 1a téng so lan container tai cong (Bang 7).

Cong A c6 C_A = 8 lan phuc vu.

Toc do phuc vu (p): Ching to1 1an luot xét ba kich ban toc do phuc vu trung
binh cho moéi lan: 2 phut/xe (30 xe/gio/lan), 3 phut/xe (20 xe/gio/lan), 5 phit/xe
(12 xe/gio/lan).

Vi cac tham so trén, ta xac dinh hé so st dung p cua h¢ thong:

p=

-
—-—
=

Xac suat khong c6 phuong tién trong hé thong (Py):

o (A )" _ (A/p)e o1

By =
n! ¢! 1—p

n=Ill

Sb phuong tién trung binh trong hang (Lq):
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Thoi gian cho trung binh trong hang (Wq):
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Thoi gian trung binh trong hé théng (W):

| —=
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Duya trén 1y thuyét hang doi M/M/c, cac chi s hiéu sudt gdm hé sb sir dung
p, xac suat phai chd Pq, thoi gian cho trung binh Wq va do dai hang doi trung binh
Lq duoc tinh toan cho ting cong trong ting kich ban. Két qua duoc téng hop trong

cac bang dudi day.

Kich ban 1: Téc do phuc vu 2 phat/xe (30 xe/gid mdi lan).

Chi s6 hoat dong cua cac cong 2 phiit/xe

Cong P Pq W(q (phut) Lq (xe)
A 0.86 0.58 1.01 3.45
B 0.80 0.36 0.30 1.44
D 0.18 0.00 0.00 0.00
E 0.47 0.06 0.03 0.05
G 0.74 0.45 0.70 1.30

Bang 15 T oc dé phuc vu 2phut/xe
Nguon: Tac gia (2025)

Hiéu suat cho cac cong véi toc do phuc vu 2 phiit mdi xe. Trong kich ban

nay, ning luc phuc vu kha cao (mdi 1an xir Iy 30 xe/gio), do do tt ca cac cong déu

¢6 p < 1, nghia la h¢ thdng 6n dinh.
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Cong B va cong A ¢6 luu luong xe 16n nhat nén hé sb st dung p cao nhit (B:
0,80; A: 0,86). Tuy p kha cao nhung van duéi 1, cho théy nang luc 12 lan cua céng
B va 8 lan ciia cong A véan dép tmg duoc luu lwong. Cu thé, cong A c6 khoang 85%
cong suat dugc st dung, voi xac suat 58% khach dén phai cho (Pq = 0,58) va thoi
gian cho trung binh chi khoang 1 phat. Cong B d& tai hon (p = 0,80), xac suit cho
= 36%, thoi gian cho trung binh khoang 18 gidy. Cong G ¢6 5 lan va luu luong kha
cao nén p = 0,74, Pq = 45%, Wq = 0,7 phut (khoang 42 gidy). Nguoc lai, cong D va
E hoat dong du ning luc: cong D (10 lan) chi dung 18% cong suét, hau nhu khong
c6 xe phai chd; cong E (7 1an) dung 47% cong suét, xac sut cho chi 5% va thoi
gian cho trung binh vai gidy. Nhin chung, véi tdc dd phuc vu 2 phut/xe, tit ca cac
cong déu hoat dong hiéu qua. Cic cong A va B tuy ban ron nhit nhung van dam
bao thoi gian chd trung binh rat thap (dudi 1 phut), trong khi cac cong khac hau nhu
khong xay ra Un tac.

Kich ban 2: Toc dg phuc vu 3 phit/xe (20 xe/gio- moi lan)

Chi s hoat dong ctia cac cong 3 phut/xe
Cong P Pq Wq (phut) Lq (xe)
A 1.28 - - -
B 1.20 - - -
D 0.27 0.00 0.00 0.00
E 0.70 0.30 0.42 0.69
G 1.11 — — _

Bang ]6‘ Toc dé phuc vu 3 phut
Nguon: Téac gia (2025)

Téc d6 phuc vu giam con 20 xe/gio mdi lan, lam giam ning luc thong qua
cia mdi cong. Bang 9 thé hién cac chi sd cho truong hop ndy. Luu y rang mot s6
cong c6 p vuot qua 1, nghia 13 luu luong xe dén vuot qua ning luc phuc vu (hé

thong qua tai). Doi véi nhitng trudng hop p > 1, md hinh M/M/c khong c6 nghiém
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6n dinh va hang doi sé ting 1én khong gidi han. Trong bang, cac gia tri Pq, Wq, Lq
cho nhitng cong qué tai duoc danh dau “-” do khong xac dinh dugc trong trang thai
6n dinh.

Ta thay cong A, B va G di roi vao trang thai qua tai khi tbc do phuc vu giam
con 3 phut/xe. Cu thé, cong A c6 p = 1,28 (luu luong yéu cau 205 xe/gid so voi
ning luc 160 xe/gid cua 8 1an), cong B co p = 1,20 (yéu cau 287 xe/gid, ning luc
240 xe/giv), cong G p = 1,11. Pidu nay co nghia 1a cac cong nay khong du ning luc
phuc vu, phuong tién dén hau nhu déu phai xép hang chd va hang doi s& kéo dai
dan theo thoi gian néu tinh trang nay tiép dién. Nguoc lai, cong D va E van hoat
dong on dinh (p < 1). Cong D tiép tuc rat nhan rdi (p = 0,27, chi 0,03% xe phai
cho), trong khi céng E bit dau c6 diu hiéu tai twong ddi cao hon véi p = 0,70. O
cong E, xéac sudt phai chd Pq 1a 30% phuong tién va thoi gian chd trung binh
khoang 0,42 phut (khoang 25 gidy), dai hon so véi kich ban 1 nhung van chap nhan
duoc. Tom lai, véi tde do phuc vu 3 phuat/xe, chi céng D va E con dap ung tot, con
cac cong luu luong cao (A, B, G) thi khong dap vng kip nhu cau, din dén Un G
nghiém trong.

Kich ban 3: Toc dg phuc vu 5 phiit/xe (12 xe/gio- méi lan)

Chi s6 hoat dong cua cac cong 5 phut/xe
Cong P Pq Wq (phut) Lq (xe)
A 2.14 - - -
B 2.00 - - -
D 0.46 0.02 0.02 0.02
E 1.16 - - -
G 1.86 - - -

Bang 17 7‘"(50 do phuc vu 5 phut/xe
Nguon: Téc gia (2025)
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Tbc d6 phuc vu rat chdm, chi 12 xe/gid trén mdi lan (5 phut xir Iy mot xe).
Két qua tinh toan trong Bang 10 cho thay hau hét cac cong déu qua tai tram trong &
mirc phuc vu ndy, ngoai trir cong D.

Khi céng suat phuc vu giam manh, cac céng chinh (A, B, G, E) déu qua tai.
Cong A va B dic biét vuot xa gii han (p = 2,14 va 2,00 twong Gng), tic luu luong
dén gip khoang 2 1an ning luyc phuc vu — tinh trang nay s& gy un tic nghiém trong
va hang doi dai khong giéi han. Cong G (p = 1,86) va cong E (p = 1,16) ciing déu
khong dap ung ndi nhu cau & téc d6 phuc vu 5 phuat/xe. Chi ¢6 cong D van dudi
ngudng tai (p = 0,46), do luu luong qua cong D von thap (khoang 55 xe/gid) so Vi
10 1an phuc vu. Tai cong D, xac suat chd Pq chi 2%, thoi gian chd trung binh 1a
0,02 phut (1 gidy), hau nhu khong dang ké. C6 thé thiy, voi téc d6 phuc vu cham 5
phut/xe, toan bo hé thong gan nhu té 1iét ngoai trir cong D: cac phuong tién tai cac
cong A, B, E, G s& phai xép hang dai va cho doi rat lau do nang luc phuc vu qua
thap so véi nhu cau.

Két Ludn: Hiéu qua hoat dong cta cic cong cang phu thudc rat 16n vao toc
do phuc vu mdi lan. Vi toe do phuc vu nhanh (2 phut/xe), tat ca cac céng déu hoat
dong thong sudt, thoi gian chd trung binh duéi 1 phut ngay ca tai cdc cong ban ron
nhat. Khi toc d6 phuc vu cham lai (3 phut/xe), mot sé cong bat dau qua tai (dic biét
1a A, B, G) dan dén hang doi hinh thanh. Néu cham hon nita (5 phat/xe), hau hét
cac cong chinh déu roi vao tinh trang Un tic ning né. Cong D 13 ngoai 18 do luu
lugng théip so voi sb 1an, nén ké ca & kich ban x4u nhat van du nang luc. Nguoc lai,
cong A va B ¢6 luu luong rat cao; ching doi hoi toc ¢ phuc vu phai duy tri khoang
< 2,5 phut/xe (tvong duong 24 xe/gid mdi lan) dé tranh qua tai, cong E va G ¢o
quy mo trung binh, & mirc 3 phut/xe van con chap nhan dugc nhung dén 5 phut/xe
thi ciing khong dap tmg ndi, viée duy tri tdc d6 xir Iy phuong tién nhanh tai cong (vi
du Gmg dung cong nghé, tdi wu quy trinh kiém soat) 1 yéu té then chét dé dam bao
hi€u qua hoat dong va han ché un tic tai cac céng cang.

2.5.6 Hiéu suit cong cang va van dé an ninh

Hiéu suat cong cang anh hudng truc ti€p dén cong tac an ninh nhu sau:
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Kiém sodt nguoi va phwong tién: Khoi luong phuong tién khong 16 doi hoi
ky luat van hanh cong rat cao. V4i hang chuc nghin xe mdi ngdy, chi can mot su ¢b
nho (xe hong, tai nan, hé théng truc tric) c6 thé gay hiéu tng dy chuyén, un & hang
tram xe. Khi nang suét céng tiém can gidi han, nhan vién an ninh phai lam viéc voi
cudng d6 cao, dé cing thang, din dén so suét trong kiém tra gidy to, ddi chiéu
ngudi va phuong tién. Hon nita, néu mot céng chinh (nhu céng B ~2,5 tridu
luot/nam) gip su cb, cac cong khac kho thay thé kip do chénh léch luu luong qua
16m, tao 16 héng cho d6i tuong xam nhap néu an ninh khong kip bd tri luc luong.
Tom lai, cang nhiéu phuong tién qua céng, nguy co mat kiém soat timg chiéc xe
cang ting néu khong c6 bién phap phan ludng va giam sat chat chg.

Gidm sdt hang héa va ngan ngira gian ldn: Nang suét giao nhin cao nghia 1a
hang hoa luu thong nhanh, thoi gian container nam bai ngan, tich cuc cho an ninh
(giam nguy co that thoat do luu kho 1au). Tuy nhién, khéi lwong xe ra/vao 16n ciing
dong nghia kho kiém tra k¥ timg 16 hang, luc lugng chirc nang (hai quan, an ninh)
khong thé dimg qué 1au mot xe dé soi chiéu hay kiém hoa chi tiét néu khong mudén
can trd dong xe, diéu nay budc phai ap dung phan ludng rai ro: chi mot ty 1& nho
container bi kiém tra thuc té, Ké gian ¢ thé loi dung xac suat nay dé luon lach hang
cAm qua nhitng 16 hang ludng xanh, ap luc xir Iy nhanh c6 thé dan t6i bo qua mot sb
budc (vi du niém phong container chua dugce dbi soat k¥), tao khe ho cho gian 14n.
Do vay, mic di ning suit cao gitp giam un @, thach thirc dit ra 1a duy tri mac do
kiém soat hang hoa du chit ché trong dong chay phuong tién lién tuc.

Két néi dir liéu va canh bdo rii ro: Lugng giao dich 16n tai cong doi hoi hé
thdng CNTT phai 6n dinh va thoi gian xir Iy nhanh, Cang s héa manh, cang cang
d6i mat nguy co vé bao mat thong tin, tdn cong mang, Cac hé thong trong yéu
(TOS, ePort) néu bi gian doan co thé 1am té liét hoat dong cang.

2.6 Nhitng yéu t6 anh huéng téi an ninh cong cing Cat lai

Tir co s6 1y thuyét & bang (3) chuong 1 va thyc trang cang Cat Lai, chung ta

xéac dinh dugc nhitng yéu t anh hudng t6i an ninh cong cang cat 1ai d6 1a: Ha tang

vat ly; Cong nghé quan 1y va ty dong hoa; Quy trinh giao nhan va kiém soat truy
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cap; Nhan su; Luu lugng xe va hién tuong un tac cong; dung lugng bai, chiéu dai

bén han ché; Phbi hop luc luong lién nganh; Két ndi dix liéu va nang lyc canh bao

rii ro. Sau day 1a bang téng hop cac yéu td anh huong dén an ninh cong cang Cat

Lai, kem mo ta, co ché tac dong va phan loai theo giai doan an ninh:

Cic yéu td va co ché anh huéng an ninh cong cang Cat Lai

Yg:ht 0 Giai M& €4 chi tiét Co ché anh Flu’(")’ng dén an
- doan ninh
huong ‘
1. Ha Rao chan kién ¢ xung Ngan can truy cap trai phép
tang vat - quanh cang; cong kiém soat | tir bén ngoai (rdo, barie); rin
. Ngan A Ta e 1y Y , .
ly (rao hain nhicu lan voi barie; dén pha | de ke gian (anh sang, camera
chan, ¢ h chiéu sang toan khu; ~200 | hién dién); ho trg phat hién
chiéu (C; N camera giam sat pha khiap | som va ghi lai bang chimg
sang, yeu) bai, kém cam bién bao dong | khi xay ra xAm nhap.
camera) khu trong yéu [84].
2. Cong Phan mém TOS Tu dong hoa quy trinh gidm
nghé (TOPX/TOPOVN) t6i vu | sai sot va thoi gian cho (it un
quan ly & diéu hanh, rat ngan thoi tac hon); nhan dién va ddi
tu dong gian 1am hang; hé théng chiéu ti dong tai cong ngin
hoa ePort, eDO cho phép khai chiin tir du xe/nguoi khong
(TOPX, bao, thanh toan, nhan Iénh | hop 1€; loai bod bot tuong tac
TOPOVN, | Ngin | online; trién khai cong tu thii cong (han ché co hoi
ePort, chin dong (OCR bién sd, nhan | trém cdp, nhiing nhidu) va
céng tur dién mat tai xé) va thua tuc luu trir dit 1liéu phuc vu diéu
dong, check-in tir xa; nhan vién tra su co.
check-in dung handheld nhén thong
online, tin nhanh [85]; [86] [87].
thiét bi
cam tay)
Quy dinh chat ché viéc Pam bao chi ddi twong hop
dang ky trude thong tin tai | 1€ méi dwge vao/ra — giam
xé, phuong ti¢n; thu tuc thiéu nguy co xam nhap trai
3. Quy mot cura lién thong (cang — | phép; quy trinh dbi chiéu
trinh giao 9 hai quan — héng tau); kiém | nhiéu budc giup phat hién
A Ngan . e o
nhin & ha tra gidy to, dbi chiéu ma Kkip thoi cac sai léch
kiém soat | <" container va 1énh giao nhén | (container khong khaop
truy cap tai cong; chi cho phép chung tur, xe khong 1¢nh...);

nguoi/xe co thé va 1énh hop
1€ di qua; thuc hién kiém tra
ngau nhién (vii khi, ma tay,

cac khau kiém soat dan xen
tao “mang ludi” ngan chan
nhicu tang, kho bo lot nguy
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PCCC) dinh ky [88].

CO.

D01 ngili bao vé¢, an ninh,
GNC c6 tinh ky luat quan
ddi, duoc huan luyén
nghiép vu thuong xuyén;

Con ngudi la tuyén phong
thi triee tiép: nhan su
chuyén nghiép tuan thu ding
quy trinh s& ngiin chin 16

4. Nhan . lam viéc 24/7 voi lugng héng (khong bo qua budc
R Phat in Fi1a NPT .2 b s o L
su (dao A phuong tién rat lon nén dé | kiém tra); dong thoi 1a “mat
\ hién  ne £ 1A . R SR
tao, ky . qua tai; c6 co ché luan tai” nhay bén dé phat hién
A (va ‘A ./ fe o As 1A A A 1en 4 A \ L
luat, Phan phién, gidm sat ndi b dé dau hiéu bat thuong may
cuong do {mg) phong sai sét va tiéu cuc moc kho nhan ra; nhan su
lam viéc) & [89]. phéan rng nhanh gitip khoanh
vung, xu ly sy ¢ kip thoi.
(Nguoc lai, nhan sy mét
moi, thiéu dao tao de bo lot
nguy co).
Moi ngay ~20.000 lugt xe | Un tac kéo dai tao ap lwe 1én
tai, container ra vao gay khéu kiém soat: nhan vién
qua tai cong; duong vao kho kiém tra k¥ ting xe khi
5. Luu Ngin céng hep dﬁfl dén Eet xe df‘)Ang Xe d6n’1'r; de Phé‘f .sinAh
9 thuong xuyén; nhiéu xe hién tugong lach luat (tai xé
lwgng xe | chan e T 1A " .. L .
N o phai cho hang gid ngoai tim cach chen ngang, bo qua
&untac |(bianh | ; . 2 . . 2 2
2 . cong, giao thong khu vuc budc); can tré phan ing
cong huwong) |  ~ < R SR X AR
10n x0n, xung dot voi xe khi khan cap (xe ctru ho,
may dia phuong [90]; [91]; | cong an kho ti€p cén); moi
[88]. truong hon loan cling tao co
hoi cho ké gian tra tron.
Dién tich cang hiru han, bai | Gidm kha niang giam sat
container luon gan day lién tuc: bdo v¢ kho tuan tra
cong suat; 161 di ndi bo han | hét moi ngdc ngach trong bai
6. Han X DY A \ < .
ché mé ché, nhiéu khu vuc khuat day dédc container => nguy
rone bii. | Phat tam nhin; kho b6 sung chdot | co tre phat hién ké dot nhap
ong al, A gic hay mé rong pham vi | hodc su ¢0 (chay, ro ri...);
bén (tuan | hién A o . A f A x4 \
. tuan tra do khong gian chat | camera co6 thé cé di€ém mu
tra, glam ) Z s Z o
st) [92]; [91]. néu container x&p cao; khi
su c0 xay ra, 101 ti€p can han
hep lam chdm phéan ung
khan cap.
7. Phoi Phi Thiét 1ap kénh lién lac va Strc manh tong hop gitip
hop lue ~han co ché phoi hop gitra an ngan chan hiéu qua hon
T ung

lwgng lién

ninh cang véi Bién phong

(nhiéu luc lugng cung hién
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nganh ctra khau, Hai quan giam dién ran de t6i pham); phat
(Bién sat hang, CSGT diéu tiét hién tét hon (chia sé thong
phong, ngoai cong, Cong an dia tin vé d6i twong, 16 hang rui
Hai quan, phuong bao dam trat ty...; | ro gilta cdc don vi); phan
CS@GT, t6 churc cac dot tudn tra, trng nhanh va dong bo khi
Cong kiém tra lién hop dinh ky | ¢6 su ¢b (vi du cong an, bién
an...) va dot xuat tai cang [89]. phong cung bat gitr ngay d6i

tuong vi pham tai cong).

8. Két noi

Két ndi hé théng CNTT cia
cang voi1 co quan chirc nang
(hai quan, quan ly XNK...)
dé trao doi dit liéu
container, phuong tién theo
thoi gian thyc; ing dung
cac cong cu phan tich dir

Cho phép xay dung hé
thong canh bao sém: dix
liéu lién thong gitip ty dong
flag cac truong hop bat
thuong (container bi Hai
quan canh béo, tai xé ndm
trong danh sach den...);

d}r llgu,& P.hAat lidu 16n, AI dé giam sat va | phan tich AI hd trg phat
canh bao | hién , n . X pen
rili ro du bao nguy co [91]. hién xu huwéng, dau hi¢u la

(hanh vi gian lan, trém cap)
ma con nguoi khé nhéan ra
kip; nho do lyc luong an
ninh chu dong ung pho trudce
khi nguy co thanh sy cd that.

Bang 18 Cdc yéu t6 anh hwéng an ninh céng cang Cat Ldi

Nguon: Tac gia (2025)
Két hop bang (7) va bang (17) ta ¢6 bang chi s an ninh cong cang Cat Lai nhu sau:

H¢ so0 an ninh cong cang Cat lai

S6 diém
Thang
diém 5

Mo ta chi tiét
Cat Lai

Tiéu chuan danh gia

Yeu to anh huéng (ngudng diém 5)

1. Ha t?u;g vat ly
(rao, chiéu sang,
CCTV)

Rao > 2,4 m, barie
da lan, ~200
camera, den pha
toan tuyén

Rao > 2,4 m + clear-
zone > 3 m; chiéu sang
> 10 lux; CCTV phu
100 % FOV, PTZ + IR

2. Cong nghé quin
ly & tu dong hda
(TOPX/TOPOVN,
ePort, Auto-Gate,
handheld)

TOS tbi wu bai;
ePort & check-in
online; handheld;

chua trién khai
RFID/OCR dai tra

OCR/ANPR > 95 %;
RFID/e-seal > 99 %;
xtr 1y < 20 s/xe; MTBF
hé théng > 5.000 h
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100 % quét ID +
container; 2-factor;
SOP cap nhat <12
thang; dién tap > 2/nim

3. Quy trinh giao Ding ky trude, dbi
nhan & kiém soat chiéu eDO/ePort, 4
truy cap ki€ém tra ngau nhién

100 % NV c6 ching
chi; tai hudn luyén < 36
th; ca < 12 h; kiém soat
ndi gian

4. Nhan sy (dao tao, | Bao vé€ quan doi,
ky luat, cuong do chirng chi 3.24; ca 4
cao) 24/7, ap luc 1on

Thot gian cho TB < 15

5. Luu lwgng xe & ~20 000 xe/ngay, ph; thong lan > 150

un tic ket xe gid cao diém 2 xe/gid/lan; hang doi <
500 m
i ~ A 0 A A A ~ < 0 K

6. Gi6i han bai/bén Ba} gan 100 % cong I\/Eat do bai < 85 % thiét
(khé tui n tra) suat, 101 hep, nhiéu 3 ké; LOS camera > 95

goc khuat %;161di >3 m
7. Phoi lAlO.p h‘fc Tuan tra lién hop, Bao €20 dAe dofl < 12th;
lwgng lién nganh didn tap dinh ks 5 > 2 dién tap/nam;
(CSGT, Bién phong, duon ‘%ﬁ i n(')ny’ MARSEC chuyén cap
Hai quan...) & day & <6h

Lién thone cane—hai Két ndi real-time API;
8. Két néi dir litu & & cans— MTTD sy cb < 24 h; v4

quan—khach hang; 3

canh bao rui ro bdo mat < 14 ngay;

Al phan tich CCTV pen-test hang nam

Bang 19 chi s6 an ninh cong Cang Cdt Ldi
Nguon: Tac gia (2025)

2.7 Két luin

Két qua danh gid an ninh cong cang Cat Lai theo 8 yéu tb (bang 17) cho thiy
btic tranh tong thé ¢ ca mit manh va diém yéu. Mot sé diém yéu dang lo ngai da
duoc nhan dién & cac yéu td mirc diém chi & mirc trung binh hodc thip (< 3/5):

2.7.1 Cong nghé quan 1y & tu dong hoa (diém 3/5)

Hé thdng quan 1y cua cang di Gmg dung TOS (Terminal Operating System)
dé t6i wu khai thac bai, cung cong thong tin ePort cho phép dang ky truc tuyén va
thiét bi cam tay (handheld) cho nhan vién. Song, viéc tu dong hoa khau kiém soat
tai cong chua toan dién do chwa trién khai dai tra cong nghé nhian dang OCR
(Optical Character Recognition) va RFID. Hi¢én nay, thong tin xe container ra

vao cang phan 16n van phai nhip thu cong, phu thudc nhan vién giao nhén cong



54

(GNC), dan t6i thoi gian xir Iy kéo dai va tiém an sai sét. Thuc té dd xay ra truong
hop su cb mang CNTT noi bd cang khién quy trinh lam thu tyc bi gian doan, xe
container phai xép hang chd bén ngoai gdy un tic nghiém trong [93]. Nhitng han
ché vé cong nghé va ty dong hoéa nay khién cong tic kiém soat an ninh chua dat
hiéu qua téi wu, kho dap umg trude cic nguy co xam nhap tinh vi hay khéi lwong
phuong tién tang cao.

2.7.2 Luu lugng xe va un tic (diém 2/5)

Cang Cat Lai hién don khoang 79.000 — 20.000 luot xe tai, container mdi
ngdy [94]. Lugng phuong tién khong 16 khién thoi gian chd vao cang kéo dai, co
thoi diém xe phai xép hang hang km, tao k& hd an ninh do kho kiém soat hét trong
tinh trang 10n xon. Nguy co xdy ra cac hanh vi vi pham (nhu nguoi khong phan su
tra tron, that thoat hang héa) ting khi dong xe un & bén ngoai ving kiém soat cia
cang. Hon nita, 4p luc thong quan nhanh dé giam ket xe c6 thé budc nhan vién bao
vé rat ngin quy trinh kiém tra, dan t&i 10ng 1éo trong khau xac minh gidy to va nhan
dang phuong tién. V&i thuc trang gan 20 nghin xe/ngdy va du bao con tang gap doi
vao nam 2030 [95]. R& rang niang lyc xu 1y Iuu lwong hién tai cta cong cang 1a
chua dap tng, gdy anh hudng tiéu cuc dén an ninh tong thé.

2.7.3 Gidi han bii va bén bii (diém 3/5)

Khu bii container ctia cang Cat Lai thudng xuyén hoat dong gan 100% cong
suat thiét ké, cac 161 di ndi bo chat hep va nhiéu goc khuat. Mat do container qua
day dic tao ra diém mu cho camera giam sat va gy kho khan cho tuan tra ctia bao
vé. Hién tai khoang 200 camera d3 lip dat nhung chua du dé phu 100% line, bai
hang. Theo tiéu chuan, mat do khai thac bdi nén duy tri dudi ~85% stic chira dé
dam bao an toan va hiéu qua van hanh (bang 18). Nhung thuc té Cat Lai thudng
xuyén kin bai, vuot ngudng nay, lam ting nguy co mat kiém soat, anh hudng t6i un
tac giao thong trong bii hang. Nhin chung, han ché vé khong gian bai va tam quan
sat dang 1a mot thach thirc 16n cho cong tdc bao ddm an ninh bén trong cang.

2.7.4 Két nbi dit liéu va canh béo rui ro (diém 3/5)
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Murc dd chia sé thong tin, dir li€u gitra cang vdi cac co quan chic nang (Hai
quan, Bién phong) va khach hang chua thyc sy thoi gian thyc. Du da c6 mot s6 hé
thong lién thong (vi du trao ddi dir liéu ePort, hai quan dién tir) nhung chwa hinh
thanh duoc nén tang canh bao sém duya trén phan tich dit liéu 16n, nhitng container
dugce danh gia “rui ro thap” du di thong quan trudce khi téi cang van bi xép 13n voi
container chua thong quan, gay kho6 khan trong viéc nhan di¢n va uu tién xu 1y [95].
Viéc thiéu phan ludng theo dit liéu rai ro khién qué trinh kiém hoa tai cong con
ngau nhién, chua t6i wu. Thém vao dé, chirc nang phan tich hinh anh CCTV bang
Al méi ¢ giai doan dau (thi diém vai camera), chua trién khai rong dé tu dong phat
hién hanh vi bat thuong. Kha nang phat hién, canh bdo sém cac mbi de doa an ninh
vi vAy con han ché — thoi gian tir khi xay ra su ¢b dén khi dugc nhan biét (MTTD)
c¢6 thé kéo dai nhiéu gio. Tiéu chuan qudc té khuyén cdo hé thong an ninh nén c6
kha ning canh bao gan thoi gian thuc va dinh ky kiém tra tinh hiéu qua (vi dy thir
xam nhap, penetration test hang nim) nham lién tuc cing cb 16p phong thu. Pay l1a
khoang tréng ma hé thong hién tai ctia Cat Lai can cai thién dé dap ung yéu cau
quan 1y an ninh hién dai theo ISO 28000 (quan tri rti ro lién tuc trong chudi cung
ung) va ISPS Code (giam sat lién tuc con nguoi, hang hoa, dam bao thong tin lién
lac an ninh thong subt) [96].

Tém lai, cac yéu td cong nghé, luu lugng giao thong, ha ting bii va hé thong
thong tin tai cong cang Cat Lai boc 160 nhiéu han ché, Nhiing diém yéu nay néu
khong dugc khic phuc kip thoi sé ngay cang tram trong khi khdi lugng hang hoa
thong qua cang ting cao trong cac thap ky téi. Viéc dé ra cac giai phap toan dién,
tuan thu chuian muc quéc té va c6 tAm nhin dai han 12 can thiét dé nang cao muc do
an ninh, ddm bao cang Cat Lai hoat dong an toan, hi¢u qua trong giai doan dén 2030

va dinh hudng 2045
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CHUONG 3. GIAI PHAP VA PINH HUONG TRIEN KHAI
3.1 Pinh huéng, quan diém dé xuit giai phap

Chuong trinh giai phap phai tdp trung giai quyét dong thdi cac muc tiéu:
nang cao hiéu suat van hanh, giam thiéu thoi gian chd doi, ting cudng an ninh —
giam sat, giam chi phi va sai sot thii cong, dong thoi phat trién huéng tiép can cong
nghé cao, xdy dung 16 trinh phat trién thanh hé théng Cang théng minh. Quan diém
chung 1a tich hop da bén — déng bo hoa hé thdng: ap dung cong nghé tién tién (IoT,
Big Data, Al, hé thong thong tin, blockchain...) két ndi gitta cac don vi cang, hing
tau, doanh nghiép logistics va co quan quan ly (hai quan, cang vy, an ninh), tao moi
truong thong tin minh bach va phan hoi theo thoi gian thuc [97]. Viéc nay doi hoi
phdi hop lién nganh, xay dung co ché diéu phdi chung va co ché “cang mé” dé luan
chuyén hang hoa thuan loi gilta cac cang khac nhau, dua trén hé thong CNTT két
nbi dir lidu giita cac cang va hai quan, giup kiém soat hang héa di chuyén trong noi
khoi cang mot cach chinh xac, giam thu tuc 1ap lai [98]. pé nang cao hon nita hi¢u
qua kiém soat ngudi, phwong tién, hang hoa va giam thiéu rui ro tai cong cang Cat
Lai, Cac giai phap duogc thiét ké phu hop véi chuan ISPS Code, ISO 28000 va tai
liéu hudng din UFC, dong thoi tin dung cong nghé tién tién. Lo trinh thuc hién
duogc chia theo hai mdc: Pén niam 2030 (giai quyét cac van dé cip bach, dat mirc
tuan thi cao) va tAm nhin 2045 (duy tri va nang tdm an ninh theo su phat trién cia
cang va xu thé cong nghé tuwong lai). Mot sé dinh hwéng giai phap duoc dé xuat
nhu sau:

3.2 Néng cip ha ting cong nghé va tu dong héa quy trinh tai cong cing

Giai phap trong tam 1a trién khai hé thong cong tw dong (Auto-Gate) tich
hop cong nghé nhan dang bién sb va container bang OCR clng nhan dang qua song
RFID, nham khic phuc han ché vé cong nghé hién nay, dong thoi ting toe d6 xu 1y
phuong tién qua cong, giam Un tic, theo khuyén nghi cua du an USAID, viéc lap
dat thiét bi OCR va dau doc RFID tai céng Cat Lai s€ ty dong nhan dién bién sb xe
tai, so container va tinh trang vo container, giup rat ngin thoi gian lam tha tuc dang

ké [95]. Ké hoach trién khai dugc mé ta nhu sau:
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3.2.1 Muc tiéu, yéu cau va tinh ning hé théng

Muyc tiéu cua du an la ty dong hoa kiém soat ra/vao tai céng cang Cat Lai
nhim giam thoi gian xir 1y, ting d6 chinh x4c nhén dién, giam sai sot thu cong va
nang cao an ninh cho khu vyc céng cang. Hé thong sé ung dung cong nghé RFID
(e-seal), OCR/ANPR (doc sb container, bién sd xe) va FaceMatch (nhén dién khuon
mit) dé ty dong hoa budc xac minh thong tin phuong tién va hang hoa [99], [100].

Yéu cau k¥ thuat:

RFID e-seal/ID: Tuan tha tiéu chuan ISO 10374 (RFID nhan dang
container) voi ty 1€ doc >99% [48].

FaceMatch: Nhan dién khuon mat tai xé véi ty 1€ sai <1% Cac thuat toan
tién tién hién dat do chinh xac >99% [49].

Hoat dong 24/7: Hé thong thiét ké lién tuc 24/7, d6 tin cdy cao (MTBF >
5000 gio, do kha dung >95%) theo tiéu chuan hé thong giam sat an ninh [49].

Tich hop real-time: Két ni API thoi gian thuc véi hé thong TOS (TOPX,
TOPPOVN), ePort ctia SNP, PCS (Hé thong Cong dong Cang), hé thong Check-in
Online (Trung tim Piéu d6) va ACS (Trung tim An ninh) dé dong bd théng tin
booking, container, lich xe, tich hop TOS cho phép theo ddi vi tri va trang thai
container ngay khi xe dén cong [50], [51].

An toan thong tin & an ninh: Tuan tha tiéu chuin I1SO 27001 (hé thong
quan 1y an toan thong tin), ISO 28000 (hé thong quan 1y an ninh chudi cung tng)
[51]. Hudng din IMO MSC-FAL.1/Circ.3 vé quan 1y rai ro mang trong linh vuc
hang hai [101].

3.2.2 Péi twong nghién ciru

Hé théng Auto-gate moi (thiét bi céng, camera OCR, dau doc RFID, may
kiém soat, phan mém diéu khién) va quy trinh kiém soat ra/vao tich hop cac cong
nghé ty dong.

Poi twong kiém sodt: Tat ca phuong tién ra/vao cang Cat Lai (xe container,
xe tai van chuyén hang hoa). Mdi 1an qua cong, hé théng s& kiém soat thong tin

container, trailer, gidy to xe va tai xé tuong ung.
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Déi twpng vdn hanh: Nhan vién k¥ thuat IT van hanh hé thdng, nhan vién an
ninh céng va nhan vién diéu giao nhan cong. Nhan vién van hanh s& giam sat, xtr Iy
ngoai 1€ (truong hop hé théng tw dong khong nhan dién dugc hodc cd canh bao) va
duy tri hé théng.

3.2.3 So dd két ndi hé théng voi cac nén tang quan 1y

Hé théng Auto-gate dugc thiét ké nhu mot trung tam tich hop, két ndi thoi
gian thuc v6i hé thdng diéu hanh cang TOPX, TOPOVN, EDO, Eport, Checkin
online, hé théng kiém soat an ninh ACS tao thanh hé sinh thai cang di¢n tur Eport:

TOS (TOPX, TOPPOVN): Nhén va tra thong tin vé 1énh van chuyén, vi tri
container, ké hoach xép d&. Gitip d6i chiéu nhanh chéng container trén xe vdi don
hang trong hé thong TOS [62].

ePort (SNP): H¢ thong khai bao dién tir va gidm sat hai quan cia Saigon
Newport. Cong sé& truy xuat dit liu ePort vé cac 1énh giao nhan (eDO), gidy phép
cap cang dé dbi soat tu dong [62], ePort da gitip giam thoi gian chd tai cong tir 13
xudng 6 phut va tang thong lugng 17% [66].

PCS (Hé thong Cong dong Cang): Trao do6i thong tin theo quy dinh hai
quan va logistics voi cac hang tau, hai quan, Hai doi, v.v. Hé théng Auto-gate s&
lién két dé cap nhat danh sach container nhép/xuét, ma sd nhan dang phuong tién...
theo real-time [62].

Check-in Online (Trung tim Piéu d): Hé thong dit lich va cap vé ra vao
cho tai xé. Cong tu dong kiém tra thong tin lich trinh di dwoc ding ky trude khi cho
xe vao bai [62].

ACS (Trung tim An ninh): Hé théng an ninh trung tdm theo di su kién.
Hé théng céng s€ gui dir li€u vé nhan dang xe/tai xé vao ACS dé dbi soat an ninh

(chéng danh sach den, kiém tra nhan sy) [84].
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Viéc tich hop cac hé théng ndy qua giao dién API gitp ty dong dong bd
thong tin trude khi xe vao céng, khi xe vao Auto-gate, cac thong tin tir TOS, ePort,
PCS va check-in duogc truy van tu dong; néu trung khdp, Barrier s€ mo ma khong
can can thiép bang tay, “hé thdng diéu hanh cbng s& dugc két ndi voi cac hé thong
d6 va cac tin nhin giao dién can dugc théng nhat” [102], Nhu vay, quy trinh tai
cong s& lién mach véi nén tang diéu hanh chung cta cang va co quan chtic nang.

3.3 Thanh phan céu tao va quy trinh vin hanh Auto-gate

Hé thong Giao nhan Cong Ty dong (Auto-Gate) tai cang Cat Lai bao gom
bon thanh phén chinh: ki-6t tu phuc vu tai xé, céng camera OCR (nhan di¢n bién sd
va mé container), diy ang-ten RFID hai bén lan, va hé thong diéu khién trung tim
(Gate Operating System — GOS). Muc tiéu 13 ty dong héa cong tac kiém soat vao/ra
dé nang cao an ninh va hiéu qua van hanh. Hé thong GOS duoc thiét ké dé ty dong
phat hién, ghi nhan va nhan dang moi chuyén dong cua nguoi, phuong tién va

container tai céng [103], Cac thiét bi tai céng (camera, dau doc, ki—ét) s& lién két
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chat ché voi barrier va trung tdm gidm sat, ddm bdo moi su kié€n déu dugc xu Iy va
lwu trir day du [104].
3.3.1 Ki-6t tu phuc vu cho tai xé (Driver Self-Service Kiosk)

Chite nang:  Nhdn lénh giao/nhdn dién tir: Tai xé quét ma QR 14y tir ePort;
hé thdng kiém tra ngay tinh trang 1énh EIR va sb container trong co s& dit; Xdc thuc
sinh trdc: Camera RGB-NIR chup khuén mit, so khép vé6i anh ho so dé dam bao
dung nguoi, ding thé an ninh; dong thoi c6 thé do than nhiét khong tiép xuc néu
yéu cau y té&; Truyén thong va hiedng dan: Man hinh/loa hién thi cip MARSEC hién
hanh, canh bao vi pham, huéng dan ludng di chuyén.

Thong s6 k¥ thuat tiéu biéu: Can tiéu chuan danh gia cac thanh phan an ninh
cong (bang 7) ta c6 théng sb ky thuat nhu sau: Man hinh cam tmg 15-22", sang > 1
000 cd/m?, 6 bén IP-54; Camera 5 MP hd tro IR, ty 1¢ sai nhan (FAR) < 0,1 %;
thoi gian xac thyc < 1 s; May quét ma vach 2-D toc d6 > 500 scan/s, phan hoi < 3s;
Hé diéu hanh Hardened Linux, CPU Intel i5+/4 GB RAM/SSD > 120 GB; Két néi
mang kép (Ethernet + 4G du phong), ma hoa TLS 1.3 dau cudi.

Chi tiét: Cong ty dong thudng trién khai cac ki-6t twong tac & mdi lan dudng
dé tao diéu kién thuan loi cho bat ky dau vao nao cia tai xé va dé giao tiép véi tai
xé. Cac ki-Ot nay dugc trang b1 man hinh cam tng, dau doc ma vach. Ki-6t cling co
thé hudng dan tai xé thuc hién mot s6 hanh dong nhat dinh (vi du quét ddu van tay
hoac cham thé ID , theo hé théng ID tai xé), khi xe tai vao vi tri (sau khi quét
OCR/ANPR), ki-6t s& hién thj thong tin chi tiét vé giao dich dé tai xé xac minh va
nhéc nho bat ky thong tin nao bi thiéu, néu sb dit chd hodc sb container khong duoc
dang ky trude hodc néu OCR khong thé doc duoc sd don vi, tai xé co thé nhap thu
cong tai ki-6t [105]. Sau khi hoan tat nhiing thu tuc, ki-6t s& thong bao cho tai xé vé
cac budc tiép theo — thuong 13 in vé vao cong hodc Bién lai trao doi thiét bi (EIR)
va hién thi vi tri dugc chi dinh trong bai dé giao/ nhan container [13]. Néu c6 van dé
(dir liéu khong khép hodc container bi gitr), ki-Ot ¢6 thé canh bao tai xé va két ndi
v6i nhan vién cong tir xa qua hé thong lién lac noi bo dé giai quyét gitip giam nhu

cau ve nhan vién tai cong va gip xe tai di chuyén véi thoi gian diung toi thiéu [13].
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3.3.2 Cong camera OCR (Container & LPR Portal)

Chite nang: LPR: nhan dang bién sé dau kéo va mooc, so khép véi don
ding ky; OCR container: doc mad ISO 6346 bén hong/ngiia thung, d6i chiéu 1énh
xép d&; Kich hoat barrier: khi xe, container, tai xé déu hop 1€, GOS phat 1énh mo;
Luu chimg c: anh toan canh + cit chi tiét duoc luu 180 ngay.

Théng s6 ky thudt tiéu biéu: Can tiéu chuin danh gia cac thanh phan an ninh
cong (bang 7) ta c6 thong sb ky thuat nhu sau: Camera LPR 2 MP/60 fps, dai WDR
> 120 dB, d¢ chinh xac > 95 %; Camera OCR 8 MP, dén LED chiéu sang > 10 000
lux; sai s6 ky tu < 1 %; Thuét toan deep-learning suy dién < 300 ms/khung, hoat
dong 24/7 (IR ban dém).

Chi tiét: Hé théng camera nhan dang ky tu quang hoc (OCR) dugc trién khai
tai cong cang dé tu dong doc bién sd xe dau kéo va ro-modc (mooc), ciing nhu ma
s6 container trén thung hang. Cong nghé nhan dang bién sd tu dong (ANPR) six
dung camera va thuat toan OCR dé chup hinh bién s6 va chuyén thanh ky tu trong
chua dén mot giay, nho thuat toan hoc sau hién dai, d§ chinh xac nhan dang bién sb
xe c6 thé dat trén 95% (tham chi ~98% trong diéu kién 1y tudong) [106]. Bién sb cla
ca dau kéo va mooc déu dugc doc dé ddi chiéu chinh xac ting xe ra/vao, hé thong
OCR container s& nhin dang ma container (theo chuan ISO 6346 gdm ma hing, sb
seri va ky tu kiém tra) tr hinh anh vo container ¢6 d0 chinh xac nhan dang ma
container ty dong duogc cai thién dén mirc gén nhu tuyét ddi, dat khoang 99.7% vdéi
giai phap OCR chuyén biét [107]. Piéu nay gitp nhan dién dang timg container ra
vao céng, hd tro kiém soat hang hoa chat ché.

3.3.3 Day ang-ten RFID hai bén lan (Portal Antenna Array)

Chure nang: Poc thé UHF EPC Gen2 gén trén mooc hodc dau kéo; Xac thuc
e-Seal RFID: bao dam container con niém phong, chua bi can thiép; Truy vét: két
hop ban dd bai, hd trg dinh vi container nodi khu.

Théng s6 ky thudt tiéu biéu: Can tiéu chuan danh gia cac thanh phan an ninh
cong (bang 7) ta c6 thong sb ky thuat nhu sau:  Déau doc 4 cong cong suat 33 dBm,
ang-ten dinh huéng 8 dBi; viung phii £ 5 m mdi bén; Tan sé 865-928 MHz, téc do
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doc da thé > 200 tag/s, ty I¢ thanh cong > 99 %; Vo thiét bi IP-66, chiu nhiét -20 +
+55 °C.

Chi tiét: Hé théng RFID sir dung cong nghé khong day thu phat song radio,
khong sir dung tia sing nhu ma vach (Bar Code hay QR Code), thong tin co thé
dugc truyén tai ma khong can tiép xtic vat 1y ndo ca. co thé doc nhirng thong tin
xuyén qua cac méi trudng, vat liu nhu: bé téng, tuyét, swong mu, bing d4, son va
céc diéu kién moi truong thach thirc khdc ma ma vach va cac cong nghé khac khong
thé phat huy hiéu qua, Dai tan s6 thuong dugc sir dung khi trién khai hé théng RFID
1a 125Khz hodc 900Mhz [108]. Nguyén tic hoat dong ctia cong nghé RFID: Trudc
hét, k§ thuat RFID can mot thiét bi 1a thé thong minh, thé RFID c6 kich thudc rat
nho, dung dé gan 1én vat thé can quan 1y nhu hang hoa, nguoi,.. Thé RFID chira cac
chip silicon va cac anten cho phép nhan 1énh va dap tng lai bang tan sb vo tuyén tir
mot RFID phat dap, tin hiéu dugc ghi vao thé va duoc doc khong phu thudc vao
huéng cua thé ma chi can thé d6 nam trong ving phu song cua thiét bi 1a duoc
[109].

3.3.4 Hé thong giam sat va trung tim diéu hanh (Gate Operating System
— GOS)

Chure nang: Thu thap, phan tich thoi gian thuc dir li¢u kiosk, camera, RFID,
quyét dinh md/dong barrier; Quan 1y mitc MARSEC, gui canh bao tu dong toi
TTAN & luc luong phan tng; Ghi log, Iuu trit anh > 180 ngay, cung cap API hai
chiéu cho TOPX, ePort, hé théng ACS; Dashboard BI, thong ké thong lwong, KPI
OCR/RFID, du bao hang doi.

Théng s6 ky thudt tiéu biéu: Can tiéu chuan danh gia cac thanh phan an ninh
cong (bang 7) ta c6 thong s6 ky thuat nhu sau:  Cum mday chia HA 99,9 %, CPU
x86-64, Docker/Kubernetes, DB PostgreSQL + MinlO; API REST/HTTPS, d tré <
150 ms; m3 hoa TLS 1.3, dit liéu luvu AES-256 at-rest; Co ché RBAC, Audit-Trail
khong thé stra x04; déng bo dir liéu 4 gi(‘)r/lﬁn.

Chi tiér: Nén tang cia tat ca phan cimg la Hé diéu hanh cong, phan mém

chuyén dung diéu phdi quy trinh lam viéc ctia cong. GOS tich hop voi tat ca
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cac cam bién (camera OCR, dau doc RFID, ciu cén, ki—ét) vao mot thé théng
nhat [110], diéu khién cic quy trinh phtrc tap tai cong va cac quy trinh phu
phd bién trong cac nha ga container, dong vai trd 13 bo ndo cua cac hoat dong
céng, tu dong hoa va kiém soat viéc di chuyén ctia xe dau kéo, tai xé va
container qua cong, do d6 ting luu lwong, giam tinh trang tic ngh&n hoat
dong.
3.4 Cac buéc trién khai dy 4n

K& hoach trién khai chi tiét theo cac giai doan chuén bi, thiét ké, thi cong,
van hanh dy 4n hé thdng cong tu dong (Auto-gate) tai Cang Cat Lai, trong giai doan
tir T7/2025 dén T05/2027. Qua trinh trién khai bao gdm cac budc cung cép thiét bi,
lép dat, chay thur, nghiém thu va van hanh hé théng phén cfmg/phén mém theo tiéu

chuan chuyén nghiép [111]. Puoc trinh bay van tit trong bang dudi dy.

Tién d trién khai dw 4n Auto-gate Cat Lai (2025 — 2026)
Giai | Thoigian N S | pon vi chi tri
doan (thang) Cong viéc chinh pham/moc phéi hop
‘ nghiém thu j
Khdo sat hién truong
Xa?/ dl__rng ba? a0 | b cho
kha thi va phé duyét \ s
chu truong dau tur kha thi
Chuin Thanh lap Ban dy | 9U9¢ SNP SNP (CDT) -
bi T7-T9/2025 An. ohan Fc’én nhicm phé duyét; GNC, TTAN,
- . P & IEM | yuyét dinh TCIS
Chuén bi du toan so thanh 1%11?
T £ Ban du an
b(_),’mql thau tu van
thict ke
Thiét ké sobo vaky | BO ban vé
thuat (kiosks, va thuyét
Thiée | T10- comens, barie,mang. | minh KT: | G —swe,
ke | T12/2025 Tinh toan khdi thi & b1 TCIS, TTAN
lugng vat tu, lap ch}lén hoa;
danh muc thiét bi HO6 so moi
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Tham dinh thiét ké thau
(TCIS) va phé duyét
(SNP)
Chuén b1 ho so moi
thau thiét bi/thi cong
Dau thau, ky HD
mua sam thiét bi a4
A X Bién ban
T:hl cong ha tang, nohiém th
Thi lap barie, camera, ugl N ¢han Y| Nha thau thiét bi
cong kiosk, RFID ENANE | va XD — GNC hd
« o | T1-T7/2026 e L muc; .,
va lap Cgu dat phan mém, Hodn (4t 15 trg KT, TCIS giam
diit chu hinh mang va 0t AP g4, SNP/TTAN
dat T6
API /2026
Kiém thir, higu
chinh ban dau
Chay thtr tich ho’p,, Bién ban
hi¢u chinh thong s6 | nghiém thu
Van bao tao nhan sy van cudi TTAN va Phong
hanh | T8/2026- hanh/bao tri (T5/2027); CNTT — SNP,
va ban | T5/2027 Nghiém thu tong thé | Quyétdinh | TCIS, GNC, Nha
giao va ban giao dua vao thau
Theo doi, l:;éo hanh khai thac
12 thang dau (T6/2027)

Bdng 20 Tién do trién khai dir én Auto-gate Cat Ldi
Nguon: Tac gia (2025)

3.4.1 Giai doan 1: Chuén bi (T7/2025 — T9/2025)

Céng viéc chinh: Khao sat hién truong, thu thap yéu cau tir Trung tim An

ninh (TTAN), Trung tam diéu d6 (TTPD) va cac don vi lién quan. Xac dinh pham

vi va mo hinh céng tu dong (sé lan xe, vi tri dat thiét bi). Lap dé cuong k¥ thuat, lap

ho so du an kha thi, phdi hop véi cac don vi chire nang dé phé duyét chi truong dau

tu. Moi thau va lya chon nha thau tu véan thiét ké. Thanh 1ap ban dy an va phan

cong nhiém vu. Chuan bi ké hoach tai chinh so bd, du toan ban dau.

Thoi gian: T7/2025 — T9/2025. Trong 3 thang, tap trung hoan thanh khao sat

hién truong va béo cdo kha thi, song song tuyén nha thau tu véan thiét ké.

Ngan sdach so bg: Ubc khoang 300-500 triéu VND cho cac hoat dong khéao

sat, 1ap ho so, hop hoi dong va phé duyét dau tu; bao gdbm chi phi thué tu van, tién

cong khao sat, tai li¢u, in an.
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Thiét bi: Thiét bi vin phong (may tinh, may in, thiét bj hop truc tuyén) dé
phuc vu cong tac chuéan bi; thiét bi do dac, may anh, thiét bi do dac hién trudng.

Cdc bén tham gia: Chu dau tu (SNP) chu tri phé duyét cha trwong; don vi tu
van thiét ké (ABC) khao sat, 1én dé cuwong; don vi giam sat (TCIS) tham gia thim
dinh thiét ké; TTAN, TTDD va Doi ky thuat cang phdi hop cung cip dit lidu yéu
cau; nha cung cap thiét bi tham khao ban dau.

3.4.2 Giai doan 2: Thiét ké (T10/2025 — T12/2025)

Céng viéc chinh: ABC thyc hién thiét ké so bo va thiét ké k¥ thuat hé thong
Auto-gate. Noi dung bao gém quy hoach vi tri dat lan xe, try, duong céap, tu diéu
khién; so d6 mach dién, dau ndi mang; thiét ké co so lép dat barie va camera. Xac
dinh dﬁy dt danh muc thiét bi (camera OCR, camera FaceMatch, barie, server, thiét
bi mang, nguén UPS, v.v.). Lap ban v& chi tiét, tai lidu k¥ thuat; tich hop yéu cau
két ndi hé thong cong tu dong véi phan mém quan 1y cang nhu TOS (TOPX,
TOPOVN), Eport, checkin online, ACS... Trinh phé duyét thiét ké véi SNP va
TCIS, diéu chinh theo gop y. Chuan bi hd so dau thau/co s mua sam thiét bi va thi
cong.

Thoi gian: T10/2025 — T12/2025. Trong 4 thang nay, hoan thién cac ban vé
va tai liéu thiét ké, tién hanh danh gia an ninh, an toan k¥ thuat.

Ngdn sdch so bg: Khoang 500—700 triéu VND cho chi phi thiét ké va tham
dinh (phi tu van thiét ké cia ABC, bao gdm ca chi phi ban quyén phan mém thiét
ké va tai liéu).

Thiét bi: May tinh va phan mém thiét ké k¥ thuat (CAD/PLC), may in kho
16n dé in ban v&. Hau hét thiét bi chinh s& mua sim ¢ giai doan thi cong.

Cdc bén tham gia: ABC chiu trach nhiém chinh vé thiét ké, SNP phé duyét
ké hoach va ngan sach, TCIS tham tra thiét ké; TTAN, TTPD va cac don vi ky
thuat cang gop ¥ yéu cau van hanh; nha cung cip thiét bi c6 thé duoc moi tham dinh
thiét ké (tham khao thong sb).

3.4.3 Giai doan 3: Thi cong thir nghiém (T1/2026 — T7/2026)

Cong A 4 lane (2 vao/ 2 ra), cong B 4 lane (2 vao/2 ra)
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Céng viéc chinh: T6 chirc ddu thau hodc mua sim thiét bi theo hd so thiét ké.
Lua chon nha cung cap (cac hing uy tin nganh an ninh va ty dong hoa) cho barie,
camera, thiét bi mang, may chu, UPS, man hinh thong bao, v.v. Dong thoi ky hop
dong thi cong ha ting: San 1ap, tao nén méng (tru bé tong cho barie, gia d& camera),
di day dién, cap mang, lip dit tu dién, ngudn du phong. Sau d6 tién hanh lip dat
thiét bi: Péng m& barie, lip camera (OCR va FaceMatch), lip man hinh LED thong
bao, hé théng két ndi. Cai dat hé théng phén mém kiém soat ra/vao, tich hop véi co
sO dit li¢u cua cang, hiéu chinh ban dau (kiém thtr nhan dién bién sb, nhan dién tai
xé, van hanh barie). TCIS giam sat chat lwong thi cong, nghiém thu tirng hang muc.
Khic phuc su ¢, bao hanh tam thoi.

Thoi gian: T1/2026 — T7/2026. Khoang 7 thang, bao gdm 2 thang mua sam,
va 5 thang thi cong lap dat va chay thir nghiém. Cac mdc chinh: hoan thanh lap dat
thiét bi thang 5/2026, hoan thanh chay thtr ndi b thang 6/2026.

Danh muc thiét bi va vét tw: Danh muc thiét bi cho 8 lan thu nghiém (hai

cong A va B, mdi cong 4 1an) chi tiét theo bang bén dudi.

Danh sach thiét bi giai doan 3 thir nghiém
STT Thiét bi 50 Céu hinh chinh
’ lwgng
Container OCR Portal (da- Nhén ISO 6346 =97 % ¢ < 30
1 camera linq/area, IR, dén LED, |4 b0 km/h; trao doi dir liéu TOS
tu di€u khién, khung thép) qua API
2 | Barrier ty dong 6 m, IP 54 8 bod Mo < 6 s; dao chiéu an toan
Anten + dau doc RFID UHF . . o
3 (10374/e-seal) 8 bd 2 anten/lan doc > 99 %
4 | Camera Face IR 4 MP 4 chiéc | Sai sd FNIR <1 %
Kiosk tu phuc vu (RFID + QR A et T
5 + HMI) 2 cay bat tai 2 lan IN
6 | Server GOS (Dell / HP) 2 may gcggn/ 17,32 GBRAM, 1 TB
7 | Switch PoE L3 + router 2bd 16 ports PoE, uplink 1 Gb/s
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8 | UPS online 2 kVA 2bd Luu > 15 phut

Phu ki¢n (cap quang/Cat6, tu
rack, vong tu, den LED)

Go1 —

Bang 21 anh muc vdt tw thir nghiém
Nguon: Tac gia (2025)

Ngidn sach so bg: UGe khoang 3.4 ty VND cho bude thir nghiém 8 lane tai 2
cong A, B, chi tiét bang bén dudi:

Ngan sach du kién giai doan 3
. o Thanh tién
STT Khoan muc SL. | Don gia (wdc) (Triéu VND)
1 | Container OCR Portal 4 450 1800
» | Barrier tu dong 8 22,5 180
RFID UHF (dau doc + 2 2 12 96
3 | anten)
4 | Camera Face IR 4 12 48
5 | Kiosk tu phuc vu 2 55 110
Server + switch + UPS 2 - 65 130
6 g01
7 | Céap, tu, vong tir, dén — — 150
g | Tong thiét bj 2514
Thi cong ha tang & nhéan 550
9 |cong
10 | Dw phong 10 % 306
Téng bude 3 3570 trigu (~ 3,4

Bang 22 Ngdn sach di kién giai doan 3
Nguon: Tac gia (2025)

Vai tro — luong phé duyét: SNP (Chu dau tw) phat hanh HSMT — phé
duyét két qua thau — ky HD, ABC (Tu van thiét ké) cap nhat ban v& “4 1an” timg
cong — hd tro ky thuat khi 1ip, Nha thiu thiét bi cung cép
camera/barie/RFID/kiosk — cai dit phan mém GOS, Nha thau xay dyng thi cong

nén, cap, ta dién, TCIS (Giam sat) giam sat vt tu, nhan cong — nghiém thu
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tirng hang muc — nghiém thu tong thé, TTAN, TTPD va Déi ky thuat cang tiép
nhan, van hanh thtr nghiém, ghi log, bao 16i.

Giai doan thtr nghiém 2 IN + 2 OUT cdng A, B giup kiém chtng luu luong,
do chinh x4c nhan dién, quy trinh API v&1 TOPX/ ePort/ PCS/ ACS trude khi quyét
dinh nhan rong toan bo céng Cat Lai.

3.4.4 Budc 4 — M6 rong hé théng Auto-gate toan cang v6i 34 lane

Sau giai doan thi diém 8 lan hoan thanh thang 7-2026, Saigon Newport
(SNP) quyét dinh nhan rong Auto-gate trén moi cong chinh dé xur 1y trudc nhu cau
giao/nhdn container du bao td1 2030.

Cong viéc chinh: Hoan thi€n ban v€ chi tiét cho 34 lan, chuin héa giao dién
APL 14p b6 hd so moi thau (HSMT) mé rong, SNP phat hanh HSMT, cham thau va
ky hop dong véi goi thiét bi (portal OCR, barie, RFID, kiosk, camera, server,
mang), xay dung ha tang cho 5 cong (moéng, cap, ti dién), thi cong dong loat tai cac
cong: Nha thau xdy dung san lap, d6 moéng tru, dit ong ky thudt, kéo cap
quang/Cat6, lap ti dién va UPS tai cic cong A, B, D, E, G; TCIS giam sat chat
luong va an toan, nha thau lap dit va cau hinh thiét bi, tich hop hé théng va cai dat
phén mém, TCIS-CNTT céu hinh GOS, két ndi real-time v4i TOPX, ePort, PCS,
ACS; déng bd co s& dir liéu container, tai xé va e-seal, TTAN va TTPP van hanh
thir 60 ngay/24x7, theo doi log, tinh chinh ngudng OCR/RFID/FaceMatch; khi dat
KPI (> 95 % OCR, > 99 % RFID, barie < 30 s/xe), tién hanh dao tao nhan vién an
ninh va k¥ thuat cang vé van hanh, bao tri hé thdng; chuyén giao tai liéu (sb tay van
hanh, quy trinh xtr 1y 16i). TCIS-CNTT chu tri nghiém thu k¥ thuat theo ting hang
muc va nghiém thu hoan thanh. SNP ky nghiém thu cudi, ban hanh quyét dinh dua
hé théng Auto-gate 34 1an vao khai thac chinh thirc.

Thoi gian: Tl T8/2026-T5/2027 khoang 9 thang, bao gdm 3 thang hoan
thién ho so, moi thau, ky két hop dong thiét bi va thi cong, 4 thang xdy dung, thi
cong, lap dat, va 2 thang tich hop hé thdng, dong bo dir lidu, chay thir 60 ngay vao
thang 4, 5-2027.
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Danh muc thiét bi va vdt tuw: Danh muc thiét bi cho 34 lan tai céng A, B, D,
E, G chi tiét theo bang bén dudi.

Danh sach thiét bi giai doan 4

S6
lugng

STT | Nhém thiét bi Céu hinh / ty 1§ gan

Container OCR Portal (da-
camera line/area, IR, dén
LED, tu diéu khién, khung
thép)

2 | Camera ANPR OUT 10 chiée

Nhan ISO 6346 > 97 % 6 <30
24 bo km/h; trao doi dix liéu TOS qua
API

1 camera / lan ra (khong can
portal)

3 | Barrier ty dong 6 m, IP 54 34 bo Mé < 6 s; ddo chiéu an toan
RFID UHF (ISO 10374) —

\ A > 0
4 dAu doc + 2 anten 34 bo 2 anten/lan doc > 99 %
.z | gan tai 24 lan IN, Sai s0
5 | Camera Face IR 24 chiéc FNIR<1%
6 Kiosk tu phuc vu (RFID + 24 cA Xeon/i7, 32 GB RAM, 1 TB
QR) Y |ssp
7 | Switch PoE L3 + Router 10 bo 16 ports PoE, uplink 1 Gb/s
8 | Server GOS (cluster) 4 may mo rong cho 40 lan du phong
9 | UPS online 2 kVA 10 bo Luu > 15 phut
1o | &8P quang, Cato, vongtr, | o tinh theo mét cap & phu kién

den LED

Bang 23 Danh sach thiét bi giai doan 4
Nguon: Tac gia (2025) ,
Ngan sdach so bg: Ubc khoang 18,65 ty VND cho hé thong Auto-gate toan

cang voi 34 lane, Chi phi ndy vin bao gdm bao hanh 24 thang va ddo tao 3 ca van

hanh, chi tiét bang bén dudi:

Ngan sach so b giai doan 4

STT Hang muc lll’?_)’?lg Don gia (wérc) (E}%ﬁh\;ﬁg)
1 | Container OCR Portal 24 450 10 800
2 | Camera ANPR OUT 10 5 50
3 | Barrier 6 m 34 22,5 765
4 | RFID (dau doc + anten) 34 12 408
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5 | Camera Face IR 24 12 288
6 | Kiosk 24 55 1320
7 | Server + Switch + UPS 4+10 650/ gobi 650
8 | Cép, tu, phu kién 640
9 | Téng thiét bi 14,921

10 | s obog (= 159 2238
11 | Dy phong 10 % 1492
12 | Tong Buéc 4 18,650 ty VND

Bang 24 Ngan sach so bo giai doan 4
Nguon: Tac gia (2025)

Vai tro — luong phé duyét: SNP duyét —» GNC phat hanh ban vé —» TCIS
théng nhat bién phap —» Nha thau xay dung md duong va cap ngudn —» Nha thau
thiét bi lap dat & cau hinh —» TTAN chay thir —» TCIS nghiém thu —» SNP ky
ban giao. Nho mdi mat xich rd vai, rd viée, du an co thé trién khai song song & nam
cong ma khong 1am gian doan khai thac, dong thoi bao dam hé thong Auto-gate moi
dat du KPI (= 95 % OCR, > 99 % RFID, barie < 30 s/xe) trudc khi chinh thirc dua
vao khai thac.

Sau khi trién khai toan céng, du 4n tién hanh nghiém thu, ban giao va dao tao
toan by nhan sy van hanh, mo6 hinh bai ban 4 giai doan, hé théng duoc hoan thién
dung tién d6 va du diéu kién hoat dong 6n dinh.

3.5 Danh gia hi¢u qua dat dugc
3.5.1 Hiéu qua van hanh thye té

Trudc day, nhan vién cong mat trung binh 2-3 phiit dé xir 1y thi tuc cho mdi
Xe container (kiém tra 1énh, diu seal, nhap li¢u, ddi chiéu giéy t0). Sau khi trién
khai Auto-Gate, thoi gian xir Iy giam chi con 10-25 gidy/xe. Két qua thuc nghiém
cho thay ning lyc xtr 1y tai 42 lan cong di dugc tang hon 5-6 1an, dong thoi cac
thong tin nhan dang dugc dong bo tirc thoi vao hé thong quan 1y bai va didu do

(TOPX, GOS), gilip cai thién déng ké tinh chinh x4c va tdc do truyén dir liéu.
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H¢ s6 an ninh cong cang Cat lai khi 4p dung Auto-Gate
Yéu tb anh hwéng Mo ta chl.?et sau cai biém (thang Nhin xét
tién 5)
A A , N N S . \ . ;
Hac tang .\iat l)’f (rao Rao >2,4 m, bar‘le da lan, 2k B 4w () (51 @i
chan, chiéu sang, ~200 camera, den pha 4 cAn mé £on
CCTV) toan tuyén ong
2 rp——y Trién khai Auto-Gate, A "
Congrabinli | ocumNPR=53 %y | 45 | S EmmbablE
s . A Quét 100 % ID + . —
Kb sodt truy egp. | container,2factor, SOP | 45| G SR
yeap cap nhat dinh ky g g
2 R . Chuyén sang giam 5 A s e,

Nhin sy(dao tao, ky | Lope pidn o higa 4 Tang hiéu qua, giam ap
luiat, cwong do cao) A e : lyc van hanh

luyén dinh ky

~20 000 xe/ngay, ludng p A A
Luu lwgng xe & un tic | vao/ra nhanh hon, cao 3,5 C.a} thl;¢n soSnbeniEhig

SN triét dé

diém con tac nhe

Gi6i han bai/bén (khé | Mat d6 bai van cao, 16i it thay d6i do gi6i han
A < A r A 3 A ,

tuan tra) hep, nhicu goc khuat vat 1y
Phéi hop luc lwgng lién | Tuén tra lién hop, dién 5 Giir vitng phéi hop hiéu
nganh tap dinh ky > 2 1an/ndm qua
Két noi dir liéu & cinh | API real-time, phan tich 4 Heé théng két ndi manh
b4o rii ro Al canh bao sém su co hon trudce

Bdng 25 Hé s6 an ninh cong cang Cat Ldi khi dp dung Auto-Gate

Nguén: Tac gia
Ndng sudt va thoi gian xir Iy xe tang cao: Hé thong Autogate rat ngan dang
ké thoi gian thu tuc tai céng. Trudc ddy, nhan vién mat trung binh 2-3 phut dé 1am
thi tuc cho moi xe container (kiém tra 1énh, déu seal, ghi nhan bién sb, v.v.) thi sau
trién khai Autogate thoi gian nhan dién ty dong va ghi nhan dir li€u chi con 10-25
gidy/xe. Két qua thyc té cho thay khong con hién tuong Un tic xe dai ngoai cira
cong nhu trude day: Cang Pa Nang — cang dau tién ap dung cong tu dong — da cong

b6 “khong con ket xe hang dai lan duong vao cang nhu trudc day” nho hé thong
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Autogate [112]; Su tu dong hoa cho phép luu lwong xe qua cong ting, ning suit
tiép nhan hang dugc cai thién rd rét.

Thoi gian phuc vu va trdi nghiém khdch hang tét hon: Tai xé chu dong dugc
thoi gian ldy hang nho check-in truc tuyén trude khi dén, khong can xuat trinh gidy
t& vat 1y tai cong [113]. Hé thong lién két truc tiép vé6i ung dung di dong (mobile
app) dé giao tiép véi 14i xe, giup khach hang tra ctru thong tin dién tir vé phiéu giao
nhan (eEIR) va lich sir giao dich ngay trén app, Viéc loai bo gidy in va quy trinh thi
cong (nhap liéu, in phiéu gidy) rat ngan thoi gian xur 1y hang va cai thién déng ké
trai nghiém. Theo bao cdo cua VIMC, Smart Gate thuc ddy “chuyén d6i s6” tai cac
doanh nghiép van tai, giup ddy nhanh giao dich khong tiép xfic va nang cao ning
suat chung [114].

Ndng cao an ninh va tinh chinh xdc kiém sodt: Hé thong ap dung cong nghé
hién dai nhu nhan dang bién s6 (OCR) va nhan dién khuon mat (FaceMatch) dé xac
thuc xe va lai xe [113]. Cu thé, cong ngh¢ FaceMatch so sanh khuén mat tai xé véi
dir liéu ding ky, dam bao nguoi diéu khién phu hop véi ho so xe. Diéu nay gia ting
do chinh x4c trong kiém soat an ninh, giam thiéu viéc g1a mao bién s6 hodc str dung
tai xé khong duoc phép. Hé thong ciing ghi nhan lich st ra-vao va luu trit hinh anh,
thuan tién cho cong tac tra ctru va giam sat. Nho d6, quy trinh kiém soat an ninh
chat ch€ hon nhung khéng lam cham tbc do ra-vao, d@)ng thoi giam thiéu sai sét do
thu cong.

Tich hop hé thong da dang, dong bé: Autogate duogc lién két chat ché voi cac
hé thong diéu hanh khéac ciia cang. Vi du tai Cang Tan Vii (Hai Phong), Smart Gate
tich hop v6i phan mém PL-TOS, nén tang ePort va tng dung Container Checker
cua lai xe dé tu dong hoan thién thu tuc giao nhan [114]. Tuong tu, & Cat Lai du an
d3 két ndi 1ién mach véi hé thdng quan 1y kho dién tir, TOS, phadn mém hai quan va
ERP noi bg. Nho do, dir liéu giéy to s6 hoa hoan toan, cic chi sd can (weight-in),
seal, container code duoc tu dong nhap, giam thi tuc danh may va d6i chiéu thu
cong, tich hop sdu giup van hanh cang thong sudt, minh bach, va ting kha ning

quan ly xuyén sudt gitra cac khau.
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Gidm nhdn lyc triwee cong va chi phi van hanh: Thay thé nhiéu céng doan th
cong tai cabin cong bang ty dong giup giam nhu cau nhan sy truc tiép, hé théng
Autogate dd “giup cong ty giam nhdn sy truc tai cac cabin cong; tiét kiém chi phi,
gidy tO in 4n” dong thoi nang cao kiém soat chit ché hon [114]. Thay vi can vai
nhan vién tiép nhan, kiém tra thu tuc, gio ddy chi can 1-2 nhan vién giam sat hé
thong, xtr Iy truong hop ngoai 18, tu dong hoa ciing cit giam chi phi van hanh dai
han (in 4n, truyén thong gidy), gop phan cai thién hiéu qua kinh té, dy 4n da dem lai
loi ich thiét thuc vé nang suét, an ninh va tiét kiém nhan luc, dang nhu muc tiéu dé
ra[l15].

3.5.2 Hiéu qua kinh té — k§ thuit ciia mé hinh Auto-Gate

Chi phi dau te: Tong muc dau tu hé thong Auto-Gate tai Cang Cat Lai udc

tinh = 25 ty VND (twong dwong 1 triéu USD), bao gém cac hang muc thiét bi,

phan mém, ha ting va bao tri trong 3 nim. Co c4u chi phi thé hién ¢ bang sau:

Tong hop chi phi dau tw hé thong Auto-Gate tai cong Cat Lai

Quy mo6 & don | Gia tri quy doi 1 A
STT Hang muc vi tinh (T§-VND) Ghi chu ky thuéat
2 Nhan dang
Cong OCR + Camera A L XA
1 ANPR (42 lan) 84 bo 8,00 contAalner & bién so
tu dong
< N Nhéan dang e-seal
2 | Ang-ten RFID & Reader | 84 b 3,75 1SO 10374
3 | Kiosk Self-Service 42 thiét bi 4,50 Tich hop the ID,
quét QR
2 o Tich hop
g | Hethong GOS+Server | 1, 5,50 TOPX/ePort, luu
CCTV ~ .
trtr 90 ngay
Mang, day nguon, lap . Du phong 10 % chi
3 | fat & bio it 3 nim Goilching 2529 i
PO o (Gia tri quy doi
Tong cong (ude tinh) 25,00 niim 2025)

Bdng 26 Tong hop chi phi dau t hé thong Auto-Gate tai cong Cat Lai
Nguon: Téac gia.

Hiéu qud ky thudt — van hanh: Két qua cho thiy hiéu quéa ky thuit vuot
troi, h¢ théng hoat dong on dinh 24/7, giam tai cho nhan vién van hanh va cai thién
dang ké tinh lién thong dir liéu gifta cac don vi (An ninh — Piéu d6 — Hai quan —

Khéch hang).
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Hiéu qua ky thuat — van hanh

Chi tiéu Trudc Auto-Gate | Sau Auto-Gate | Murc cai thién
Thoi gian xu ly/xe 2,5 phut 0,25 phut Giam 90 %
Ning suat/lan (xe/gio) 24 150 525%
Thoi gian cho TB >25 phut <10 phut Giam 60 %
Ty 1é sai sot nhap liéu ~3 % <0,3 % Giam 10 lan
Heé sb an ninh tong hop (K) 0,68 0,816 20%
Mirc sén sang hé théng (MTBF) ~1.000 h >5.000 h Tang 5 lan

Bang 27 Hiéu qua ky thuat — van hanh
Nguon: Tac gia.

Hiéu qud kinh té — nhdn sy: Cang hién bd tri khoang 120 nhan vién giao
nhén va vi tinh cong, chia lam 3 ca/ngay. Sau khi trién khai Auto-Gate, ty 18 tw
dong héa dat 60—70 %, nhan sy truc tiép tai cong c6 thé giam 40—60 ngudi. Véi

mirc lwong trung binh 18 tri¢u dong/thang, chi phi tiét kiém duoc wdc tinh:

Hiéu qui kinh té - Nhan sw
Chi tiéu Trudc Sau Loi ich udc tinh
S6 nhan su tryuc tiép 120 60 Giam 50 %
C}n ph{ nhéan 259ty 12,9 t T71etwk1¢m ~13
cong/nam ty/nam
Thoi gian hoan von 25ty /13ty ~ ~1,9 nim Hoan vén < 2 nim

Bang 28: Hiéu qud kinh té - nhan sw
Nguon: Tac gia.

Hiéu qud xd hgi — méi truong: hé thong Auto-Gate tai Cang Cat Lai thé hién
rt rd qua cac tac dong tich cuc dén ning lwong, méi truong va cong dong do thi.
Trude hét, viéc xe container khong con phai dimg cho 1au tai cong giup giam dang
ké tiéu hao nhién li¢u, trung binh tiét kiém khoang 1,5-2 lit ddu/xe. Véi luu lugng

khoang 6,6 tri€u luwgt xe/nam, lugng nhién li¢u tiét kiém tuong duong 13 tri€u lit
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mdi nim, mang lai gia tri xd hoi ude tinh khoang 250 ty ddng/nam. Song song do,
lwong dau tiét kiém nay giup giam phat thai khoang 35.000 tin CO,/nim, gop phan
thue hién Chién luoc ting trudong xanh qubc gia va cam két Net Zero 2050 cta Viét
Nam. Ngoai ra, khi dong xe ra vao céng trd nén lién tyc, trat tu va ty dong, tinh
trang Un tic giao thong trén cc tuyén duong két ndi cang nhu Nguyén Thi Pinh,
V4o Chi Cong, Qué)c 16 51 dugc cai thién rd rét, giam nguy co tai nan va 6 nhiém
cuc bo. V& mit x3 hoi va thuong hic¢u, hé théng Auto-Gate gitip nang cao hinh anh
doanh nghiép, thé hién vai tro tién phong ciia Tong cong ty Tan Cang Sai Gon
trong chuyén d6i s6, dam bao an ninh — an toan, déng thoi dap tng céc tiéu chuan
ISPS Code, ISO 28000, huong dén m6 hinh Smart Port — Green Port hién dai va
bén viing.

3.5.3 Panh gia tong hop hiéu qua

Panh gia tong hop hiéu qua

Nhom hi¢u qua Két qua dinh lugng Mut(lzlidé% Lal Nhan xét
KV thuat — An S-Index = 0,82 20% An ninh 6n dinh, kiém

soat truy cdp chuan hoa
Hoan von 1,9 | Giam chi phi van hanh

ninh
Kinh té — Nhan

Tiét kiém ~13 ty/nam

su nam dang ké
Van hanh — Thoi gian thu tuc giam | +525 % nang | Tang luong xe, giam un
Thong quan 90 % suat tac

Xa hoi — Moi Tiét kiém nhién liéu & | ~250 ty/nim | Péng gop phat trién bén
truong giam khi thai loi ich xa ho1 | ving

Bang 29: Banh gia tong hop hiéu qua kinh té-ky thudt
Nguodn: Téc gia.

Viéc trién khai hé théng Auto-Gate tai Cang Cat Lai da ching minh hiéu qua
vuot trdi ca vé kinh té, Ky thuat va xa hdi. Vi chi phi ddu tu khoang 25 ty VND,
hé thdng mang lai loi ich tiét kiém van hanh 13 ty dong/nim, dong thoi ning hé sb
an ninh tong hop 1én 0,816, tuong duong mic “An toan — On dinh cao” theo
khung PFSA — ISO 28000. Auto-Gate 13 nén tang quan trong cho qua trinh chuyén
d6i s6 toan dién trong quan 1y ra/vao cong container, gbp phan xay dung mo hinh
Cing thong minh — Smart Security Port cho Tong cong ty Tan Cang Sai Gon
(SNP) trong giai doan 2025-2030.
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3.6 Cac diém con han ché sau trién khai

Chi phi dau tw ban ddu Ién: Hé thdng Autogate doi hoi dau tu nhiéu thiét bi
va ha ting coéng nghé cao (camera chuyén dung, cam bién, may chu xir 1y, phan
mém ban quyén, viéc tu dong héa ¢ cac cang thudng can von diu tu ban dau
(CAPEX) 16n hon dang ké so v6i van hanh thu cong, mic du bu lai chi phi van hanh
(OPEX) sau nay thip hon [116]. Di voi du 4n tai Cat Lai, tong chi phi dau tu (thiét
bi, phan mém, lap dit va dao tao) 1a mot ganh ning tai chinh ddng ké ban dau. Viéc
danh gia hoan vén (ROI) phu thudc vao luu lugng xe thuc té va mirc giam chi phi
van hanh trong tuong lai.

Poi héi ha tang va bdo tri cao: Hé thong hoat dong phu thudc vao dudng
truyén mang, ngudn dién lién tuc va may chu xir Iy manh. Moi truc tric vé mang
hay mat dién & cong c6 thé lam gian doan toan bd quy trinh, cac thiét bi nhu
camera, cam bién va module dién tir can dugc bao tri dinh ky dé duy tri d§ chinh
xac. Bat ky hu hong nao (vi du camera bi 1éch, barie ket, sensor hoat dong sai) cling
gdy anh huong dén ludng xe chung. Viéc nay doi hoi k¥ thuat vién giam sat va xu
Iy sw ¢b 24/7, vbn chua pho bién nhiéu trong méi trudng cang truyén thong.

Han ché cong nghé nhdn dang: Cong nghé hién tai chu yéu st dung OCR dé
doc bién s6. OCR yéu cau “dudng ngim” rd rang véi bién sb sach va gin dung vi tri
dé nhan dang chinh xac [117]. Trong thuc té, xe ra-vao cong di chuyén ¢ téc do cao
hodc bién sb ban, cii ¢6 thé gay sai sot khi nhan dién. Ngoai ra, gbc camera va anh
sang moi truong ciing anh hudéng dén hiéu sudt OCR. Nhiéu nuéc trién khai
Autogate di chuyén sang bo sung RFID (gin tag trén xe) nham xéc thuc tu dong
nhanh hon, nhung viéc nay chua dugc ap dung rong rai & Cat Lai va doi hoi chi phi
bd sung. Vi vay, mot s6 truong hop ngoai 1& van can can thiép thu cong, lam giam it
nhiéu hiéu qua toan hé théng.

Yéu cau thay doi van hanh va dao tao: Viéc ap dung Autogate doi hoi chit
hang, doanh nghiép van tai va lai xe phai lam quen v&i quy trinh méi (dang ky
trude, sit dung app, theo ddi théng bao), tai xé phai cai dat Gtng dung Container

Driver va cac bén doanh nghiép phai co tai khoan ePort dé twong tac voi hé thong
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[114]. Diéu nay giy kho khin budc dau cho nhitng don vi chua sin sang sd hoa
hoan toan. Bén canh do, doi ngli nhan vién cang ciling can dugc huan luyén van
hanh hé thdng mdi, theo ddi canh bao va xur 1y tinh hudng k¥ thuat — diéu chua ting
c6 trong quy trinh trudc do, sy chuyén d6i nay doi khi gip khang cy tam 1y va doi
hoi thoi gian thich tng, nhat 13 giai doan ban dau sau khi trién khai.

Riii ro chi phi va tién dé: Do quy mo trién khai 16n (34 1an), chi phi phat sinh
ngoai du kién hodc cham tién d6 12 mdi quan ngai, phan tich tai nganh cang, viéc
lap dat tw dong hoa tai cang hién hiru thuong phirc tap hon xay dung mdi va c6 thé
kéo dai thoi gian [116]. Néu giai doan thir nghiém gip vudng mic ky thuat, dy an
c6 thé phai tai cau trac hé thong, gy ting chi phi va anh hudng tién d6. Ngoai ra,
cong nghé thay ddi nhanh chéng ciing dit ra yéu cau cdp nhat lién tuc, nghia 1a dy
an can du phong nang cip vé sau.

Két lugn: Dy 4n nang cap hé thong Auto-gate tai Cang Cat Lai da dat dugc
nhiéu két qua tich cuc nhu dé ra (ting ning suét, rat ngan thoi gian, ting cudng an
ninh va tiét giam nhan cong) [116], bén canh hiéu qua mang lai con ton tai nhiing
thach thirc lién quan dén chi phi dau tu, yéu ciu cong nghé va thay d6i van hanh.
Cac han ché nay can duogc tiép tuc theo doi va cai thién trong giai doan khai thac

thuc té, dé hé théng hoat dong bén virng va mang lai 1g1 ich lau dai cho cang.

III KET LUAN VA KIEN NGHI

1 TOM TAT KET QUA NGHIEN CUU

Pé an di xdy dung khung tich hop PFSA — ISO 28000 — AHP —
Security-Impact Index (S-Index) dé danh gia va dé xuét giai phap nang cao chat
luong kiém soat an ninh cong Cat Lai. Két qua chinh gom:

Phén tich thwe trang cho thiy bdn 15 hong ¢t 16i: Luu luong xe va Un tic
(2 diém), Cong nghé quan 1y va ty dong hoa (3 diém), Gisi han bai va bén bai (3
diém), Két ndi dir liéu va canh bao rai ro (3 diém). Cac yéu t6 nay dang anh huong

ti€u cuc truc tiép dén hiéu qua dam bao an ninh téng thé tai Céng Cang Cat Lai.
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M6 phéng hang doi M/M/c chiing minh thoi gian cho trung binh (Wq) 22
phut & gid cao diém; cai dat Auto-Gate 34 1an giam Wq xudng con 8 phut (-64 %).

Phan tich AHP (CR = 0,08) chi ra “Ty dong hoa thu tuc” (w = 0,32) 1a tiéu
chi quan trong nhét; “Tich hop CNTT & an ninh mang” (w = 0,24) dung thu hai.

S-Index tang tir 0,61 (hién trang) 1én 0,82 (kich ban Auto-Gate), phan anh
mirc cai thién an ninh tong hop 34 %.

2. PONG GOP KHOA HQC

Phwong phap luan: Lan dau tién tai Viét Nam ap dung chudi PFSA — ISO
28000 — AHP — S-Index & cap do cong cang thay vi toan cang, cung cap mé hinh
tham chiéu cho céc co so tuong ty.

Chi bao dinh lwong: Mo rong S-Index v6i thanh phan Traffic-Security
Coupling, gop phan hoan thién bo thudc do an ninh cang trong bdi canh chuyén doi
sO.

Khung danh gia tai chinh-an ninh: Long ghép KPI an ninh (S-Index) vao
phan tich NPV/IRR, gitp luong hoa “loi ich phi tai chinh” ciia dau tu an ninh.

3.HAM Y THU'C TIEN VA KHUYEN NGHI

Chuéin hoa Auto-Gate vao QCVN 65:2021/BGTVT giai doan sta doi
2026, yéu cau tudn thu t6i thieu OCR > 95 %, RFID > 99 %.

Thiét 1ap PFSA-Cyber bit budc trong Ké hoach An ninh Cang (PFSP), ap
dung Zero-Trust & SOC-SIEM cho hé GOS/API.

L§ trinh 4 giai doan 2025-2027 nén duogc tich hop vao quy hoach tong thé
clia Tong cong ty Tan Cang Sai Gon dé dong bo ha tang gate — bdi — cau bén trong

dé an "Nang cap-Cai Tao-Hién dai hoa cang Cat Lai dén nam 2030".

Khung KPI sau trién khai Auto-gate

STT Nhom KPI Muc tiéu 2027 Ghi chu

Thot gian dwell-time

(giao nhan) < 180 s/luot TOPX log dir liéu tu dong

Do phi CCTV Cang Cét

Lai >90 % 30 fps, luu > 45 ngay




3 S-Index
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>0,80

Ra soat PFSA hing nim

4 | MTTR su cb hé thong

<30 phat

SLA v6i nha cung cip

Bdng 30 Khung KPI Céng Cang sau trién khai Auto-gate

Nguén: Tac gia (2025)

4. HAN CHE VA HUONG NGHIEN CUU TIEP THEO

Han ché: Nghién ctru van con cac han ché dang cha y. Thir nhit, thiéu bang
khao sat chuyén gia va ma trin so sanh cip day du trong AHP, khién qua trinh
gan trong sO phan nao chua phan anh sy da chiéu vé danh gia. Th hai, dir liéu mo
phong hang doi méi chi dya trén mau 30 ngay — can mé rong dé dam bao do tin cay

cao hon. Pong thoi, khung phan tich tai chinh chwa tinh dén yéu té bién dong ty gia

hodc chi phi bao tri tang theo lam phat.

Nghién ciru twong lai: xdy dung Digital Twin cong dé thir nghiém kich ban

khung hoang trong thoi gian thuc; Ung dung Al-Vision phat hién hanh vi bat

thuong; Lién két blockchain e-seal véi PCS dé truy xuat chudi cung tmg.
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